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Stage 1

[$] challenge 1

[+]
cookie:session=6b1f33a78c5b9c17;admin=0;checksum=552ebbeb9276a8cd9f741b7d29f8c9e1eb455757207a
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[+] checksum=aes128cbc.encrypt(session=6b1f33a78c5b9c17;admin=0)
[+] only admin can see flag

[-] cookie:(FF4iN)
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[$] challenge 1
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[+]
cookie:session=6043fb92858e4080;admin=0;checksum=e1b54fe73c59fc5d07542002d90b7ef53e730401cc87:

4 | I | 3

[+] checksum=aes128cbc.encrypt(session=6043fb92858e4080;admin=0)

[+] only admin can see flag

[-]
cookie:session=6043fb92858e4080;admin=0;checksum=e1b54fe73c59fc5d07542002d90b7ef43e730401cc87:
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[+] decrypt(checksum): i E5€ 74 2 Ft ?CH?58e4080;admin=1

[+] passed

Stage 2

[$] challenge 2

[+] sha256(iv)=11f595abc9d7b986d24fce986d1faddfb0d83f2f978db20b862ea730e570bff0
[+] 1. server's job: print aes_cbc_dec(key,iv,your_input_c).encode('hex)

[+] 2. your job: guess iv

[-] your choice:(fF%i\)
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dec(c0) =m0 " iv

dec(c1) =m1 *c0

BAlikct1 = c0, AILAFE R

dec(c0) = m0 " iv

dec(c1) = dec(c0) =m1*cO=m0 *iv

iv=m0"m1”cO
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[$] challenge 2

[+] sha256(iv)=11f595abc9d7b986d24fce986d1faddfb0d83f2f978db20b862ea730e570bff0
[+] 1. server's job: print aes_cbc_dec(key,iv,your_input_c).encode('hex’)

[+] 2. your job: guess iv

[-] your choice:1

[-] c:80808080808080808080808080808080

[+] fee1313801108cd3dc7dfb547a3126d82893f3d8e1541cc11799a1546e4fef0e

[+] 1. server's job: print aes_cbc_dec(key,iv,your_input_c).encode('hex’)

[+] 2. your job: guess iv



[-] your choice:2

[-] iv(encode hex):ee42fad0d874a822f3d462302c4ef1e6
[+] passed

Stage 3

[$] challenge 3
[+]

cookie=session:0884ce7c;timedl=1;admin=0;guess_cookie _ma=1;guess_mp_ab=1;guess_cookie _mb=0;hell_f
4 | 11 | 3

[+]
128bit_ecb_encrypt(cookie):0632b3e7adb2f6d5ae4a92f553f2f4a4c9f95b099cfd8e3408137d134eb51d147045f
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[+] only admin can see the flag

[-] input your encrypted cookie(encode hex): (7% )

ECBIER 25 P 2 [AAH B, %5 75 AN B SCBUK IR -
session:0884ce7c

:timedl=1;admin=

0;guess_cookie_m

a=1;guess_mp_ab=

1,guess_cookie_m

b=0;hell_pad=233
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[$] challenge 3

[+]

cookie=session:31e820c8;timed|=1;admin=0;guess_cookie_ma=1;guess_mp_ab=1;guess_cookie_mb=0;hell_j

4 1 | 3
[+]
128bit_ecb_encrypt(cookie):1ab7386¢c76b1c8749b05c6fc3b9ef740ef5a0fc8370638514069f522736af63aefa2c:

4 | 1 | b

[+] only admin can see the flag

[-] input your encrypted cookie(encode
hex):1ab7386c76b1c8749b05c6fc3b9ef740ef5a0fc8370638514069f522736af63a2397f151ae10e4e8180a0a57
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[+]
decrypted:session:31e820c8;timedl=1;admin=1;guess_cookie_ma=1;guess_mp_ab=1;guess_cookie_mb=0;he
4 1 | r

[+] passed

Stage 4



[$] challenge 4

[+] sha256(secret)=d014cbddd2cbb0fa2404c519¢c166bc85c03ee3445d64 3f451a5f5d6244e7e34d
[+] assert len(secret)==16

[+] 1. server's job: print aes_ecb(key,input+secret+'x00™((16-(len(input+secret) % 16)) % 16))
[+] 2. your job: guess secret

[-] your choice:(fF%i\)
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Stage 5

[$] challenge 5

[+] sha256(secret)=4c766c8749526dd1a14fdf37619d2fbebbbc2478e25e27e63e591ae0aafb305d
[+] assert len(secret)==16

[+] myblockencrypt_ecb(secret).encode("hex")=4c21cc2bc7941b224ed45bd02ee11b60

[+] In this challenge, you need to try something.

[+] 1. server's job: print myblockencrypt_ecb(your_input)

[+] 2. your job: guess secret

[-] your choice:(fF%i\)

iX B BAR R need try something. BITZRINENEE

[+] In this challenge, you need to try something.

[+] 1. server's job: print myblockencrypt_ecb(your_input)

[+] 2. your job: guess secret

[-] your choice:1

[-] input(encode hex):80808080808080808080808080808080

[+] myblockencrypt_ecb(your_input).encode("hex"):35093509350935093509350935093509
[+] 1. server's job: print myblockencrypt_ecb(your_input)

[+] 2. your job: guess secret

[-] your choice:1



[-] input(encode hex):66666666666666666666666666666666
[+] myblockencrypt_ecb(your_input).encode("hex"):022c022c022c022c022c022c022c022¢

ATAEH, XAEE X Hmyblockencrypt_ecbsZfr bt 28166 — Bt T in % B B AW . 50KV inl B0
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Stage 6

[$] challenge 6

[+] padding(m):m+chr(16-(len(m)%16))*(16-(len(m)%16))

[+] unpadding(m):m[:-ord(m[-1])]

[+] len(secret):16

[+]
ivtaes128_cbc(key,iv,padding(secret)):31313131313131313131313131313131891f3925b171f363bfc1ab0f4cC
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[+] 1. server's job: decrypt and unpadding

[+] 2. your job: guess secret

[] your choice:(#5%i\)

FEREHFARBILER, RREGARERIIEE, HHEMAABERRERENR. ROICHWTRER:
dec(c0) = ivAm0

dec(c1)=cO0*m1

iv=1111111111111111

cO. c1& %1

m1 ='x10"16
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#!/usr/bin/env python

-*- coding: utf-8 -*-



from pwn import *

import hashlib

from Crypto.Util.number import bytes to_long, long_to_bytes
team_token = "B\ ffitoken"

p = remote("106.14.66.172", 7777)

def strxor(a, b):

return ".join(chr(ord(a[i])*ord(b[i%len(b)])) for i in range(len(a)))
def mysha256(text):

mysha = hashlib.sha256()

mysha.update(text)

hashresult = mysha.digest()
bits=".join(bin(ord(j))[2:].Zfill(8) for j in hashresult)
return bits

def passPoW(text):

print text

count=0

while True:

bits = mysha256(text + "a" + str(count))
if(bits.startswith("00000")):

break

count += 1

return "a" + str(count)

def solve_step_4(level, known):

print "Level %s" % str(level)

if(level == 16):

return known

records =[]

for i in range(256):

p.recvuntil("[-] your choice:")

p.sendline("1")

p.recvuntil("[-] input(encode hex):")



tmpstr = (‘a™(15-level) + known + chr(i)).encode('hex)
p.sendline(tmpstr)

text = p.recvuntil("[+] 2. your job: guess secret")

s = text.split("[+] ")[2].strip()

s = s[15:47]

print "Process: %s/256 %s %s" % (str(i), tmpstr, s)
records.append(s)

p.recvuntil("[-] your choice:")

p.sendline("1")

p.recvuntil("[-] input(encode hex):")

tmpstr = (‘a™(15-level)).encode('hex)
p.sendline(tmpstr)

text = p.recvuntil("[+] 2. your job: guess secret")

s = text.split("[+] ")[2].strip()

s = g[15:47]

newknown = known + chr(records.index(s))

return solve_step_4(level+1, newknown)
def pad4(text):

return '0™(4-len(text))+text

def solve_step_5(cipher):

f = open("step5.txt",'w+")

foriin range(0, 65536, 8):

print "Processing: %s/65536" % str(i)
tmpstr ="

for j in range(8):

tmpstr += pad4(long_to_bytes(i+j).encode('hex’))
p.recvuntil("[-] your choice:")

p.sendline("1")



p.recvuntil("[-] input(encode hex):")
p.sendline(tmpstr)

text = p.recvuntil("[+] 2. your job: guess secret")
cipher = text.split("[+] ")[1]

cipher = cipher[45:]

for j in range(8):

f.write("+tmpstr{4*j:4*j+4]+™ ")

f.write("==="

for j in range(8):
f.write(""+cipher[4*j:4*j+4]+™ ")
f.write("

")
return ™"

def solve_step_6(c0, level, known):
tmpknown = strxor(known, chr(level))
newknown ="

if(level>=17):

return known

for i in range(256):

print "Process: %s/256" % str(i)

tmpcipher = '1"16+'x00"(16-level)+chr(i)+tmpknown+c0
p.recvuntil("[-] your choice:")

p.sendline("1")

p.recvuntil("[-] input your iv+c (encode hex):")
p.sendline(tmpcipher.encode('hex))

text = p.recvuntil("[+] 2. your job: guess secret")

if text.find("[+] unpadding success") >= 0:

newknown = chr(iNevel) + known



break

return solve_step_6(c0, level+1, newknown)
print p.recvline().strip()

# pass the PoW

tmpline = p.recvline()

print tmpline.strip()

powtext = passPoW(tmpline[11:19])
print p.recvuntil("[-] ?=")

print "SEND: %s" % powtext
p.sendline(powtext)

print p.recvuntil("[+] teamtoken=")
print "SEND: %s" % team_token
p.sendline(team_token)

print p.recvuntil("[-] your choice:")

# Step 1

print "SEND: 1"

p.sendline("1")

text = p.recvuntil("[-] cookie:")

print text

s = text.split("[+] ")[1].strip()

result = s[:79]+chr(ord(s[79:81].decode('hex))"0x1).encode('hex)+s[81:]
print "SEND: %s" % result[7:]
p.sendline(result[7:])

print p.recvuntil("[-] your choice:")

# Step 2

print "SEND: 2"

p.sendline("2")

print p.recvuntil("[-] your choice:")
print "SEND: 1"

p.sendline("1")

print p.recvuntil("[-] c:")



print "SEND: 80808080808080808080808080808080"
p.sendline("80808080808080808080808080808080")
text = p.recvuntil("[-] your choice:")

print text

s = text.split("[+] ")[1].strip()

c0 = "8080808080808080"

s1, s2 = s[:32].decode('hex), s[32:].decode('hex)
result = strxor(strxor(c0, s2), s1).encode('hex)

print "SEND: 2"

p.sendline("2")

print p.recvuntil("[-] iv(encode hex):")

print "SEND: %s" % result

p.sendline(result)

print p.recvuntil("[-] your choice:")

# Step 3

print "SEND: 3"

p.sendline("3")

text = p.recvuntil("[-] input your encrypted cookie(encode hex):")
print text

s = text.split("[+] ")[2].strip()

s = g[27:]

result = s[:64]+s[128:160]+s[96:]

print "SEND: %s" % result

p.sendline(result)

print p.recvuntil("[-] your choice:")

##Step 4

# print "SEND: 4"

# p.sendline("4")

# text = p.recvuntil("[+] 2. your job: guess secret")

# print text

# result = solve_step 4(0, ™)



# print p.recvuntil("[-] your choice:")

# print "SEND: 2"

# p.sendline("2")

# print p.recvuntil("[-] secret(encode hex):")
# print "SEND: %s" % result

# p.sendline(result)

# print p.recvuntil("[-] your choice:")

# Step 4(finished)

result = "98c2ae1ef3ff5aee4999172ec6bd32f3"
print "SEND: 4"

p.sendline("4")

print p.recvuntil("[-] your choice:")

print "SEND: 2"

p.sendline("2")

print p.recvuntil("[-] secret(encode hex):")
print "SEND: %s" % result
p.sendline(result)

print p.recvuntil("[-] your choice:")

## Step 5

# print "SEND: 5"

# p.sendline("5")

# text = p.recvuntil("[+] 2. your job: guess secret")
# print text

# ciphertext = text.split("[+] ")[3].strip()

# ciphertext = ciphertext[41:]

# result = solve_step_5(ciphertext)

# print "SEND: %s" % result

# p.sendline(result)

# print p.recvuntil("[-] your choice:")

# Step 5(finished)

result = "6122db344a73a14e8247fb2856fbbfo4"



print "SEND: 5"

p.sendline("5")

print p.recvuntil("[-] your choice:")

print "SEND: 2"

p.sendline("2")

print p.recvuntil("[-] secret(encode hex):")

print "SEND: %s" % result

p.sendline(result)

print p.recvuntil("[-] your choice:")

## Step 6

# print "SEND: 6"

# p.sendline("6")

# text = p.recvuntil("[+] 2. your job: guess secret")
# s = text.split("[+] ")[4].strip()

#s=s[70]

# result = solve_step_6(s[:32].decode('hex’), 1, ™)
# print result.encode('hex)

# result = strxor(result, '1')

# print result.encode('hex)

# Step 6(finished)

result = "0a1c9e1464925d23d4a3068313b407ee".decode('hex)
result = strxor(result, '1")

print "SEND: 6"

p.sendline("6")

print p.recvuntil("[-] your choice:")

print "SEND: 2"

p.sendline("2")

print p.recvuntil("[-] secret(encode hex):")

print "SEND: %s" % result.encode('hex)
p.sendline(result.encode('hex’))

print p.recvuntil("[-] your choice:")



p.interactive()

menu (0 - unsolve, 1 - solved):
challenge-1 status-1
challenge-2 status-1
challenge-3 status-1
challenge-4 status-1

challenge-5 status-1
challenge-6 status-1
get your flag

your choice:

Switching to interactive mode e
https://blog.csdn.net/cccchhhh&819
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(FABNS X RAFFRBEEE T, BROHORBOP R ALY, ABLRHN ZEEE, PRENF
FeEAh e — FEMAR, SEHBTIEN)

B RBAE
S=(Cp*Sp+Cq*Sq) % (n*t1*12)

it LA

S%t1=(Cp*Sp+Cq*Sq) % t1
S%t1=(q*t2*inv(q*t2, p*t1)) * pow(m+k, dp, p * t1) + —AMTHIEE % t1
St1=(@*p*t1+1)*powim+k, dp, p*t1) % t1
S % t1 =pow(m+k, dp, p *t1) % t1

S & t1 = pow(m + k, dp, t1)

TR

c1=(m-pow(S, et1,t1) + 1) % t1

c1 = (m- pow(m + k, dp*et1, t1) + 1) % t1

A 50iE

et1 =inv(d, t1-1)

d*etl=x*(t1-1)+1

dp =d % ((p-1)*(t1-1))

d=dp+y*(p-1)* (t1-1)

FREA (dp +y * (p-1) * (t1-1)) * et1 = x* (t1-1) + 1
dp * et1 =1 (mod t1-1)

MREE, mtk ARSI ER, RERD/DER

c1 = (m- pow(m + k, dp*et1, t1) + 1) % t1



cl=(m-(m+k)+1)%t1
c1 = (1-k) % t1

[ 2 AT DAHE H
c2=1%1t2=1

TR

sig = pow(S, c1 * c2, n)
BT

sig = pow(S, c1, n)

XANC1R(1-k) % t1, TkRE65536LL WRENLAI B %L, FULAREERER. BT RBEAVEIELEIXsig. AHsig
ks mAES. EEISKXF

S=(Cp*Sp+Cq*Sq) % (p*q*tl*t2)
S%p=(Cp*Sp+Cq*Sq)%p

S%p=(q*t2*inv(q*t2, p*t1)) * pow(m+k, dp, p * t1) + — A piifE3k
S%p=@*p*t1+1)*powim+k,dp,p*t1) % p

S % p = pow(m + k, dp, p)

[ 38 4

S % q = pow(m, dq, q)

WRIEFHERREHE, FTLKRHES % nifidEfg:

S % n = pow(m+k,dp,p)*q*inv(q,p)+pow(m,dq,q)*p*inv(p,q)

TRAE

sig = pow(S, c1, n)

sig = (pow(m+k,dp,p)*q*inv(q,p) + pow(m,dq,q)"p*inv(p,q)) *c1 % n

XEREW(a+b) " nfEN, AKX EHRIT, ERIATE KRR, FHRFEpER, FTURITERJT
—k—RBARENER, HREMERE. 8.

sig = (pow(m+k,dp,p)*g*inv(q,p))*c1 + (pow(m,dq,q)*p*inv(p,q))*c1 % n
sig % q = (pow(m,dq,q)*p*inv(p,q))'c1 % q

sig % q = pow(m,dqg*c1,q)

sig’e % q = pow(m,dg*c1*e,q)

sighe % q = pow(m,c1,q)

it fF—HRE A

dq =d % ((a-1)*(t2-1))

d =dq + a*(g-1)*(t2-1)



e*d = e*dq + e**(g-1)*(t2-1)
b*(p-1)*(g-1)+1 = e*dq + e**(g-1)*(t2-1)
1 =e*dq (mod g-1)
pow(m, e*dq, q) = m
TFREAIR LLE B, iHHEsighe-mAc1EnBRRALEHB R q. TERBMT:
#!/usr/bin/env python
-*- coding: utf-8 -*-
import gmpy2
n=

2631835838225821577082777076338460335952444456614613403927206520665713551349689732198392

a4 (L L3

m=
2627549332070602614419696639888619683381517041380770580528776341301310096283170377464033

4 (L F

sig =
2015294136912288841413007500284576404691272747171683985467128025584579892873810382459533

‘ i v
e = 65537

tmpsig = pow(sig, e, n)

for c1 in range(65536):

tmpq = (pow(m, ¢1, n)-tmpsig)%n

if(gmpy2.gcd(tmpq, n)>1):

q = gmpy2.gcd(tmpg, n)

p=n/lq

print "p =" + str(p)

#p=
1495804442330860257901795734148567115562926352190284922506763092333069266983476721148819

4 | T | 3
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ffffefoo
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B25b62a5825b62a5825b62a5025b62a5025b62a5025b62a5025b62a5025b62a5825b62a5825b62a5025b62a5025b62a5025b62a5025b62a526
83000000

47

9c3ed75F

THifffee
B300000084000000320ebdlel77ebdlel?7ebdlel?7ebdlel77ebdlel77ebdlel77ebdlel77ebdlel77ebdlel77ebdlel?7ebdlel77ebdlel77e
1lel77ebdlel77ebdlel77ebdlel77ebdlel77ebdlel?7ebdlel7?7ebdlel77ebdlel77ebdlel?7ebdlel77ebdlel77ebdlel?7ebdlel77ebd3a
B4eee000

47
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l/usr/bin/env python

-*- coding: utf-8 -*-

import struct

lines = open("tcp.txt",'r').readlines()

for i in range(0, len(lines), 5):

btime = lines[i+1].strip().decode('hex)

boffset = struct.unpack("



fn = chr(int(lines[i+3][16:18], 16))
salt = int(lines[i+3][18:20], 16)

t = struct.unpack("

t -= boffset

t = struct.pack("

m=m

count =0

¢ = lines[i+3][20:].strip().decode('hex’)

for j in range(len(c)):

if(fn =="0):

m += chr(((ord(c[j]) + salt) & Oxff) * ord(t[count]))

elif(fn =="1):

m += chr(((ord(cl[j]) - salt) & Oxff) * ord(t[count]))

elif(fn == "2):

m += chr(((ord(cl[j]) * salt) & Oxff) * ord(t[count]))

count = (count + 1) % 4

print m.strip()

R PISE EE-bank

— PR REEXE GH)EH, BHE DA BERBEHEL G IDR. RIEFET, KX ILRB2
enc(Xix7) + enc(#4¢ 7) + enc(£#7)
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#l/usr/bin/env python
# -* coding: utf-8 -*-
from pwn import *
import hashlib

import string



def mysha256(text):

mysha = hashlib.sha256()
mysha.update(text)

return mysha.hexdigest()

def passPoW(suffix, target):

for a in string.printable:

for b in string.printable:

for ¢ in string.printable:

tmp = a+b+c+suffix

if mysha256(tmp)==target:

return a+b+c

teamtoken = "/ {zitoken"

p = remote("39.101.134.52", 8005)

text = p.recvuntil("Give me XXX:")

print text

suffix = text.split("+")[1][:17]

target = text.split(" == ")[1][:64]

result = passPoW(suffix, target)
p.sendline(result)

print p.recvuntil ("teamtoken:").strip()
p.sendline(teamtoken)

print p.recvuntil("give me your name:").strip()
p.sendline("chainer”)

print p.recvuntil("you can choose: transact, view records, provide a record, get flag, hint").strip()
p.sendline("transact")

print p.recvuntil("please give me the trader and the amount(for example:Alice 1)").strip()
p.sendline("Alice 1")

text = p.recvuntil("you can choose: transact, view records, provide a record, get flag, hint")
print text.strip()

s = text.split(’

1]



nameme = s[2:34]

nameAlice = s[34.66]

p.sendline("view records”)

text = p.recvuntil("you can choose: transact, view records, provide a record, get flag, hint")
print text.strip()

newtrans = []

fori in range(2,12):

s = text.split(’

i

newtrans.append(nameAlice + nameme + s[64:96])
print newtrans

for i in range(10):

p.sendline("provide a record")

print p.recvuntil("My system is secure if you can give me other records, the receiver can also get the
money.").strip()

p.sendline(newtransfi])
print p.recvuntil("you can choose: transact, view records, provide a record, get flag, hint").strip()
p.sendline("get flag")

p.interactive()

your cash:850

you can choose: transact, view records, provide a record, get flag, hint
> My system is secure if you can give me other records, the receiver can
3

your cash:956

you can choose: transact, view records, provide a record, get flag, hint
> My system is secure if you can give me other records, the receiver can
=

your cash:1148

you can choose: transact, view records, provide a record, get flag, hint

> My system is secure if you can give me other records, the receiver can
=

your cash:1330

you can choose: transact, view records, provide a record, get flag, hint
> My system is secure if you can give me other records, the receiver can
3

your cash:1477

you can choose: transact, view records, provide a record, get flag, hint
[#] Switching to interactive mode

> you need pay 1000 for the flag!
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