B 0k 2B % FE Blackbone i FH #(1%

2F56 T 2022-01-14 19:37:49 KA " 6114 ©% Wi 43
ARLHE: PR CERE: 248 web® 4
B B ASCATEEIRGISCE, M5 CC 4.0 BY-SA BN, H8IE M LIRS0 H A EM A7 1 .

A CHEE: https://blog.csdn.net/qq_38474570/article/details/122466905
KA

17 F3CE 109 3
W £

XEHF


https://guishou.blog.csdn.net
https://blog.csdn.net/qq_38474570/category_9286418.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_38474570/article/details/122466905
https://blog.csdn.net/qq_38474570/category_9286418.html

MR R 42 MO BT R ID
RAE 2R ID B R 2 B 25 B
WS TR R
BN —ANERRGT I ERE), HRBUERE R
J& B FH B ik A2

R B

RN

AL

JITIC 4%

TR HAT

P AN

7 72 B B0 A

RARA HIEAH Tx64

dIFEFIEAN

2N %3

Ui H Huht
https://github.com/DarthTor/Blackbone
W H A4

fEAWindowsHF & N B, SHBEIM2EHRE. M2, 5 ENERNERE; WindowsZEHFRANRERSY RIEAN.
hook. #AEPEXX M. HmEWsh. MIKMEMSMERFIER T, BB EE TR EMRRIXA B, B §0AE R
Blackbone T, 1 H BRI SR, e UMEAEEBRA.

W _EF T & A SRR ) 2 2 P 2 2 99 R copyI XA E , HHABSREZ KRNI EAGI AT HH ARG, dtm i, XA
H B EEE A B A S T T

FERNEEE



Process interaction (#fE3XEH)
#:1EPEB32/PEB64
BITWOWE4 barrieris B3R
Process Memory GHEMNE)
Sy AR BUR A 7
BN R R
BEEEIAE
Process modules CGHFEMH)
PR R MR (32/64 bit)
IR T H R Eh L
RIS EH R
MR TR o ERRAEIE B
EAN. BB (X pure IL images)
TEWOW6ABEFE HiE N 64 AL R ER
B AEPE
Threads (&)
ML
BN K AL
RIFLFRIR H A
KB ELE
%3 TEB32/TEB64
joinZkfE (ZRLKEEH)
HiE. WELE
WE. BRELGN S
Pattern search
FHAERSILAS (GZIRFABERE A HABBERR)
Remote code execution
TEEFE TR AT R
HEH DHRBHTEHAIT (shellcodeiEN)
FRSZMEAFR: cdecl/stdcall/thiscall/fastcall
X EFSHRR
X FEFPU
XFEHEERCEFENLEEFHATshellcode
Remote hooking
BT AT e, TEE TR AR hook R £
Hook functions upon return CEidreturni:)E )
Manual map features
FaliEN, XHEx86FIx64, VENERAKMRI AR, XFIARNEEZNESRME, L——F%7.
Driver features
A B, RPRE
EERPE. BEHENF
% FWOwe4i##E, #:FDEP
BB R R AR iE
& U] AR U I AL PR
BAE#HBNE (0: % HirsEnapR R 3#ES)
Rl 4o PR AR
AP#ERAILEN; Famapping (FahmEEs0
FImERIK3H

Wi B % ¥

HEZE IS

1. sdk. wdkhRAZAHF10.0.17763.0
2. cor.h3f A% Fimscoree lib EHR A B g iF R, RERZRENETEHRF K
3. VC++ 2017 Libs for Spectre (x86 and x64)

4. Visual C++ ATL (x86/x64) with Spectre Mitigations



REFMER

» Visual Studio #/10\RiE25
b NET SEF%
» {FH C++ NEAFA LR

v BNEE

BESWMIE

VC++ 2017 version 15.9 v14.16 latest v141 to...
T x86 #1 x64 Y Visual C++ ATL

T x86 %0 x64 #Y Visual C++ MFC
Ttk BEE R (SR 4 1)

8 Spectre ZZREISHERY Visual C++ ATL (x86...
A Spectre ZZ2E 5K Visual C++ MFC for...

VC++ 2017 version 15.9 v14.16 Libs for Spect...
Windows Driver Kit

Al ad

(@ B SRR

pap
ol @ b T gyl L

<bone: :MemBloc

mBlock (const blackbone::MemBlock &) ” : [HA “blackbone::MemBlock” H—

HAVS20174 TSR — N5 HOMERR AR, RABBRTR, RERRAHREET 0.
PRV R BT AR A 3L RFVS2019, IREHAVS2017, & EEFHAM )R,
T H 4K R

w XD  HwED HENV Gt mBEE  £ME) BERD  WEO  srhy  IED FEX #0W B Ctrl+Q
Q - <~ T e Debug ~ x86 ~ P it Windows it ~ R @@ PN YA é
Blackbonelearn.cpp + X

-> Blackbonelearn.cpp ~ . = E\Project\Blackbonelearn\BlackbonelLearn\Blackbonelearn.cpp
M (£RF5EE)

lackboneLearn”(1 ANEE
*| Blackbonelearn
b =m3|H
> B MBI

¥ ST

4 ya BN
14 Blackbonelearn.cpp
T BEE




E—-A=HE

FER & HER i FN
Vs 2022/1/11 15:47 M{HsE
BlackbonelLearn 2022/1/11 16:16 prgi=>ea
Debug 2022/1/1116:13 XA
2022/1/11 16:15 i
| ] BlackboneLearn.sin 2022/1/11 1547 Visual Studio Soluti... 2 KB
CSDN @ERF56
RIEETE BHR THE— include U3
- Blackbone-master » src
A =R ZXHEs it o
3rd_party 2021/6/21 3:34 LSS
BlackBone 2022/1/11 14:35 LSS
BlackBoneDrv 2021/6/21 3:34 e
BlackBoneTest 2021/6/21 3:34 prgl=cy
PythonicBlackBone 2021/6/21 3:34 prEl=cy
Samples 2022/1/11 15:45 LS
) CMakelLists.txt 2021/6/21 3:34 AR r 1r |<JB_ o
CSDN @E-F56
fesrcH FE F =AML EHI R include SCHFF
2T - f-'-\_m '\L.‘}I - ) IUJL.LL - (FAIZLWN N WAN NI IS SN} - mrciuuie L4 - U
BFR e =L ]
3rd_party 2022/1/11 16:11 e
BlackBone 2022/1/11 16:03 pralacy
BlackBoneDrv 2022/1/11 16:10 prg=cs
build 2022/1/11 16:00 e

EREEAS R T S RRR R ZA R, build B Z D&% B IlibEE

CSDN @%EF56



.. /include/BlackBon
. /include/BlackBon
kBon
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#include <iostream>

#include "../include/BlackBone/Config.h"

#include "../include/BlackBone/Process/Process.h"

#include "../include/BlackBone/Process/MultPtr.hpp"

#include "../include/BlackBone/Process/RPC/RemoteFunction.hpp’
#include "../include/BlackBone/PE/PEImage.h"

#include "../include/BlackBone/Misc/Utils.h"

#include "../include/BlackBone/Misc/DynImport.h"

#include "../include/BlackBone/Syscalls/Syscall.h"

#include "../include/BlackBone/Patterns/PatternSearch.h"
#include "../include/BlackBone/Asm/LDasm.h"

#include "../include/BlackBone/localHook/VTableHook.hpp"
#include

../include/BlackBone/DriverControl/DriverControl.h"

#ifdef _DEBUG

#tpragma comment(lib, "..\\include\\build\\Win32\\Debug\\BlackBone.lib")
#else

#tpragma comment(lib, "..\\include\\build\\Win32\\Release\\BlackBone.lib")
#endif
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using namespace blackbone;
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auto pids = Process::EnumByName(L"explorer.exe");
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auto procInfo = Process::EnumByNameOrPID(4596, L"");
for (auto info : procInfo.result())

{

wcout << info.imageName << info.pid << info.threads.size();

}

auto all = Process::EnumByNameOrPID(O, L"");
for (auto info : all.result())

{

wcout << info.imageName << "\t" << info.pid << info.threads.size() << endl;

}

Process process;
vector<DWORD> vecPid = Process::EnumByName(L"QQ.exe");

/M Im—A Bk
if (!vecPid.empty()&.NT_SUCCESS(process.Attach(vecPid.front())))

{
//ProcessCoreZ
ProcessCore& processCore = process.core();

/[ HFEWOW641E B

Wow64Barrier barrier = process.barrier();

/ /3RBUEFE IDFI 372 A AR
DWORD dwPid = processCore.pid();
HANDLE hProcess = processCore.handle();

//3KEUHFEPEB
PEB_T peb = {};
ptr_t ptrPEB = processCore.peb(&peb);

/ BRBUHTR I B A AR
for (HandleInfo handleInfo:process.EnumHandles().result())

{

wcout << handleInfo.name << handleInfo.handle << handleInfo.typeName << endl;

}

/ /BB M R
Process process;
process.CreateAndAttach(L"D:\\InjectTool.exe", true);
{

/1R BERR

process.Resume();

//3ER 100
std::this_thread::sleep_for(std::chrono::milliseconds(100));
}



/ /BRI
Process process;
if (NT_SUCCESS(process.Attach(L"WeChat.exe")))

{
[/ RRE
ProcessModules& proModules = process.modules();

//BEBTEBR AIEx86FRX64MR
auto mapModule = proModules.GetAllModules();

/1 IRBER R
ModuleDataPtr mainModule = proModules.GetMainModule();

/] EREGREE

module_t baseAddress = mainModule->baseAddress;

//3REUT R Bt ik
call result_t<exportData> exportFunAddr = proModules.GetExport(L"kernel32.d11", "LoadLibraryW");
if (exportFunAddr.success())

{

cout << "LoadLibraryW" << exportFunAddr->procAddress << endl;

}

/ /R

proModules.Unlink(mainModule);

auto mapModule2 = proModules.GetAllModules();

[ IENBBR
call_result_t<ModuleDataPtr> ptr= proModules.Inject(L"E:\\D11l1.d11l");

[/ EVEER
proModules.Unload(ptr);

}
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Process process;
if (NT_SUCCESS(process.Attach(L"QQ.exe")))

{
/1 BAERTER

ProcessMemory& memory = process.memory();

/1 ERHBR

ModuleDataPtr mainModoulePtr = process.modules().GetMainModule();

//PERIER
IMAGE_DOS_HEADER dosHeader = {};

[/ EBARE BRI IHEBRPELER
/1 E—FT5i%

memory .Read(mainModoulePtr->baseAddress, dosHeader);

/1R TT %

memory .Read(mainModoulePtr->baseAddress, sizeof(dosHeader),&dosHeader);

/1B =Rk
call _result_t<IMAGE_DOS_HEADER> dosHeaderResult = memory.Read<IMAGE_DOS_HEADER>(mainModoulePtr->baseAddress);

/RN EFES R
if (NT_SUCCESS(memory.Protect(mainModoulePtr->baseAddress,sizeof(dosHeader), PAGE_READWRITE)))
{

/I BRFEE R

memory .Write(mainModoulePtr->baseAddress, dosHeader);

/I BWNEE M7k
memory.Write(mainModoulePtr->baseAddress, sizeof(dosHeader),&dosHeader);

}

/1 RNFF
call result_t<MemBlock> memBlockResult = memory.Allocate(©x1000, PAGE_READWRITE);
if (memBlockResult.success())

{
/I B
memBlockResult->Write(0x10, 12.90);
/1 ERNAE
memBlockResult->Read<double>(0x10, 0.0);
}

/I MEEFTE A BN X3,
vector<MEMORY_BASIC_INFORMATION64> region = memory.EnumRegions();

}



Process process;

if (NT_SUCCESS(process.Attach(L"QQ.exe")))

{

/IR AR

vector<ThreadPtr> vecTheadPtr = process.threads().getAll();

/R E LT

ThreadPtr mainThread = process.threads().getMain();

//RIBELRFEIDIRIU RS B
ThreadPtr threadPtr = process.threads().get(mainThread->id());

//IREEFE LT XX
CONTEXT_T ctx = {};
if (threadPtr->GetContext(ctx, CONTEXT_FLOATING_POINT))
{
/ /X B BDr & 7728 5t iT DA RR A 7

/I BELRELETX
threadPtr->SetContext(ctx);

}

[/ ERFEFRIR
threadPtr->Join(100);
)

AsmHelper32 asmPtr = AsmFactory::GetAssembler();
IAsmHelper& a = *asmPtr;
/BB
a->GenPrologue();
a->add(a->zcx, a->zdx);
a->mov(a->zax, a->zdx);
a.GenEpilogue();
auto func = reinterpret_cast<uintptr_t(__fastcall*)(uintptr_t, uintptr_t)>(a->make());
uintptr_t r = func(10, 5);



Process process;

if (NT_SUCCESS(process.Attach(L"QQ.exe")))
{

/1 EFEPAT

RemoteExec& remoteExe = process.remote();

/ QBT FR AT IR

remoteExe.CreateRPCEnvironment (Worker_None, true);

/73RBS R Foth bt

call result_t<exportData> GetModuleHandleWPtr = process.modules().GetExport(L"kernel32.d11", "GetModuleHandleW

")
if (GetModuleHandleWPtr.success())

{
//EREEHAD SNSHEIEHLE
DWORD mod = remoteExe.ExecDirect(GetModuleHandleWPtr->procAddress, 0);

AsmHelperPtr asmPtr = AsmFactory::GetAssembler();

if (asmPtr)
{

blackbone: :IAsmHelper& asmHelper = *asmPtr;
asmHelper.GenPrologue();

asmHelper.GenCall(static_cast<uintptr_t>(GetModuleHandleWPtr->procAddress), { nullptr }, blackbone

11);
asmHelper.GenEpilogue();
uint64_t result = 0;
[/ QVEHEREIFER P PATRID. FRPITER
remoteExe.ExecInNewThread(asmHelper->make(), asmHelper->getCodeSize(), result);

}

/1 EERTEPAT
blackbone: :ThreadPtr mainThreadPtr = process.threads().getMain();
blackbone: :AsmHelperPtr asmHelperPtr = blackbone::AsmFactory::GetAssembler();
if (asmHelperpPtr)
{
blackbone: :IAsmHelper& asmHelper = *asmHelperPtr;
asmHelper.GenPrologue();

::cc_stdca

asmHelper.GenCall(static_cast<uintptr_t>(GetModuleHandleWPtr->procAddress), { nullptr }, blackbone::cc_stdca

11);
asmHelper.GenEpilogue();

uint64_t result = 0;

remoteExe.ExecInAnyThread(asmHelper->make(), asmHelper->getCodeSize(), result, mainThreadPtr);

}



Process process;

if (NT_SUCCESS(process.Attach(L"QQ.exe")))
{

/ / TCECAERR

PatternSearch ps{ 1,2,3,4,5,6,7,8,9 };
[1BRER

vector<ptr_t> results;

/I AFHER

ps.SearchRemote(process, false, 0, results);

_FTE K SearchRemote R TIEH R

BLACKBONE_API size t Search(

uint8_t wildcard,

void* scanStart,

size_t scanSize,
std::vector<ptr_t>& out,
ptr_t value_offset = 0,

size_t maxMatches = SIZE_MAX
) const;

ASMEARYET — A search MMIAMERLRG, T HELFHBRAF
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Process process;
if (NT_SUCCESS(process.Attach(L"QQ.exe")))
{
//1. EBREERA
/ IBRBURTR R B &
RemoteFunction<decltype(&essageBoxW)> pMessageBoxW = MakeRemoteFunction<decltype(&VessageBoxW)>(process, L
er32.d11", "MessageBoxW");
if (pMessageBoxW.valid())
{
/ /=R
auto result = pMessageBoxW(HWND_DESKTOP, L"HelloWorld", L"Title", MB_OK);

}

us

//2 ERFELERA

auto mainThread = process.threads().getMain();

if (auto pIsGuiThread= MakeRemoteFunction<decltype(&IsGUIThread)>(process, L"user32.dll", "IsGUIThread"); pIsG
uiThread && mainThread)

{
auto result = pIsGuiThread.Call({ FALSE }, mainThread);

if (*result)
{
}

//3. S HRA
if (auto pMultiByteToWideChar = blackbone::MakeRemoteFunction<decltype(&VultiByteToWideChar)>(process, L"kerne
132.d11", "MultiByteToWideChar"))

{
auto args = pMultiByteToWideChar.MakeArguments({ CP_ACP, ©, "Sample text", -1, nullptr, 0 });

std::wstring converted(32, L'\0');

// Set buffer pointer and size manually
args.set(4, blackbone::AsmvVariant(converted.data(), converted.size() * sizeof(wchar_t)));

args.set(5, converted.size());

auto length = pMultiByteToWideChar.Call(args);
if (length)
converted.resize(*length - 1);



uint8_t buf[32] {3}
uintptr_t bytes = 0;

NTSTATUS status = syscall::nt_syscall(
syscall::get_index( "NtReadVirtualMemory" ),
GetCurrentProcess(),

GetModuleHandle( nullptr ),

buf,
sizeof(buf),
&bytes
)s
if (NT_SUCCESS( status ))
{
}
}
dliBs 5 E A

//BERIENdL] #E4 d11ER4E @320 esh

void HideInject(const std::wstring& processName, const std::wstring& dllPath)

{

vector<DWORD> vecPid = Process::EnumByName(processName);

if (vecPid.empty())

{

MessageBoxA(@, "AFEBMRHE", "RER", 0);
return;

}

//EREES HAHENGER

Process proc;
proc.Attach(vecPid.front());

//HiffLdrInitializeProcess#iE M
proc.EnsureInit();

//PESCAFBRS B HARHERE 1.PESCHEEER flags (TSI FARE) R
auto image = proc.mmap().MapImage(dllPath, ManualImports, &MapCallback2);

/ /3B H R Honik
auto g loadDataPtr = proc.modules().GetExport(image.result(), "g_ LoadData");

/RS R
auto g loadData = proc.memory().Read<DllLoadData>(g_loadDataPtr->procAddress);

ManualMap S ABDFI F SR RUAIRE NI JR B, REPESCHFAME B LoadLibrary 78 HAREAEHEIT, T SEBLFERIEN .
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