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import android.widget.Tocast;

class a implements ViewsOnClickListener
a{MainfActivity argl, EditText argZ, Context argld) {
this.c = argl;
this.as = arg2;
this.k = arg3;
super{):

public weoid onClick({View argd) |

if(this.a.getText () .toString() .equals{3tring.format ("flag{%=s}", new Cbject[] {MainActivity.m.
substring (12, 24)}))) |

Tcast.makeText (this.b, "You are right!", 1).show():
}
else |

Tcast.makeText (this.b, "You are wrong!", 1).show{):

REImF R

- "E — — —
Certificate (Assembly (Decompiled Java ¥ . Strings 1 Constants 1 Notes 1
package com.a.sample.androidtest;

import android.content.Context;
import android.cs.Bundle;
import android.support.vi.a.u;

pubklic class Mainfctivity extends u |
static {

MainRctivity.m = "gUID PERt}T10n $C#3m3Guld par7|t)On SCHIM3":

public Mainfctivity() |
super();

protected wolid onCreate (Bundle argd4) |
super.onCreate (argd) »
this.setContentView (2130968602) ;
this.findViewById(2131427413).3etfnClickListener(new a(this, this.findView
Context)this))):

afsample/androidteat/Mainhetivity;->onCreate (Landroid/os/Bundle; )V
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s1[*(_DWORD *)v20] = (*(_BYTE *)v20 & 0x89 | ~*(_BYTE *)v20 & 0x76) ~ ((*v17)[1][*(_DWORD *)v2@0] & 0Ox89 | ~
(*v17)[1][*(_DWORD *)v20] & 0x76);

FERX PR (s) K FH N FLALE B (1) — L4k,

s1[i] = (i&0x89|(~i)&Ox76)"(s[1]&0Ox89|s[i]&0Ox89| (~s[i])&Ox76)
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ax0
Ox31 ('1')
--> Ox2d700333231
OxfFIffrffff
ax0
--> @x500000003
-- --> (<__libc_csu_init>: push ris)
--> Bx2d700333231
Ox401696 <_ZNSt6vectorIiSaliEEixEm=)
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(<_Z7encryptSs+69>: call

--> Bx3
--> 0x28d00000287
(<_ZNSs12_M_leak_hardEv>: mov
(<_start=: Xor ebp,ebp)
--> Bx1

rax,QWORD PTR [rdi])
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0x00000000004010F2 in encrypt(std::string) ()
X [100xw 0x6160e0

5 H B 2. Kexploit:

0x00000003
Bx0080006d
Ox0000001d
Ox0000002b
Ox0000003d
Ox0000004f
0x00000065
Oxo0000071
Ox0000008b
Oxooooe0a3
Ox000000b5
Oxooeoeecy
0x000000e5
Ox000008fb
Oxooe0010f
Ox00000125
9x0000013d
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