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1. %R Bootstrap ClassLoaderin# 3%
getUnsafe 77 ¥& IR A5

Unsafe() {

by

@CallerSensitive
Unsafe getUnsafe() {
Class var@ = Reflection.getCallerClass()
(!VM.isSystemDomainLoader(var@.getClassLoader()))|{
SecurlitykException( ))
{

theUnsafe

// B RGEHItUnsafe

Field f = Unsafe.class.getDeclaredField("theUnsafe"
f.setAccessible(true

Unsafe unsafe = (Unsafe) f.get(null

Unsafek & [ 0 5

/) BHA B FE

public native long reallocateMemory(long address, long bytes

// FEATF

public native long allocateMemory(long bytes

/B AF

public native void freeMemory(long address

[/ TELTTE B FF P i B
public native void setMemory(Object o, long offset, long bytes, byte value

1/ =P FE LR FE T 2 57— A 77 LR
public native void copyMemory(Object srcBase, long srcOffset, Object destBase, long destOffset, long bytes

/)R, EFava By RE, KA ELHgetInt, getDouble, getlLong, getChar 2%
public native Object getObject(Object o, long offset

/) REE, EjavaliriRE, A ELKputInt, putDouble, putlLong, putChar 2%
public native void putObject(Object o, long offset



/) — I FEH I KR A I, AT RAZal LocateMemory 7771, 25 RKEA T E
public native long getAddress(long address);

[/ TR — PRI IE 62— 45 T HY A AP AL L, AT R AET 2 al LocateMemory 777K, 45 RIGTHE

public native void putAddress(long address, long x);

[/ EIER EIG Efle Ld I FFHE L B X -TME XS T45 7€ HIf i Led A2 ME— i H A2 B /& 21
public native long staticFieldOffset(Field f);

/) RE—NLENFRIE, TEXIFBAEprivate, publiciF 2R, FstaticFieldBase %41/
public native long objectFieldOffset(Field f);

1/ BFR— /e F R &
public native Object staticFieldBase(Field f);

[/ HRGECLass I th, R FRELG ERENHFSE (fleld)
public native void ensureClassInitialized(Class c);

// AT AR 3 — N TCZ H i B A4t

public native int arrayBaseOffset(Class arrayClass);

// AT USRS B3 0 T, LR T R E A, #arrayBaseOffset SarrayIndexScale IL& 1/, A LIE i 4 # 4#71
TLEEFF PRI E

public native int arrayIndexScale(Class arrayClass);

[/ FBREGLAFRHITE, I3 IME TR KT

public native int pageSize();

/) EREBPUER T —INREHLLEHIE, BN TR B a5 FIR 2 1
public native Class defineClass(String name, byte[] b, int off, int len, ClassLoader loader, ProtectionDoma
in protectionDomain);

/) EX =, (AL EHEENE R G
public native Class defineAnonymousClass(Class hostClass, byte[] data, Object|[]| cpPatches);

[/ BEXTR, MR BT

public native void monitorEnter(Object o0);

// EEIRT SR

public native void monitorExit(Object o);

/) REHENN R, EFEtrueZifalse & BHUEMT), WRHE, HIATfHmonitorExit fEH

public native boolean tryMonitorEnter(Object o);

[/ FI R, RHIEH

public native void throwException(Throwable ee);

//CAS, UIEXIZ i E |1 E= Rt E, EHhx, ElEtrue. Zlifalse. &Ll A compareAndSwapInt, compareAndSwaplong, compa
reAndSwapBoolean, compareAndSwapChar &4,
public final native boolean compareAndSwapObject(Object o, long offset, Object expected, Object x);

/) ETIEIRBN 5 FofFset i BEH N W B B TFie Ld#ME, S #Fvolatile LoadiZEX. M 77EAgetIntVolatile, getBoolean
VolatileZE4:
public native Object getObjectVolatile(Object o, long offset);

[/ LW E 7%, AR — B E RS, BB

public native void park(boolean isAbsolute, long time);

/) A TEBRILFE, EIER. java.util. concurrent €411 (E#F A FELockSupport ESLHH, 4 IEAE X B 7%



public native void unpark(Object thread);

/) B G AR (6L S5 53 1 L

public native int getlLoadAverage(double[] loadavg, int nelems);

// CI#E— BRI, T EWR I ERIRERL . EHLE. FFIVMEERB LR EN— LR EN TP . RIERERERF, BN
4 A LU IR 77 B B IS B, X T HEAIR, I ER .
public native Object allocateInstance(Class cls) throws InstantiationException;

BHIRERRXAJLE
(1) InforHse. FEEIREFEREHK N EEE: addressSize(), pageSize()
(2) Objectstizk. FERALObjectfl'E K #MT7i%: allocateinstance(),objectFieldOffset()

(3) Classtik. FEERMClassHI'E HE SN T

staticFieldOffset(),defineClass(),defineAnonymousClass(),ensureClasslnitialized()
(4) Arraystic. Y ik arrayBaseOffset(),arrayindexScale()

(5) Synchronizationfi¢. FERMREHFEPFEE (nEFCPUKCAS (Compare-And-Swap) JRiZ) :
monitorEnter(),tryMonitorEnter(),monitorExit(),compareAndSwapint(),putOrderedint()

(6) Memorytix. HEENFHTE (RTJVMEEERIEANLE -
allocateMemory(),copyMemory(),freeMemory(),getAddress(),getint(),putint()

Unsafeiz &4 H? 3541
1. Unsafe.allocatelnstance

public static void main(String[] args) throws Exception {
Field f = Unsafe.class.getDeclaredField("theUnsafe");
f.setAccessible(true);
Unsafe unsafe = (Unsafe) f.get(null);

A ol = new A(); // constructor

ol.a(); // prints 1

A 02 = A.class.newInstance(); // reflection

o2.a(); // prints 1

A 03 = (A) unsafe.allocateInstance(A.class); // unsafe
o3.a(); // prints o

static class A {
private long a; // not initialized value, default ©
public A() {
this.a = 1; // initialization
}
public long a() {
return this.a;

allocatelnstance VR A& A HAMIE 1L, W TFRAIER, HEZELY.

2. NEEHY, SdL2KRER (Unsafe.objectFieldOffset)



public static void main(String[] args) throws Exception {
Field f = Unsafe.class.getDeclaredField("theUnsafe");
f.setAccessible(true);
Unsafe unsafe = (Unsafe) f.get(null);

Guard guard = new Guard();
guard.giveAccess(); // false, no access

// bypass

Field field = guard.getClass().getDeclaredField("ACCESS_ALLOWED");
unsafe.putInt(guard, unsafe.objectFieldOffset(field), 42); // memory corruption
guard.giveAccess(); // true, access granted

static class Guard {
private int ACCESS_ALLOWED = 1;
public boolean giveAccess() {
return 42 == ACCESS_ALLOWED;

B IREE AR BT BAE WA P offset, I8 Alputint()777%, KKJACCESS_ALLOWED#EH . £ CHMRLEMHIIHR, HikE
B 2R T ARG (e B SR B I R v L= — B .

3. sizeOf it W fE K/ (Unsafe.getDeclaredFieldsfl Unsafe.objectFieldOffset)



public static void main(String[] args) throws Exception {
Guard guard = new Guard();
sizeOf(guard); // 16, the size of guard

static class Guard {
private int ACCESS_ALLOWED = 1;
public boolean giveAccess() {
return 42 == ACCESS_ALLOWED;

public static long sizeOf(Object o) throws Exception {
Field f = Unsafe.class.getDeclaredField("theUnsafe");
f.setAccessible(true);
Unsafe unsafe = (Unsafe) f.get(null);

HashSet<Field> fields = new HashSet();
Class ¢ = o.getClass();
while (c != Object.class) {
for (Field field : c.getDeclaredFields()) {
if ((field.getModifiers() & Modifier.STATIC) == 0) {
fields.add(field);
¥
C

= c.getSuperclass();

// get offset
long maxSize = 0;
for (Field field : fields) {
long offset = unsafe.objectFieldOffset(field);
if (offset > maxSize) {
maxSize = offset;

}
return ((maxSize/8) + 1) * 8; // padding

HEH B BRIAEEER: WEETFEILE, RKIKBHE M ERFEBEENIEEFSE, MEE —/HashSetdh (EEMRit+HE—
K, JavafRB4kA&) , SR)51% FobjectFieldOffset()3k8 — MR AWML, RIFEELE T M.

4. =W Javark B H

public static void main(String[] args) throws Exception {
Field ¥ = Unsafe.class.getDeclaredField("theUnsafe");
f.setAccessible(true);
unsafe = (Unsafe) f.get(null);
Guard guard = new Guard();
shallowCopy(guard);

private static Unsafe getUnsafe() {
return unsafe;

static Object shallowCopy(Object obj) throws Exception {
long size = sizeOf(obj);
long start = toAddress(obj);

Tana~a adduancr  ~AtllacalA/ N AT T Aacad+rAMAamAan e/ ~d AN .



J.Ulls duui'ess> = gCLUIIDdIEK}.dJ.J.ULdLEI'IEIIIUI'_y\bJ.LE),
getUnsafe().copyMemory(start, address, size);
return fromAddress(address);

static long toAddress(Object obj) {
Object[] array = new Object|]{obj};
long baseOffset = getUnsafe().arrayBaseOffset(Object[].class);
return normalize(getUnsafe().getLong(array, baseOffset));

static Object fromAddress(long address) {
Object|[] array = new Object[] {null};
long baseOffset = getUnsafe().arrayBaseOffset(Object[].class);
getUnsafe().putLong(array, baseOffset, address);
return array[0];

static class Guard {
private int ACCESS_ALLOWED = 1;
public boolean giveAccess() {
return 42 == ACCESS_ALLOWED;

public static long sizeOf(Object o) throws Exception {
Field f = Unsafe.class.getDeclaredField("theUnsafe");
f.setAccessible(true);
Unsafe unsafe = (Unsafe) f.get(null);

HashSet<Field> fields = new HashSet();
Class ¢ = o.getClass();
while (c != Object.class) {
for (Field field : c.getDeclaredFields()) {
if ((field.getModifiers() & Modifier.STATIC) == 0) {
fields.add(field);
}
c

= c.getSuperclass();

// get offset
long maxSize = 0;
for (Field field : fields) {
long offset = unsafe.objectFieldOffset(field);
if (offset > maxSize) {
maxSize = offset;

}
return ((maxSize / 8) + 1) * 8; // padding

BB 2, F A Unsafe.copyMemory(), K& Huht &2 H 38 M BIxF R Hisize, ¥ MBI KA FEHLE .
HHEREH R LN TEEjavad 5, ERRTRASTHER.
(FESZFRMR I BHE, B iTunsafe.copyMemoryfit, JVM&#Hitths err pidlogH ER G, % EEA HFHEA)

5. REEEN



— M RS ER E A Abyte |8 & char[ 3, A4 me? ?

HABMMERE T, WTUEBEEMATR Al ENREBEESings, KEBEAnl, FELRERFEENTER, £2GC
JG, ARBRN, MBEARE.

B L 4 BAVIE B FBRAMESing T E, EXEBFREATZE, RZENBER: KEMEES.

WEAEFEN, HEXZWEIFEHNER, BRAEKIENRE, #B07COE xR ERIER.

Field stringValue = String.class.getDeclaredField("value");
stringValue.setAccessible(true);
char[] mem = (char[]) stringValue.get(password);
for (int 1 = 0; 1 < mem.length; i++) {
mem|i] Y g

¥

6. oK
fEjavath BA L 4K, BRIERNIGELEIX LA R K EAH B o e

long intClassAddress = normalize(getUnsafe().getInt(new Integer(@), 4L));
long strClassAddress = normalize(getUnsafe().getInt("", 4L));
getUnsafe().putAddress(intClassAddress + 36, strClassAddress);

LK BB String AN NNt RIS, B ABRATEE S I R A 23R4S T

(String) (Object) (new Integer(666))

7. FhEMERE

FrRUERI B A TN ER R 1) 77 ¥ /& Class forName()(TE 4% B jdbc 2 P BY, 1B1Z3R %), {#FHUnsafeth 7] AFha n#Rjava Kiclass .
BATT AERR P17 RS E INBRIF T 1 . class X, B AClassLoaderfI 7l LL& 3% < N Hf# ClassLoader LYEHL#I>
RAREALRHRE? ?

/] BATE SRE—Aclass - Fbytesi
byte[] classContents = getClassContent();
// RJ5i8idUnsafe.defineClass () RiNERxF M fIClass
Class ¢ = getUnsafe().defineClass(
null, classContents, @, classContents.length);

// ®EHA
c.getMethod("a").invoke(c.newInstance(), null); // 1

private static byte[] getClassContent() throws Exception {
File f = new File("/home/mishadoff/tmp/A.class");
FileInputStream input = new FileInputStream(f);
byte[] content = new byte[(int)f.length()];
input.read(content);
input.close();
return content;

haxmE. RE. Y AEhaeH A R
8. tREFFFIL

BATERENE bR HE ) Java SerializableiE E1R 12, & k&R 28U 40H publicTE S 4 it B 4.
ExternalizabletH X} i L%, {HE 7 E NF 52K Eschema.

BERATH tnkyro, FE/NAERER TAEH .
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. FUnsafe ffiputLong, putint, putObject J5 1 R IH 78 1% 0 42 .
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fEkyroFFlL R, WE —{f FHUnsafe 12K https:/code.google.com/archive/p/kryo/issues/75
(BHELEEFME, AXBHATUREE—T. . AIREIIXJLHOEERT)

9. #EieJavakih 4 EEHNFF

f# Hjava Binews BT AN RSB ARE, FENRMEFEARAN, SHIVM GCEH.

Unsafe /3 ECHINFE, A ZInteger MAX_VALUERIFR%I, 3+ HABCEIRENE, FHEN, TEEEEE: SieFIhEWE, &
FEAERNTAMER; JEERE T R, 2 SBUVMEIT. ERESMARELEX . EMNHE (AREZIVMER) i, 7] LMEH
‘B java.nioff X —HAR.

Spark# fINettyt T iXANHAR .

#ESpark UnsafeMemoryAllocatory§ i/ F A1 7T LAE FHAE A T Unsafe.allocateMemory() 3 < #ii H OOM 5 # :

@Override
MemoryBlock allocate( size) OutOfMemoryError {
address = Platform.allocateMemory(size)
MemoryBlock memory = MemoryBlock( address, size)

(MemoryAllocator. ) {
memory.fill(MemoryAllocator.

}
H

memory

10. KH4A

JavalI ¥ A B KA B 32 F Binteger MAX_VALUERIRR ], MRBATHEZBIENAFN T ECREAH, MABHARNMRA K2
HE RN PR 1 o


https://code.google.com/archive/p/kryo/issues/75

private static Unsafe unsafe

public static void main(String[] args) throws Exception
Field f = Unsafe.class.getDeclaredField("theUnsafe"
f.setAccessible(true
unsafe = (Unsafe) f.get(null
// REHHAA P HInteger. MAX_VALUE 92 1%
long SUPER_SIZE = (long) Integer.MAX_VALUE * 2
SuperArray array = new SuperArray(SUPER_SIZE
System.out.println("Array size:" + array.size // 4294967294
int sum = ©
for (int 1 = 0; 1 < 100; i++
array.set((long) Integer.MAX_VALUE + i, (byte) 3
sum += array.get((long) Integer.MAX_VALUE + i

System.out.println("Sum of 100 elements:" + sum // 360

private static Unsafe getUnsafe
return unsafe

static class SuperArray
private final static int BYTE = 1
private long size
private long address

public SuperArray(long size
this.size = size

address = getUnsafe allocateMemory(size * BYTE

public void set(long i, byte value
getUnsafe putByte(address + i * BYTE, value

public int get(long idx
return getUnsafe getByte(address + idx * BYTE

public long size
return size

Fh g R

/Library/Java/JavaVirtualMachines/jdk1.8.0_161.jdk/Contents/Home/bin/java
Connected to the target VM, address: '127.0.0.1:59973', transport: 'socket'
Array size:4294967294

Disconnected from the target VM, address: '127.0.0.1:59973', transport: 'socket'

Sum of 100 elements:300

Process finished with exit code @

Unsafe3k i) )& 2 IR 15 S 3L
CAS



ARTEBCASHIH 7. CASTEAQS. ConcurrentHashmap. ForkJoinPool. FutureTask. StampedLock&#iA KEKIMNAH. &
Zu LR 2 Javaf /57 R B CASHRMAIF TR/ ET T . #k, WEHERK. .
HRBEBELERXILT, METERE —HFMHT —%.

natUnsafe.cc

// natUnsafe.cc - Implementation of sun.misc.Unsafe native methods.

/** Copyright (C) 2006, 2007

Free Software Foundation

This file is part of Llibgcj.
This software 1is copyrighted work Licensed under the terms of the
Libgcj License. Please consult the file "LIBGCJ_LICENSE" for
details. */

#include <gcj/cni.h>

#include <gcj/field.h>

#include <gcj/javaprims.h>

#include <jvm.h>

#include <sun/misc/Unsafe.h>

#include <java/lang/System.h>

#include <java/lang/InterruptedException.h>

#include <java/lang/Thread.h>
#include <java/lang/Long.h>

#include "sysdep/locks.h"

// Use a spinlock for multi-word accesses
class spinlock

{
static volatile obj_addr_t lock;

public:

spinlock ()
{
while (! compare_and_swap (&lock, @, 1))
_Jv_ThreadYield ();
}
~spinlock ()
{
release_set (&lock, 9);
}
¥

// This is a single lock that is used for all synchronized accesses if
// the compiler can't generate inline compare-and-swap operations. In
// most cases it'lLl never be used, but the 1386 needs it for 64-bit

// Llocked accesses and so does PPC32. It's worth building Libgcj with
// target=1486 (or above) to get the inlines.

volatile obj_addr_t spinlock::lock;

static inline bool
compareAndSwap (volatile jint *addr, jint old, jint new_val)
{

jboolean result = false;

spinlock lock;

if ((result = (*addr == 0ld)))


http://natunsafe.cc

*addr = new_val;
return result;

static inline bool
compareAndSwap (volatile jlong *addr, jlong old, jlong new_val)
{

jboolean result = false;

spinlock lock;

if ((result = (*addr == old)))

*addr = new_val;
return result;

static inline bool
compareAndSwap (volatile jobject *addr, jobject old, jobject new_val)
{

jboolean result = false;

spinlock lock;

if ((result = (*addr == old)))

*addr = new_val;
return result;

jlong
sun::misc: :Unsafe::objectFieldOffset (::java::lang::reflect::Field *field)
{

_Jv_Field *fld = _Jv_FromReflectedField (field);

// FIXME: what if it is not an instance field?

return fld->getOffset();

jint
sun::misc: :Unsafe: :arrayBaseOffset (jclass arrayClass)
{
// FIXME: assert that arrayClass is array.
jclass eltClass = arrayClass->getComponentType();
return (jint)(jlong) _Jv_GetArrayElementFromElementType (NULL, eltClass);

jint
sun::misc::Unsafe: :arrayIndexScale (jclass arrayClass)
{

// FIXME: assert that arrayClass is array.

jclass eltClass = arrayClass->getComponentType();

if (eltClass->isPrimitive())

return eltClass->size();
return sizeof (void *);

// These methods are used when the compiler fails to generate inline
// versions of the compare-and-swap primitives.

jboolean
sun::misc: :Unsafe: :compareAndSwapInt (jobject obj, jlong offset,
jint expect, jint update)

jint *addr = (jint *)((char *)obj + offset);

mmadiiimin mAamm AN A AC imn S AadAdn A A~ + timaAd A AN



reLurtt compdireANuUDwdp auur- exXpecL upudie

jboolean
sun::misc: :Unsafe: :compareAndSwapLong (jobject obj, jlong offset
jlong expect, jlong update

volatile jlong *addr = (jlong* char *) obj + offset
return compareAndSwap (addr, expect, update

jboolean
sun::misc: :Unsafe: :compareAndSwapObject (jobject obj, jlong offset
jobject expect, jobject update

jobject *addr = (jobject* char *) obj + offset
return compareAndSwap (addr, expect, update

void

sun::misc: :Unsafe: :putOrderedInt (jobject obj, jlong offset, jint value

volatile jint *addr = (jint * char *) obj + offset
*addr = value

void

sun::misc: :Unsafe: :putOrderedLong (jobject obj, jlong offset, jlong value

volatile jlong *addr = (jlong * char *) obj + offset
spinlock lock
*addr = value

void
sun::misc: :Unsafe: :putOrderedObject (jobject obj, jlong offset, jobject value

volatile jobject *addr = (jobject * char *) obj + offset
*addr = value

void
sun: :misc: :Unsafe: :putIntVolatile (jobject obj, jlong offset, jint value

write_barrier
volatile jint *addr = (jint * char *) obj + offset
*addr = value

void

sun::misc::Unsafe: :putlLongVolatile (jobject obj, jlong offset, jlong value

volatile jlong *addr = (jlong * char *) obj + offset
spinlock lock
*addr = value

void

sun::misc::Unsafe: :putObjectVolatile (jobject obj, jlong offset, jobject value



write_barrier
volatile jobject *addr = (jobject * char *) obj + offset
*addr = value

#if @ // FIXME
void

sun::misc: :Unsafe::putInt (jobject obj, jlong offset, jint value

jint *addr = (jint * char *) obj + offset
*addr = value

tendif

void

sun::misc: :Unsafe: :putLong (jobject obj, jlong offset, jlong value

jlong *addr = (jlong * char *) obj + offset
spinlock lock
*addr = value

void

sun::misc: :Unsafe: :putObject (jobject obj, jlong offset, jobject value

jobject *addr = (jobject * char *) obj + offset
*addr = value

jint
sun::misc::Unsafe::getIntVolatile (jobject obj, jlong offset

volatile jint *addr = (jint * char *) obj + offset
jint result = *addr

read_barrier

return result

jobject
sun: :misc: :Unsafe: :getObjectVolatile (jobject obj, jlong offset

volatile jobject *addr = (jobject * char *) obj + offset
jobject result = *addr

read_barrier

return result

jlong
sun::misc::Unsafe::getlLong (jobject obj, jlong offset

jlong *addr = (jlong * char *) obj + offset
spinlock lock
return *addr

jlong
sun::misc: :Unsafe::getlLongVolatile (jobject obj, jlong offset

volatile jlong *addr = (jlong * char *) obj + offset

] oo



SpP1NlOCK LOCK;
return *addr;

void
sun::misc: :Unsafe::unpark (::java::lang::Thread *thread)
{
natThread *nt = (natThread *) thread->data;
nt->park_helper.unpark ();

void
sun::misc: :Unsafe::park (jboolean isAbsolute, jlong time)
{
using namespace ::java::lang;
Thread *thread = Thread: :currentThread();
natThread *nt = (natThread *) thread->data;
nt->park_helper.park (isAbsolute, time);

BATT LAFE B compareAndSwapitiX 4 JLATAAHE:

static inline bool
compareAndSwap (volatile jint *addr, jint old, jint new_val)
{
jboolean result = false;
spinlock lock;
// result=/RIETEEH1E M AL ( *addr) 2 &5 IHIE (old) 4
if ((result = (*addr == old)))
/! HIRFTE I P T AES 9
*addr = new_val;
return result;

HT, AL THRMIET BNMERNRET .
ps.HE TN L, BHERET. . MRERBENG, BERE, FRGEEHLL, i !
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