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FE B TH B SCFE HRAVE BT P I SRNetM 4% S BB FR 5 404, XEMBEI T : SRNetha 54 &Y (pytorch
SEHL) , BB AR L EHER. AXRIMFEHR RS E£E Steganography Removal, a5 & BRHKIMZ 2ZDDSPH
KR, Wb Destruction of Image Steganography using Generative Adversarial Networks, 1E# %7 F¥E B SRR
B, TRAMMiBOCERT —R, FRWALRXHRHR, EHLERERREGIRTEREEAE, Rtk
T: https://github.com/Uranium-Deng/Steganalysis-StegoRemoval/tree/main/2.DDSP.

AXEEFENMBRIRBABRERWERIEX), ZFEEHPRBENR.
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2.1 Abstract
EZERE T — M EBBR#E DDSP (Deep Digitial Steganagraphy Purifier), H7A R £ —MNGANMLZ, %M 4% 654518 17 1

ZRREG TS N A R ARE T B 15 & (destory staganographic content without compromising the perceptual quality of the
original image). &G THREEB 2 IMEES.

2.2 Introduction

RERESEKEYRRYE, SEGHRD. wiEER. BRERALRSREHER, FARTURNERNRER, BEMRE
e e BERIRE B R (Hower, these methods struggle to detect advanced steganography algorithms) , F&'5 AR 1 E& 5 4 #r i 5% &
RFMERIRR, EAGFHRRES, RRBREERHETRENN. BRREITMEAL, SR AN R k&
FEERERE, Aok — B, FA - MierZHEREFHTHNRENE, BEREANGTZEEBAZRTRERFELE, HIBEK
TERMRE.

BERNT HOKMDDSPRE ZBMREA, ZRAELHERGRE BRI B R MRIERS 55 BRI I IR RS = 5
FE. XEPMmBERADL: AMBRCLH - BHERREFRZREBE XK, HRXE PN EGE SN R
BRX, BEREEGHORERE, HkACHOARGFHRIEEGUERENBILERBRNTEE AREN.

ZIERBNAT LEABTHELE.

1. B _#4r: [EIE T fEsteganography purification Tk 4 2 BT 1B FLR ), FHAH T GANM A — B FE R
B NARREAREBIESE.

SEIUES: HHENET HOKIER DDSP.

BHES: RS T LRER

B J5—&B4r: conclusion 1 feature works

o & w0 BN

2.3 Background
2.3.1 Prior Work

EZBRBEARERANARKER: —MREENEREBABER, F— M RBEMMBEMRMEE, FHTEHEMA, XEnr
DL BB R ERBIL . EENB T EMRAEEZEIMME LR PixeCNN++. Deep Steganography. ISGAN. T 5K
ZRETIENBREINEGE T, s FBEEE digital filters T/ 28 ¥ wavelet transforms, 33X £ 75 v SE B fa] B R
FEABIRE L%, XWHERNEERLTEREEF RS, HEXFSBEEERNEE.

2.3.2 Super Resolution GAN i 4 # % GAN

fEFHGANM % LR EE BRI RIEEF RE, HRBKET: KGANML R A T 5B E 48 2 ¥ 2 (single imgae super
resolution), H:SZit & GANSTE A K42 5 5 FISRGANM 4%, SRGANM IR ik T : Photo-Realistic Single Image
Super-Resolution Using a Generative Adversarial Network.

2.4 Data
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2.5 Deep Digital Steganography Puricication (& k%)

DDSPHISRGANKI SR AU, {EREDDSPH B A 8 KA ffResNetfE Agenerator, TR T —ANIIZETF K E 4mig 2%
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H %mig 23 B 2 MSE Loss funcation#E 4714k, 2 J5 FIGANMEAEZE TR0 fine tuned, XEERKIMIARBAE LER, BEA
i MSE #1714k S8 ERNE R RERTRGEEFNEFEE. ELaREHEASMIULHBEGERE XK, RFrUER
DRI SNE HE — /N GANMZHESS, H B MBI HiIZEinERs BRI MAERE.

2.5.1 Autoencoder Architecture
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H e DecoderEncoderffiii HAE AN, B et iTupsample, L RFERITTEM GG AL nearest interpolation with a
factor of 2, XHEAF RIS R R dhencoder A KB/ A/MAR, 254 P Conv2d. ReLU. Conv2d. Tanh JZ, Tanh#ii A 45
BAIE[1,1] 20H, Z 5@t Tanh Denorm ¥E REEJRF] [0, 255| [RIBIB BB A MM H, B EBRREEREEHER.
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import torch
import torch.nn as nn

from .utils import ResBlock Encoder, DownSample_ Encoder, MinMax_Norm

class Encoder(nn.Module):
def init_(self, in_channels=1, n_residual blocks=16):
(Encoder, self). init_ ()

self.convl nn.Sequential(

nn.Conv2d(in_channels, out_channels=64, kernel size=9, stride=1, padding=4),

nn.ReLU(inplace=True),
self.down_sample block = DownSample Encoder(in_channels=64)

res_blocks []
for _ in (n_residual blocks):
res_blocks.append(ResBlock Encoder(in_channels=64))

self.residual blocks nn.Sequential(*res_blocks)

self.conv2 nn.Sequential(

nn.Conv2d(64, out_channels=64, kernel_size=3, stride=1, padding=1),
nn.BatchNorm2d(64)

def forward(self, x):

X = MinMax_Norm(x)




X self.convl(x)

down_sample self.down_sample_block(x)
x = self.residual_blocks(down_sample)

X self.conv2(x)

ret X + down_sample

return ret

class Decoder(nn.Module):
def __init_ (self, in_channels=64):
(Decoder, self). init_ ()

self.block2 nn.Sequential(
nn.Upsample(scale_factor=2),

nn.Conv2d(in_channels, out_channels=256, kernel size=3, stride=1, padding=1),

nn.ReLU(inplace=True),
nn.Conv2d(256, out_channels=1, kernel size=9, stride=1, padding=4),
nn.Sigmoid(),

def forward(self, x):

ret self.block2(x)
ret ret.mul(255.0).add(0.5).clamp(@, 255)

return ret

class Generator(nn.Module):
def __init_ (self, init_weights=True):
(Generator, self). init_ ()
self.encoder Encoder(1, 16)
self.decoder = Decoder(64)

if init_weights:
self._init_weights()

def forward(self, x):




encoder_output = self.encoder(x)
decoder_output self.decoder(encoder_output)
return decoder_output

def _init_weights(self):
for m in self.modules():
if (m, nn.Conv2d):
.init.kaiming_normal_ (m.weight, mode , nonlinearity
m.bias is not None:
nn.init.constant_(m.bias, ©)
(m, nn.BatchNorm2d):
.init.constant_(m.weight, 1)
.init.constant_(m.bias, 9)
(m, nn.Linear):
.init.normal_(m.weight, 0, 0.01)

.init.constant_(m.bias, ©)

2.5.1 GAN Training

FISRGANM £ &5 MR 80N,  FRATIAE F Tl S i AR B 2 4T 454k Generator Network (5t 234112 B autoencoder)
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import torch

import torch.nn as nn

from .utils import ResBlock Discriminator, MaxAbs_Norm

class Discriminator(nn.Module):
def __init_ (self, in_channels=1, required_grad=False):
(Discriminator, self). init_ ()
self.convl nn.Sequential(
nn.Conv2d(in_channels, out_channels=512, kernel size=3, stride=1, padding=1),

nn.ReLU(inplace=True)

residual block params [
[512, 512, 2], [512, 256, 1], [256, 256, 2],
[256, 128, 1], [128, 128, 2], [128, 64, 1], [64, 64, 2]
]
residual_blocks_list []
for param in residual_block_params:
residual_blocks_list.append(ResBlock_Discriminator(*param))
self.residual_blocks nn.Sequential(*residual_blocks_list)

self.classifier nn.Sequential(
nn.Linear(64 * 16 16, 1024),
nn.ReLU(inplace=True),
nn.Linear (1024, 1),
nn.Sigmoid(),

forward(self, x):
input_shape = x.shape
MaxAbs_Norm(x)
self.convl(x)
self.residual blocks(x)
x.reshape(shape=(input_shape[0], -1))

self.classifier(x)

return x

2.6 Result




WXABBT o o o o o« X—HAFEREAUMNRLER. BHKRE, AFEAHHIKDDSPREEE KR (1) X
ANEBESHIREE, &RCHREE biterror rate KEE, AV RBEER, WMABGZINEABR, EHRPHRAVEBEER
ZAMWAELR, BEERNBHME. Q)ZREEERBHMEFEE, HifEHMSE (Mean Squared Error 375 %) « PSNR
(Peak Signal-to-Noise Ratio I&{& {8 t). SSIM (Structural Similarity Index Z#A8L#E).  UQI (Universal Quality Index i — & &
o 7) U R EUE BB SR B B MALE, HHPMSERPSNRE MG R Hipixel wise HTHEE, FH NS NEGEBEET
=

Ho BB RS R A TN RIEEA K E, EM% ERTRAMBRE. RER—REXNHRFRE, Kt REMNEF
FEPHEFZFRINEL, ZERUFAFERKEDT. BRREENMgRXEER: BRPEMEE SRR REA0-255 14,
EEMRERE LSRR, BRABRARMNEREEERFXMER ARNBRREDHZA—NSMMOTRH, SZIFFWFEFHEHA
FLRFRAN S, 2 FEB— MR SEmERE, Bm, HEHEGPAEEERSANE, BRUEG S ETE R SE ]
(height * wdith * 8). HEXHITHAHNE, EEEMEERIE.

Z BT T XS, SR 594 BN Bicubic Interpolation (XUAZ &) « Denoising WaveletFilter (3= 8/ 38 %
#%). Autodecoder. DDSP FtPUFh, sttbgE R ERECREKDDSPHEAMRERRIFN. (FEHCERW X EE, BAEE: )

BAE M RNADDSPEALT B ¥ TGS, WANKR.

import torch
import torch.nn as nn

from sklearn.preprocessing import maxabs_scale, minmax_scale

class ResBlock Encoder(nn.Module):
def __init_ (self, in_channels=64):
(ResBlock_Encoder, self). init_ ()
self.residual_block_encoder nn.Sequential(

nn.Conv2d(in_channels, out_channels=64, kernel_size=3, stride=1, padding=1),
nn.BatchNorm2d(64),
nn.ReLU(inplace=True),
nn.Conv2d(in_channels=64, out_channels=64, kernel size=3, stride=1, padding=1),
nn.BatchNorm2d(64)

def forward(self, x):
return x + self.residual_block_encoder(x)

class DownSample Encoder(nn.Module):
def __init_ (self, in_channels=64):
(DownSample_Encoder, self). init ()
self.down_sample_encoder nn.Sequential(
nn.Conv2d(in_channels, out_channels=64, kernel size=3, stride=2, padding=1),
nn.ReLU(inplace=True),
nn.Conv2d(in_channels=64, out_channels=64, kernel size=3, stride=1, padding=1),

def forward(self, x):
return self.down_sample encoder(x)

class ResBlock Discriminator(nn.Module):
def _init_ (self, in_channels, out_channels, stride):
(ResBlock Discriminator, self). init ()
self.block = nn.Sequential(
nn.Conv2d(in_channels, out_channels=out_channels, kernel size=3, stride=stride, padding=1),
nn.BatchNorm2d(out_channels),
nn.ReLU(inplace=True)




def forward(self, x):
return self.block(x)

def MinMax_Norm(x, require_grad=False, batch_size=2):

if require_grad:
temp_x = x.cpu()
input_shape = temp_x.shape
X = X.reshape(shape=(input_shape[0] input_shape[1], -1))
mid_x = x.cpu()

mid_shape = mid_x.shape

for row in (mid_shape[@0]):
temp_min, temp_max = x[row]. (), x[row]. @)
x[row] (x[row] temp_min) (temp_max - temp_min)

X = X.reshape(shape=input_shape)

print( > X)
print( , X.shape)

return x

else:

input_shape X.shape

X = X.reshape(shape=(input_shape[0] input_shape[1], -1))

x = torch.from_numpy(minmax_scale(x.t())).t()
X = X.reshape(shape=input_shape). @)
return x.cuda()

def MaxAbs_Norm(x):

input_shape X.shape

X = X.reshape(shape=(input_shape[9] input_shape[1l], -1))
x = torch.from_numpy(maxabs_scale(x.t())).t()

X = X.reshape(shape=input_shape). @)

return x.cuda()
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