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WebGoatlg i~ F & :
https://github.com/WebGoat/WebGoat



webgoat-legacyiRii % I F &
https://github.com/WebGoat/WebGoat-Legacy

zvuldirlJ§TA4 I F & -
https://github.com/710leo/ZVulDrill

vulappsigiiZ: > F &
https://github.comyMedicean/VulApps

dvwaisiiZ > F &
https://github.com/RandomStorm/DVWA

BAREIENG IS -
https://github.com/Audi-1/sqli-labs

Finode4%i 5 HIIFAZ &, like OWASP NodeGoat:
https://github.com/crOhn/vulnerable-node

Ruby4m 5 —2K TH, A& IR ERL:
https://github.com/cliffe/secgen

3R A

Nmapiii 03785
https://github.com/nmap/nmap

S Sk R
https://github.conmV/SkyLined/LocalNetworkScanner

THA RS

https://github.com/aboul3la/Sublist3r
https://github.com/TheRook/subbrute
https://github.com/infosec-au/altdns

linuxyR R 3 4 :
https://github.com/future-architect/vuls

FT i 4338 A& SRERCVE:
https://github.com/mOnad/HellRaiser

TR % B 8%«
https://github.com/jh00nbr/Routerhunter-2.0

AR B S BRI A .

WafE Bk i T A -
https://github.com/EnableSecurity/wafw00f

JIR 55 4% i 11 55 123 4 8%«
https://github.com/wilson9x1/fenghuangscanner_v3

Fox-scanfi i 8%
https://github.com/fengxuangit/Fox-scan/



A5 BRBETH

TS
https://github.com/n0trO0t/Sreg

Githubfs B84
https://github.com/sea-god/gitscan

github Repofs B & T A .
https://github.com/metacOrtex/GitHarvester

ERRMEAHTA:
https://github.com/darryllane/Bluto

I ERSERE TN
https://github.com/sowish/LNScan

oy B N TR S ki R
https://github.com/linuz/Sticky-Keys-Slayer

W 2% BEAil B s E TR
https://github.conVSECFORCE/sparta

SNMAP 2 RE it fi#
https://github.comVSECFORCE/SNMP-Brute

5.WEB

webshell K& 4E:
https://github.com/tennc/webshell

B35 DL K webX it il 4 :
https://github.com/brianwrf/hackUtils

webZiE/N TR KEE:
https://github.com/rootphantomer/hacktoolsfor_me

XSSEIEHWCF 5 -
https://github.conVfiresunCN/BlueLotus_XSSReceiver

XSSECSRFTLA:
https://github.com/evilcos/xssor

xss% L RE T i 6%«
https://github.com/shawarkhanethicalhacker/BruteXSS

webJR iR A2
https://github.comVandresriancho/w3af

WEB& i 3 8% :
https://github.com/sullo/nikto



BEEHNLIREM:
https://github.com/leonteale/pentestpackage

web H FH#%E:
https://github.com/maurosoria/dirsearch

webla] iy & IE AR T A -
https://github.com/stasinopoulos/commix
B3 SQLIE A A T H
https://github.conVepinna/tplmap
SSLEAH##:
https://github.com/rbsec/sslscan
ZETHRER:
https://github.com/codejanus/ToolSuite
apache H & 7188
https://github.com/mthbernardes/ARTLAS
phpRiGH it LA
https://github.com/pwnsdx/BadCode
web3BSUR A :
https://github.com/urbanadventurer/whatweb
o2 ol T R B
https://github.convciscocsirt/malspider
wordpreesJ 3 % :
https://github.com/wpscanteam/wpscan
V] - e ¥ 4 4 2 -
https://github.com/misterchOc/firminator_backend
HAREENTR
https://github.com/sgimapproject/sqlmap
WebﬁfE:
https://github.com/zt2/sqli-hunter

B E KT
https://github.com/Chora10/Cknife
https://github.com/lijiejie/GitHack

W BT AR B HE R
https://github.com/beefproject/beef

H 3ht5ed WAF i 4

https://github.com/khalilbijjou/WAFNinja
https://github.com/owtf/wafbypasser

https://github.conVSpiderLabs/ModSecurity



httpir &-17 % /- ¥ :
https://github.com/jkbrzt/httpie

W BT A% A 25 -
https://github.convfirebug/firebug

DISCUZIE R #25:
https://github.com/code-scan/dzscan

B H TR
https://github.com/wufeifei/cobra

U 0 iy
https://github.com/julienbedard/browsersploit

tomcatB 35 18 E:
https://github.com/mgeeky/tomcatWarDeployer

W 4% 7 (] FR U 2%«
https://github.com/nanshihui/Scan-T

burpsuitz J2EEF i 14: -
https://github.convilmila/J2EEScan

6.windowsiZ & T. B

mimikatzB SCHEN «
https://github.conmv/gentilkiwi/mimikatz

Powershelli&i% &4 :
https://github.com/PowerShellMafia/PowerSploit

Powershell tools &4 :
https://github.com/clymb3r/PowerShell

powershell ¥y mimikittenz:
https://github.com/putterpanda/mimikittenz

BEEHE:
https://github.com/I3mOn/pentest_study

7.Fuzz

WebHFuzzT &
https://github.com/xmendez/wfuzz

HTTPR /iR, KA
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msﬁﬁ%%:
https://github.com/rapid7/metasploit-framework

pocsscanBHiHESE :
https://github.com/erevus-cn/pocscan

Pocsuite Bt HEZE:
https://github.com/knownsec/Pocsuite

Beebeeto B di HEZE :
https://github.com/n0tr00t/Beebeeto-framework

TRIAPOC&EXP:
ExploitDBE 77 githk 4
https://github.com/offensive-security/exploit-database

phpi iF A 531 -
https://github.com/80vul/phpcodz

CVE-2016-2107:
https://github.com/FiloSottile/ CVE-2016-2107

CVE-2015-7547 POC:
https://github.convfjserna/CVE-2015-7547

JAVAR 7 54 POCA i T A
https://github.com/frohoff/ysoserial

JAVAR 7 FIHLEXP:
https://github.com/foxglovesec/JavaUnserializeExploits

Jenkins CommonCollections EXP:
https://github.com/CaledoniaProject/jenkins-cli-exploit

CVE-2015-2426 EXP (windows & 1#&1%):
https://github.com/vlad902/hacking-team-windows-kernel-lpe

use docker to show web attack(php4s i 343 & 45 A phpinfo getshell BA & ssrf4h&-curl 7 F 7R ):
https://github.com/hxer/vulnapp

php72E 1778 5 JsiF Demo K M 3= T A
https://github.com/GoSecure/php7-opcache-override

XcodeGhostA B4
https://github.com/XcodeGhostSource/XcodeGhost

9.5 [a] N i R 9 #

A N B HE 4R
https://github.com/secretsquirrel/the-backdoor-factory
https://github.com/secretsquirrel/BDFProxy
https://github.com/byt3bI33d3r/MIT Mf

Inject code, jam wifi, and spy on wifi users:
https://github.convyDanMclInerney/LANs.py



HiE A T A:
https://github.com/intrepidusgroup/mallory

wifig
https://github.convsophron/wifiphisher

1055 PO A %

FBALTA:
https://github.com/shinnok/johnny

7 M A4 PR 25 SR F SR BRI 28
https://github.com/AlessandroZ/LaZagne

1. =3 R A TR

ot TR
https://github.com/devttysO/binwalk

RAFARSR
https://github.com/quarkslab/binmap

rp:
https://github.com/OverclOk/rp

Windows Exploit Development . &
https://github.convlillypad/badger

ZHHES S A (python) :
https://github.com/bdcht/amoco

Python Exploit Development Assistance for GDB:
https://github.com/longld/peda

%} BillGates Linux Botnet & K &% 3 i) I % T A
https://github.com/ValdikSS/billgates-botnet-tracker

AREEESHRNTA:
https://github.convkevthehermit/RAT Decoders

Shellphish4s 5 B Z 3t #l4-#f TR (CTF[H) :
https://github.com/angr/angr

£txtpython i & SRS 2 #r TA:
https://github.com/yinwang0/pysonar2

— M EFMLKIEA (shelD ot TR, FRE HE &ML
https://github.comvkoalaman/shellcheck

FFASTAE #e () 18] 5 Javascript [z 18 ¥ 4 Bh T .
https://github.com/ChiChou/etacsufbo



12EXPREER K TR

ZHHIEXPHRE T A:
https://github.com/t00sh/rop-tool

CTF Pwn 387 H 4 25 5 HE 2.
https://github.com/Gallopsled/pwntools

an easy-to-use io library for pwning development:
https://github.com/zTrix/zio

EFEEATLR:
https://github.com/frida/frida

A KEY RIEEXP:
https://github.com/citronneur/rdpy

13.85

FRERN TR
https://github.com/abeluck/stegdetect

14. 8 RZETH

data_hacking & 4&:
https://github.conV/ClickSecurity/data_hacking

mobile-security-wiki:
https://github.com/exploitprotocol/mobile-security-wiki

Hi#E (reverse-engineering-for-beginners) :
https://github.com/veficos/reverse-engineering-for-beginners

—HEEReE RS E:
https://github.com/luyg24/IT _security
APTHHREE
https://github.convkbandla/APT notes
Kcon#t A}
https://github.com/knownsec/KCon

(DO NOT FUCK WITH A HACKERY) :
https://github.com/citypw/DNFWAH

FRZ M-
https://github.com/phithOn/Mind-Map

ERZERER:
https://github.conVSecWiki/sec-chart/



15. %K CTFH &

I ctf writeup K4

https://github.com/ctfs/write-ups-2016
https://github.com/ctfs/write-ups-2015
https://github.com/ctfs/write-ups-2014

fbctf 7% 3 -F & Demo:
https://github.com/facebook/fbctf

ctf Resources:
https://github.com/ctfs/resources

ctf R BRHIFE G5
https://github.com/bt3gl/My-Gray-Hacker-Resources

ctiflze T RAKAEE:
https://github.com/zardus/ctf-tools

ctfii] python TAE
https://github.com/P1kachu/vOlt

16.% R g2 B IR
Rl A 88) :

https://github.convbayandin/awesome-awesomeness

bash-handbook:
https://github.com/denysdovhan/bash-handbook

python Bt ¥ K 4x:
https://github.com/jobbole/awesome-python-cn

gits > Rk

https://github.com/xirong/my-git

Z A IR AT
https://github.com/android-cn/android-open-project

pythontE42, FE, BEIEKEE:
https://github.com/vinta/awesome-python

JS ENFERE (HTHEAHERRKISIENRER) :
https://github.com/VerbalExpressions/JSVerbalExpressions

17.Python

python IENREXE (HT#i{bigiE 8 2K python EMRERD) :
https://github.com/VerbalExpressions/

pythonfE %8 3 DA K iy & 47 B2
https://github.com/pyinvoke/invoke



python exedT I Fx:
https://github.com/pyinstaller/pyinstaller

Veil-Evasion% 7 5 H :
https://github.com/Veil-Framework/Veil-Evasion

py3 J& HAE4E:
https://github.com/orf/cyborg

— MR AR B 5 O BOE 4 12 A0 0 4% B SRR ) python
https://github.com/CoreSecurity/impacket

python requests FE:
https://github.com/kennethreitz/requests

python s2f T H&4:
https://github.com/mahmoud/boltons

pythonJ[€ Ht & &
https://github.com/binux/pyspider

18.48

WS B LBz EE
https://github.convVeast520/AutoGetRedEnv

MERLEENF (ZE/BD
https://github.com/geeeeeeeeek/WeChatLuckyMoney

hardsed##2%:
https://github.com/yangyangwithgnu/hardseed

19.8 7 =& TRMAEFIRE

webZ3I KHEHERTH:
https://github.com/thomaspatzke/WASE

FHEHEXRESR:
https://github.com/wgliang/logcool

H#CS4tiweb debuger
https://github.com/Kozea/wdb

Pk 2 sqlite s M BRIEMHE B -
https://github.com/aramosf/recoversqlite/

gps K S il TR
https://github.com/zxsecurity/gpsnitch

IVASY SRR S
https://github.convbiggiesmallsAG/nightHawkResponse



webZ 2T K8 H:
https://github.com/FallibleInc/security-guide-for-developers

FAN AT IR IR AR AR
https://github.com/juliocesarfort/public-pentesting-reports

linux T % = ARG I A, «
https://github.conVrfxn/linux-malware-detect

BAERRIBIT AR A ALHESE .
https://github.com/facebook/osquery

BRI REA:
https://github.com/cuckoosandbox/cuckoo

5E H 1 R KA fEwebSLH «
https://github.com/Netflix’'Scumblr

A I AELE
https://github.com/google/grr

SZaEiEERNTE:
https://github.com/ossec/ossec-hids

oA L BT BUE R4
https://github.com/mozilla/mig

Microsoft & Unix (4 & 4t KX A # BUE T A -
https://github.convsleuthkit/sleuthkit

20. % i

SSHE

https://github.com/desaster/kippo

HEE SR
https://github.com/paralax’awesome-honeypots
kippoik B kit 2% 7 -

https://github.com/micheloosterhof/cowrie

SMTP Zii:
https://github.com/awhitehatter/mailoney

Webmﬁﬁ EF? % ﬁg :
https://github.com/mushorg/glastopf

HofE P
https://github.com/jordan-wright/elastichoney

web%f&%:
https://github.com/atiger77/Dionaea



211 1%

Figmail 7t 4 C&CHR 55 25 K15 1]
https://github.convbyt3bl33d3r/gcat

THE T E -
https://github.com/UbbeLoL/uRAT

CHim %
https://github.com/hussein-aitlahcen/BlackHole

2. THR%E

https://github.com/torque59/Nosql-Exploitation-Framework (NoSQL#3 /&8 T &)
https://github.com/missDronio/blindy (MySQLE i3 /&8 T &)

https://github.com/fengxuangit/Fox-scan (% T SQLMAP = sh F1 4 3h % ¥ & LR T )
https://github.com/NetSPI/PowerUpSQL (F T SQL Server it fpowershell i 4)
https://github.com/JohnTroony/Blisqy (Fi Fhttp header (1 (8 B v ERERE T E, {X4txfMySQL / MariaDB)
https://github.com/ron190/jsql-injection (JavaZs 5 ISQLIEAN T E)

https://github.com/Hadesy2k/sqliv (% T & 5| & #L B SQLIE N IR #i%s)
https://github.com/sOmd3v/sqlmate (7EsqlmapZEatl L3N T B33/, hashiBH%IhAE)
https://github.com/m8rOwn/enumdb (Mysys LA X% MSSQLZ A i 4% T E)
https://github.comv9tail123/wooscan (#t & 2 # 3 7E 3 = & 5 77 15 ZB& B sqlvE AN IR TE I B 358 A sqlmapil] i)

https://github.com/ysrc/F-Scrack (% %2 iR %5347 85 10410 I A B A% )

https://github.com/Mebus/cupp (tR#E F /= >J 158 4= B 55 04 BRI 7 i i 4k )
https://github.com/netxfly/crack_ssh (GoE K2k fissh \redis \ mongodbds 04 # & T &)
https://github.com/LandGrey/pydictor (& H i 7 @7 T K)
https://github.com/shengqi158/weak_password_detect(Z L2 &M 55 04)
https://github.com/sOmd3v/Blazy (Sz ##lliCSRF, Clickjacking, CloudflareF1WAF ]33 14 R %)
https://github.com/MooseDojo/myBFF (%} CiscoVPN, Citrix Gateway%% & 2 iR 55-3E47 55 1041 9 ) B A%
https://github.com/rapid7/loT Seeker (#15X M # % EBRIN RS A FE kI T B )
https://github.convshodan-labs/iotdb ({3 Finmapfa#iloT %)
https://github.com/googleinurl/RouterHunterBR (2% 1 2% ¥ &R 3R 5 1)
https://github.conm/scu-igroup/telnet-scanner (Telnetfi 55 % 5 1 )

https://github.com/viraintel/OWASP-Nettacker (B Z1b {5 B E KB FENR TR, HWEEH TFloTHH)



https://github.comvthreat9/routersploit (# A\ R & & IRIAFM L FH T R)
https://github.com/shawarkhanethicalhacker/BruteXSS (—#XSSH#ias, A& IEASH)
https://github.com/IN3/XSSTracer (/MNEIXSSH#i#%, AR MCRLF, XSS, mifiEhFFi)
https://github.com/0x584A/fuzzXssPHP (PHPHR A i % 5 B xss##)
https://github.com/chuhades/xss_scan (#t &1 #XSSHIpythonii 4)

https://github.convBlackHole1/autoFindXssAndCsrf (B 244 T T & 75 4775 XS SN 5 3k 17 SR Dy 18 R T 1 vl
)

https://github.com/shogunlab/shuriken (f# F iy 417 #E47 XSSHEE AR )
https://github.com/sOmd3v/XSStrike (7] iR I F15e it WAFFIXSSH# T )
https://github.com/stamparm/DSXS (X #GET, POST 7 = MXSSH#i#)
https://github.comysrc/xunfeng (4% P2 iR 5151 %, JRIRAN 5] %)

https://github.conm/laramies/theHarvester (i) 18 % 5| iR BUR T =5 Bl A&: & THMHE, 784, *
REA)

https://github.conVxOday/Multisearch-v2(Bing, google, 360, zoomeye &R 5| ERE&H R, WHTRIMW
BRI BRI FRIBRE~ER)

https://github.com/Ekultek/Zeus-Scanner (B HTEUIE & 51 2 B35 furl, 32 Hsqlmap, nmapi3#)
https://github.com/Oxbug/Biu-framework (£ P 4 J Al B 55 22 4 9 FHE 4R )
https://github.com/metacOrtex/GitHarvester(github Repofs S # % T K)
https://github.convshengqi158/svnhack(.svn 3 {4 3¢ ittt Ik F1 F T £)
https://github.com/repoog/GitPrey(GitHubBUK 5 B3 T &)
https://github.com/Oxbug/Hawkeye(£i )k % 7=, G5 B GitHubitt 38 5 1% R 4)

https://github.comvlianfeng30/githubscan (1 # 1ix Ml 548 i) 147 T H 45 Z PL A AH R BUR U MU N B K T
H)

https://github.com/UnkL4b/GitMiner(githubf /&5 B8 & T &)

https://github.com/dxa4481/truffleHog(GitHub&U#5 B T, SHEKRMRLLE)
https://github.com/1N3/Goohak( B 3451 i 52 15 42 i# 17 Google hacking®¥ & 3415 E.)

https://github.com/UKHomeOffice/repo-security-scanner(Fl T# R gt & & HF BN E B, FINEN, fAH%
% i TR )

https://github.com/FeeiCN/GSIL(Githubf k{z 2 it 58 $33)
https://github.com/MiSecurity/x-patrol(Githubitt £ & i T &)
https://github.conV1N3/BlackWidow(Webs pi {5 B E T R, G, BiEEELR)
https://github.com/anshumanbh/git-all-secrets (& & £ MR GitHUbBURAE B A #  b5 B it B KA T R)



https://github.convsOmd3v/Photon(FT LAIREX M LE, HFHBME, SCfF, Wbk &8 R e &)
https://github.com/he1man6a/findWebshell(— #k f&] #. i webshell#: ] T E.)
https://github.com/Tencent/HaboMalHunter(F& #1347 & 48,  LINUXZR Zi% 8 4 #r K 2 Al

https://github.com/PlagueScanner/PlagueScanner(f# H pythonsZEL )£ s ClamAV, ESET, Bitdefenderft) &7
5 %)

https://github.com/nbs-system/php-malware-finder (— 2k & 2 R PHP-webshell{3## T &)
https://github.com/emposha/PHP-Shell-Detector/(Hli& 2% 2 & ix 99% iwebshellAt i T &)
https://github.com/erevus-cn/scan_webshell(— X & i [ ) Webshell#3# T. &)
https://github.com/emposha/Shell-Detector(Webshelli3# T.E, ZHiphp / perl / asp / aspx webshell33##)
https://github.com/médrco-/dorothy2 (—Zk KLy, 1B M4 HTHESR)
https://github.convdroidefense/engine(fs % % F. A& Dk & 2 HT HELR)
https://github.convicatro/network_backdoor_scanner(3 T/ 4 i & i A R R IIHE 42 )
https://github.com/fdiskyou/hunter (i FIWindows APItiz: I P & RE R)
https://github.conm/BlackHole1/WebRtcXSS( E zh4L F| FIXSS A2 I W)
https://github.com/ring04h/wyportmap ( B #3333+ R G R % 8 S0R 7))
https://github.com/ring04h/weakfilescan(zh & £ LR BURE St BN T )
https://github.conVEnableSecurity/wafwOOf(WAF = i #& LR 7))
https://github.com/rbsec/sslscan(SSLE &R 5)
https://github.com/urbanadventurer/whatweb(Web#g SR 71)
https://github.comvtanijiti/FingerPrint(Web 5 FH 18 208 1)
https://github.com/nanshihui/Scan-T (/4 I€ th K35 SR 7))
https://github.com/OffensivePython/Nscan (2 FMasscanflZmap ) N 4513 1#i 25 )
https://github.com/ywolf/F-NAScan (M4 % /{5 8 3%, ICMPIAERN, 3mEOE%, in D HEIURSIRA)
https://github.com/ywolf/F-MiddlewareScan( = [al {413 3#)
https://github.comymaurosoria/dirsearch(webi# % I 4 5 13 3#)
https://github.com/x0day/bannerscan(CE B 18 5 B 2 13 3)
https://github.com/RASSec/RASscan (3 H Ak 5533 3#)
https://github.com/3xp10it/bypass_waf(waf & 5 &%)

https://github.com/3xp10it/xcdn (2R3 H cdns 5 i E 5Zip)
https://github.com/Xyntax/BingC (2 FBingi## & 51 2 KICE/FZ i &, L, SZHRAPI)
https://github.comVXyntax/DirBrute (£ £ F2WEB H /& T &)



https://github.com/zerOh/httpscan(— /M€ B X ) W Bt WebEHLEZ B/ T H)
https://github.com/lietdai/doom(T horn - SZ B 43 A RAE 557 & Hipss DR IAE#2)
https://github.com/chichou/grab.js(Z&thzgrab i PR E T CPH SUMEU#EMNT T B, XFHFEL V)
https://github.conVNitrdx/whichCDN(CDN3iR %, &)

https://github.convsecfree/bcrpscan(Z T € B fweb #1213 i 2%)
https://github.convmozilla/ssh_scan(fi %5 #sshiic & 15 5 133#)

https://github.com/18F/domain-scan (& %384 & H 7384 M % F= B s/ R, AfEhttp / httpstil %)
https://github.com/ggusoft/inforfinder(3% 4 % 7= i 4 X 8 SCR A T B)
https://github.com/boy-hack/gwhatweb(CMSiR %] python geventsZzEi)
https://github.com/Mosuan/FileScan (s SC - #/ — Ik A Wi BEAR R IR AR N A6/ 2 B FHH#)
https://github.com/Xyntax/FileSensor(Z: T JI& & {4 zh 25 BUR SCAH R T )
https://github.convdeibit/cansina(web# 42133 T &)

https://github.com/Oxbug/How! (4% % &webfi 55 8 St 51 &)
https://github.convmozilla/cipherscan( E #x EHLAR % ssIZE AR 5H1)
https://github.com/xmendez/wfuzz(WebR. FifuzzT. B, HE4E, [F& AT Fwebik /iR % 3#)
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