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WEER

WA RBESAFE:

WebGoati§ifZ: > F &
https://github.com/WebGoat/WWebGoat
webgoat-legacylRiiZ: I F &
https://github.com/WebGoat/WWebGoat-Legacy
zvldirll§ A% > F & -
https://github.com/710leo/ZV ulDrill
vulappsIgifZ > F & :
https://github.com/Medicean/VulApps
dwalRiiZ: > F &
https://github.com/RandomStorm/DVWA
BARPEVEANGFES -
https://github.com/Audi-1/sqli-labs
Finode%s 5 IRIFRZ &, like OWASP Node Goat:
https://github.com/crOhn/vulnerable-node
Ruby4s 5 i) —3k TR, A RE IR 1R
https://github.com/cliffe/secgen

AT

Nmapi 13 8% :
https://github.com/nmap/nmap

2 b ) 2% 4 i 25«
https://github.com/SkyLined/LocalNetworkScanner
THA RS
https://github.coml/lijiejie/subDomainsBrute
https://github.com/aboul3la/Sublist3r
https://github.com/TheRook/subbrute
https://github.com/infosec-au/altdns

linuxys ﬂﬂ?ﬂ#ﬁ:
https://github.com/future-architect/vuls

T 0 13% LUK KRERCVE:
https://github.com/mOnad/HellRaiser

TR % B A 2%

https://github.com/jh00nbr/Routerhunter-2.0
P A Y B 422 B R o B A


https://blog.csdn.net/aweiname2008
https://blog.csdn.net/aweiname2008/category_10862083.html
https://so.csdn.net/so/search/s.do?q=%25E6%25B8%2597%25E9%2580%258F%25E6%25B5%258B%25E8%25AF%2595&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/aweiname2008/article/details/121438783
https://blog.csdn.net/aweiname2008/category_10862083.html

KL VNIW B LY I TH AP A3
https://github.coml/lijiejie/BBScan
WafE 2l T A
https://github.com/EnableSecurity/wafw00f
i 25 45 i 1 55 1 4 13 1 8% -
https://github.com/wilson9x1/fenghuangscanner_v3
Fox-scanid i #%:
https://github.com/fengxuangit/Fox-scan/
FEREETH:
T RS
https://github.com/n0tr00t/Sreg
Githubfs B84
https://github.com/sea-god/gitscan
github Repofs B £ T A:
https://github.com/metacOrtex/GitHarvester
RN AT A
https://github.com/darryllane/Bluto
SRS ESERE B
https://github.com/sowish/LNScan
AR ST B A4S
https://github.com/linuz/Sticky-Keys-Slayer
W 2% FE R B S E TR
https://github.com/SECFORCE/sparta
SNMAP % il i fi#:
https://github.com/SECFORCE/SNMP-Brute
WEB:
webshell Kk &4
https://github.com/tennc/webshell
4 Fwebshell A4 i I 2 -
https://github.com/yzddmr6/webshell-venom
B35 DL Feweb T i A«
https://github.com/brianwrf/hackUtils
webZZE /PN LTRKEE:
https://github.com/rootphantomer/hacktoolsfor_me
XSSHHEHEWF & -
https://github.com/firesunCN/BlueLotus_ XSSReceiver
XSSECSRFTI A:
https://github.com/evilcos/xssor
xss% D ee A fi 8% :
https://github.com/shawarkhanethicalhacker/Brute XSS
web iR i 3 2%
https://github.com/andresriancho/w3af
WEBJRR A Hi#%:
https://github.com/sullo/nikto
BEEHRNLAM:
https://github.com/leonteale/pentestpackage
web H F 8%
https://github.com/maurosoria/dirsearch
web [ fir & VEANA I TR -
https://github.com/stasinopoulos/commix

H3bSQUIE KA T A



https://github.com/epinna/tplmap
SSLEH#HE:
https://github.com/rbsec/sslscan
ZETHES:
https://github.com/codejanus/ToolSuite
apache H & 417 8% :
https://github.com/mthbernardes/ARTLAS
phpfUidE it T A:
https://github.com/pwnsdx/BadCode

web Tt SUR A%
https://github.com/urbanadventurer/whatweb
61 O it o R T -
https://github.com/ciscocsirt/malspider
wordprees i i #i 2% :
https://github.com/wpscanteam/wpscan

I A U VR i %«
https://github.com/misterchOc/firminator_backend
HAREEANTR
https://github.com/sqlmapproject/sqlmap
Webft 2 :

https://github.com/zt2/sqli-hunter

B EZET]
https://github.com/Chora10/Cknife
gititt #& FI FHEXP:
https://github.coml/lijiejie/GitHack

W YA TR HESE
https://github.com/beefproject/beef

B 35 WAF 4% :
https://github.com/khalilbijjou/WWAFNinja
https://github.com/owtf/wafbypasser

— K FFIEWAF:
https://github.com/SpiderLabs/ModSecurity
http iy 47 % 7 ¥ -
https://github.com/jkbrzt/httpie

) 25 R A 2% -
https://github.com/firebug/firebug
DISCUZIR R # 2% :
https://github.com/code-scan/dzscan

B s AR B v+ TR
https://github.com/wufeifei/cobra

W 528 B HE SR :
https://github.com/julienbedard/browsersploit
tomcatE 35 I 138
https://github.com/mgeeky/tomcatWarDeployer
P 4 2% i) $8 ST 6 2% -
https://github.com/nanshihui/Scan-T
burpsuitz J2EE 3 ##f #4::
https://github.com/ilmila/J2EEScan
windows3gi5i% TR

SREXBA SC R i



https://github.com/gentilkiwi/mimikatz
Powershelli&i% & £ :
https://github.com/PowerShellMafia/PowerSploit
Powershell tools &4 :
https://github.com/clymb3r/PowerShell
powershellffymimikittenz:
https://github.com/putterpanda/mimikittenz

BB EHE:

https://github.com/I3mOn/pentest_study

Fuzz:

Web R FuzT B

https://github.com/xmendez/wfuzz

HTTPR& /JWiR, #BPEY S A
https://github.com/lijiejie/htpwdScan

TRIAF R BhHESR

msfHEZE:
https://github.com/rapid7/metasploit-framework
pocsscanX i HE4E :
https://github.com/erevus-cn/pocscan
Pocsuite B fE4E:
https://github.com/knownsec/Pocsuite
Beebeeto Ut HESE:
https://github.com/n0tr00t/Beebeeto-framework
RIAPOC&EXP:

ExploitDBE 77 githit4~:
https://github.com/offensive-security/exploit-database
php i F AL 2317 -

https://github.com/80vul/phpcodz

CVE-2016-2107:
https://github.com/FiloSottile/CVE-2016-2107
CVE-2015-7547 POC:
https://github.com/fiserna/CVE-2015-7547
JAVAR 75| WPOCAH R T A:
https://github.com/frohoff/ysoserial
JAVAR 5 LEXP:
https://github.com/foxglovesec/JavaUnserializeExploits
Jenkins CommonCollections EXP:
https://github.com/CaledoniaProject/jenkins-cli-exploit
CVE-2015-2426 EXP (windows A % $240):
https://github.com/viad902/hacking-team-windows-kernel-lpe
use docker to show web attack(php < i 3 {44, & 45 & phpinfo getshell BA & ssrf4 & curlff)F) F 7R ):
https://github.com/hxer/vulnapp

php7 & 7778 5iRADemo K M55 T A:
https://github.com/GoSecure/php7-opcache-override
XcodeGhostA Dy 4:
https://github.com/XcodeGhostSource/XcodeGhost
Hra] N Bt g

rh ) NS HESE:
https://github.com/secretsquirrel/the-backdoor-factory
https://github.com/secretsquirrel/BDFProxy

etdm Ml e e e e AL 1NN N LR ATTR AL



NUPS.//ginup.Corm/pytopis SusIi/ivil T ivil

Inject code, jam wifi, and spy on wifi users:
https://github.com/DanMclnerney/LANs.py

FrA] AARE T A
https://github.com/intrepidusgroup/mallory
wifigh

https://github.com/sophron/wifiphisher

B 8 i -

FHBR T A
https://github.com/shinnok/johnny

7R M A7 B B SR SR B 5%
https://github.com/AlessandroZ/LaZagne

Tk R ARD ot T A

ZtH ot TR
https://github.com/devttysO/binwalk

RAAHS
https://github.com/quarkslab/binmap

rp:

https://github.com/OverclOk/rp

Windows Exploit DevelopmentT &
https://github.com/lillypad/badger
ZEHEE ST TR (python) :
https://github.com/bdcht/amoco

Python Exploit Development Assistance for GDB:
https://github.com/longld/peda

X} BillGates Linux Botnet &R A L iEah 1 s T A
https://github.com/ValdikSS/billgates-botnet-tracker
AREGRESHIRNTA:
https://github.com/kevthehermit/RATDecoders
Shellphishéw 5 1) — ikl 3t TR (CTFMH) :
https://github.com/angr/angr

£t python i) B A 2 #r T A
https://github.com/yinwang0/pysonar2
—ANEZLEFIA (shelD) i TR, A4 HE &R
https://github.com/koalaman/shellcheck
FTFASTAS #4145 Javascript & VB ¥ #H Bh T A
https://github.com/ChiChou/etacsufbo
EXPSHELR K TA:

THHIEXPRE TA:
https://github.com/t00sh/rop-tool

CTF Pwn 38 B A % SHESL:
https://github.com/Gallopsled/pwntools

an easy-to-use io library for pwning development:
https://github.com/zTrix/zio

B e T A:

https://github.com/frida/frida

mHKEY RBGEHEXP:
https://github.com/citronneur/rdpy

(SESP

RERNTA
httos://aithub.com/abeluck/steadetect



HRZ TR
data_hacking&
https://github.com/ClickSecurity/data_hacking
mobile-security-wiki:
https://github.com/exploitprotocol/mobile-security-wiki
H4E& (reverse-engineering-for-beginners) :
https://github.com/veficos/reverse-engineering-for-beginners
—BEREer L RRRE:
https://github.com/luyg24/IT_security
APTHREE:
https://github.com/kbandla/APTnotes
Kcon#t k}:
https://github.com/knownsec/KCon

{DO NOT FUCK WITH A HACKERY :
https://github.com/citypw/DNFWAH
FRZ 2
https://github.com/phithOn/Mind-Map

SRR ERER:
https://github.com/SecWiki/sec-chart/ tree/294d7c1ff1eba297fa892dda08f3c05e90ed 1428
FRCTFHIR
I ctf writeup K4
https://github.com/ctfs/write-ups-2016
https://github.com/ctfs/write-ups-2015
https://github.com/ctfs/write-ups-2014
fbctf5 38 F & Demo:
https://github.com/facebook/fbctf
ctf Resources:
https://github.com/ctfs/resources
ctf R BEFIREE:
https://github.com/bt3gl/My-Gray-Hacker-Resources
ctfflz & TR KEE:
https://github.com/zardus/ctf-tools
ctffal pythonT B,
https://github.com/P 1kachu/VOIt
HRIE TR
KALBE (HH2#E) :
https://github.com/bayandin/awesome-awesomeness
bash-handbook:
https://github.com/denysdovhan/bash-handbook
pythonHt ¥ K 4x:
https://github.com/jobbole/awesome-python-cn
git¥ S Fkk:
https://github.com/xirong/my-git
7 B ITFIRAAD A
https://github.com/android-cn/android-open-project
pythontE4E, FE, HUEkA4E:
https://github.com/vinta/awesome-python
JS IENZREAE (AT HRAHEEERISIENRER) :
https://github.com/VerbalExpressions/JSVerbalExpressions
Python:



python IENFEXE (H TR E S 2 pythonlE R XK :
https://github.com/VerbalExpressions/

pythontE: 558 3 A K fis & AT 2
https://github.com/pyinvoke/invoke

python exe 3T 0 F:
https://github.com/pyinstaller/pyinstaller
Veil-Evasionf AT H :
https://github.com/Veil-Framework/Veil-Evasion

py3 & HHEZE:

https://github.com/orf/cyborg

—AMR LR E B O BOE A4 TR A N 4% VS HF I python e
https://github.com/CoreSecurity/impacket

python requests FE:
https://github.com/kennethreitz/requests

python st TR A4:
https://github.com/mahmoud/boltons

pythonl€ L R4

https://github.com/binux/pyspider

FEAH:

WS BERA BB E
https://github.com/east520/AutoGetRedEnv

WRRL RS (R
https://github.com/geeeeeeeeek/WeChatLuckyMoney
hardsed## 3%:
https://github.com/yangyangwithgnu/hardseed

F Ze LRRMAEFEE

webZR 3| K HEHERTH:
https://github.com/thomaspatzke/WWASE

TFIE H ERESS:

https://github.com/wgliang/logcool

Hi#CSE M ¥web debuger
https://github.com/Kozea/wdb

PR = sqlite B 2R M BR ik HE B -
https://github.com/aramosf/recoversqlite/

gpsR IR T A
https://github.com/zxsecurity/gpsnitch

ML B4k B R AE SR
https://github.com/biggiesmallsAG/nightHawkResponse
webZ &I KIEE:
https://github.com/FallibleInc/security-guide-for-developers
FAN AT R I IR P R AR -
https://github.com/juliocesarfort/public-pentesting-reports
linux T & S A kil .«
https://github.com/rfxn/linux-malware-detect

BAE RGBT IRIR W ALLAESE
https://github.com/facebook/osquery

BEAEI T REA:
https://github.com/cuckoosandbox/cuckoo

E 8 R KA iweb S :
https://github.com/Netflix’Scumblr

B NS I



FATHR N SR ¢

https://github.com/google/grr
ZaEiEEni-FE:
https://github.com/ossec/ossec-hids

AR SE R B FBUE R4 :
https://github.com/mozilla/mig

Microsoft & Unix S % %t J i 2% BGIE T B«
https://github.com/sleuthkit/sleuthkit

H

SSHE #:

https://github.com/desaster/kippo

HEEA TR
https://github.com/paralax/awesome-honeypots
Kippoik B fi 25 G :
https://github.com/micheloosterhof/cowrie
SMTP % f#:
https://github.com/awhitehatter/mailoney
web 3. 72 7 % -
https://github.com/mushorg/glastopf
Bl P
https://github.com/jordan-wright/elastichoney
web % f# :
https://github.com/atiger77/Dionaea

Pt

FAgmail7E 4 C&CHR S 221G 1]
https://github.com/byt3bl33d3r/gcat

TR )T % :
https://github.com/UbbeLoL/uRAT

CHITIE:
https://github.com/hussein-aitlahcen/BlackHole



	渗透测试工具

