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Redirect to host:
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POST /dami_zhifufdemi_baopa/Admin php?s=/FPublicichecklegin HTTF .1

Host: 58 63 200798003

User-Agent, Mazilla's. 0 (Windows NT 10.0, Wingd, «64, rv 50 0) Gecka/20100101 Firelax'30.0
Accept: texthiml apphication’diimi+xml, application/xml,q=0 % image/webp */* 0=0.8
Accept-Language: zh-CMzh,q=0.8 zh-TW;q=0.7 zh-Hk q=0 5 en-USq=0.2 eng=0.2
Accepl-Encoding: gzip, deflate

Caontent-Type: applications-wwaw-form-urencoded

Content-Langth: 45 Scan
Origin: Hitp /M55 63,200, 79:8003
Connection: close

Refarar: hip /54963200 79.8003/dami_zhifu'dami_bacpo/Admin. php?s=/Public/ogi Send to RBPE‘:“EI‘ Ctri+R
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Change request method

Change body encoding

Copy URL

Copy as curl command

Copy to file

Paste from file
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KX L AR PP AT A o

B TR AR RN R, FaHAT AR — S Fer BB R,
X, BT LLiE B Payload, i#idBurp Intruder B 314k X Web 32 B F2 FF #EAT HOB B3 o
£ FBurp Intruderi# AT JIRES, BHIRA:

#ikBurp Suite 223 IEF I IEW R 30, HZEM T W EaS R RBE B E.



HENBurp Proxyi i, FiBdAHRE, KiEHIntruder,

. Forward H Drop Interceptison =~ Action .J Comment this item

H Params ] Headers | Hex \

POST /dami_zhifufdemi_baopa/Admin php?s=/FPublicichecklegin HTTF .1

Host 58 63.200.79:8003

User-Agent, Mazilla's. 0 (Windows NT 10.0, Wingd, «64, rv 50 0) Gecka/20100101 Firelax'30.0
Accept: texthitml applicaticniditmi+xml applicationsml,q=0.9 image/webp */* g=0 &
Accept-Language: zh-CN zh;q=0.8 zh-TWq=0.7 zh-HK; g=0 5 an-US.g=0 3 en.g=0.2
Accepl-Encoding: gzip, deflate

Caontent-Type: applications-wwaw-form-urencoded

Content-Langth: 45 Scan

Origin: Hitp /M55 63,200, 79:8003

Comnection: close Send to Intruder

Referar: hitp 50 63 200 79 2003/ dami_zhifu'dami_bacpatadmin php?s=/Public/ogi Send to Repeater Ctri+R

Cookie: UM_distinctid=172e29bb58M ea-02besdfSbbdET8-4c302272-111600-172820 357-U26rtime% 201600299251,

Hm_I_033ac4bd0bde2a20seTab 14957 d36fed=1600157367 1800255030, 160025015 end to Sequencer
ASPSESSIONIDALBATCTO=ENHDNPMBABIMGCAKEBEHNLCE, Hm_Ipvt_933acdh Send to Comparer

ASPSESSIONIDOABRTATG=KLONNNNEMMHOGNPOKLEAPDI : ADMINSESSIONI
ASPSESSIONIDAAGROBRG=E0GLFDOBFPGOLNBFOCKOKCHA PHPSESSID=nf|  Send to Decoder

Upgrade-Insecure-Requests: 1 Request in browser »
usernama=HDUIEDEpassword=EIEDOPWAverify=13596 Engagement tools >
Change request method

Change body encoding

Copy URL

Copy as curl command

Copy to file

Paste from file
@ t] u t] Type a search term Save item . 0
own RIS R md™ NAn' Intarnant ramacte L lownBAThRE (0. A

34T Intruder i&Ti~, T TargetfPositions FIET K. XB, HRESFR E—PRETR KEREL.

SRR Resomen o — e

Burp Suite Professional v2.1 - Temporary Project - licensed to surfersyz - O x

Burp Project Intruder Repeater Window Help
Dashboard | Target | 1o« |Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |
1-]2- gl
[Target MPayluadsIOpﬁonsi

® Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the
way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper i

POST fdami_zhifu/dami_bacpo/&dmin php?s=&/Publc/checkoging HTTR/.1 L] | Add §

Host: 59 63 200 79:8003 e S|
User-Agent: Mozilla'S.0 (Windows WNT 10.0; Windd, »84; re30.0) Gacko/20100101 Firefow80.0 Clear §
Accept text/himil application/xhirmi-+xml, applcationiarl;g=0 8 image/wsbp, */* g=0.2 l )

Accept-Language: zh-Ch zh;g=0.8zh-TW,q=07 zh-HK ;q=0 5 en-US,g=0 3 en;q=0.2 Auto
Accept-Encoding: gip, deflate l § |
Content-Type: applicabonf-wa-form-urencoded
Content-Langen: 45 Refresh |
ngin: ntpoiSe 63 200, TAE003

Connection ckse

Falerar: eS8 63 200 79 8003/ darmi_zhi lwidami_baopadadmin php7s=/Publiciagin

Cookie . UM_dislinctid=5173a28b056M ea-02baeBbbdB TE-4 30227211 1800-17 36 29bbSTO 2505,
CHZADATAT2ET137=5cnzz_eid%h3D 21428951 35-1507229357-%26nima% 3016003882815,

Hm_ht 833acdbdlbde?ales7ab 1458 Td26fe4=51800157307 1600255020, 16002508159 16003420325, BRGOpETRO_think_template =§dafavllt,
ASPSESSIONIDAQBATCTO=SENHDNPMBAB IMGCAREBEHNLCPE; Hm_ipv_S22acdbdlbds2a2leeTab14987 264 =H 18002002045
ASPSESSIONIDOABRTATC=GRLONMNNEMMHOCHMPCELBARDKIG, ADMINSESSICHIDCSTRCESDA=§LBMLMBCCNPF INCANFGLPCFECE;
ASPSESSIONIDAAIRIBRU=8EQGLFDOBFPGOLMEFOCKORCHAE, PHPSESS|D=§nhdgoBbllSrblc Sodum2ndEs
Lipgrade-Insecure-Requests: 1

usemame=8HDU ELS&password=5EIEDOPWS Sver fy=5235065 g
@ lit] > |-Type a search term | 0 matches | Clear
14 payload positions Length: 1247

4. FABATT ##FBurp Intruder B 1 224t 2 B S NINI %S R R ERE R, EREERIBEMME LR E —eHENLE
Payload, ifiidPayload>R &% & RIKEUMETH L .



ZRiIMER T, Burp Intruder£5iti% sk S H M Cookie S # ¥ B fPayload position, B Z%# 0

PRiR
Lhv I Mz '_—:E‘ S A‘
HIZ$0E ¥ Payload. FFE, BJRIZFFRE, 2K

5.fEPositionFH AL, B [Add$) . [Clear$] . [Auto $1 . [Refersh$1 IU/N% 41, & FSRIEHIERE B HHISHAE
RiETE P REWPayload i, WEASEW B, WikFksH, S [Clear FH,

6. 4] ATHT FFPayload FIETR, EFEPayload A RELE LB KRS, BRIMELL Tik B Simple list’, 4R /Rt v] LU d T hik#H
fhPayload 28 & 8k & F TN o

Burp Froject Intruder Kepeater Window Help

Dashboard | Target | roxy [Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |

[1-]2- o |

Target | Positions | Payloads | Options |

Y ANz 00 25 43

[

@ Payload Sets Start attack |

You can define one or more payload sets. The number of payload sets depends on the attack type defined in
the Positions tab. Various payload types are available for each payload set, and each payload type can be
customized in different ways.

Payload set: |1 = Payload count: 0
Payload type: M Request count: 0
Simple list A

@ Payload Op|Runtime file

Custom iterator

This payload t fimple list of strings that are used as payloads.

Character substitution
Paste Case modification
Load ... Recursive grep )
Illegal Unicode h
C . Character blocks
Clear
Add Enter a new item
Add from list ... E
@ Payload Processing .
Warrcan dafins rulae ta nafarmm uariaue aracacecina tacke an aach Aavlaad hafaca it e ocoel -l
7MW ERERA B, md [Startattack] , KB .
8L, BurpXEIFITHA—MHRAE, SEBEHERITHER. HtpREE. KESERER.
e T T S S - T S S S S— - . I
E m Infrucder aftack 2 — (m} » b
= Altack Save Columns
| Resuits | Target | Positions | Payloads | Options |
Filter: Showing all items @
Request Payload1 Payload2 Status Error Timeaut  Length + Comment
0 200 = o 1850 b
1 raot root 200 = =] 1650
2 123456 root 200 B | 1650
3 Zkag roat 200 = ] 1650
4 admin root 200 = =] 1650
5 test root 200 = =] 1650
7 guest root 200 =] ] 1650
8 systamadmin root 200 = ] 1650
L] system root 200 = =] 1650
9 testi root 200 = =] 1650
10 test12 root 200 =] ] 1650
1 test123 root 200 = =] 1850
al 7 .




Q. FAIT LI FEH PR —KBERFE R, EEFRESMMEH SR M.

—
Filter: Showing all items [©)
Request  Payload1 | Payload2 | Status |Emor Timeout | Length ‘Comment
0 200 a L 185D Lb
1 root root 200 =] =] 1650
2 123456 root 200 | | 1650
3 zkaq root 200 =] o 1650
4 admin root 200 =] =] 1650
5 test root 200 [=] =] 1650
7 guest root 200 5] o 1650
a8 systemadmin root 200 =] B 1650
6 system root 200 [=] =] 1650
a9 testi root 200 =] =] 1650
10 test12 root 200 [=] B 1650
1 test123 root 200 [=] =] 1650 4
.
B v
Request Resonse|
Eﬁm | Headers | Hex |
3OET dami_zhrhwidami_baopasammin phpds=Publicichackiogn HTTRM 1
Jask 56.63.200.79:6003
Jser-Agent MozilaS 0 [(Windows MT 10.0, Winds, »82, re80.0) Gecka 20100101 Firefax0 0
szoapt beedimiml applicatonichimissml applcat cnfaml g=0 9 imagaiwebp " q=0 8
AeeEpLANGUEDS. TN-CH,ING=08 2 TW.G=0 7 2frHi g=0 5,80 US g=0.3 &, g=0.2
wooapt-Encoding gaip, deflats
Jonieni-Type: applcalions-www-Tomm-urencoded
lontent-Length 42
NN RS 63,200 796003
lormecion: chrss
taferar: hitp 5% &3 200 79 B00Ndami_zhviu/demi_bacpalfdmin phps=Fubbologn
T00KIE: LIM_arStinetid= 1736280056 6-0 2084500 aRTS-40 302273111 600-17 3629005 70259, CNEZDATAI 2571 3T=0nz_sioia0i214 2656135 1597 226357-% 26 mes3D 500388081,
m_t_Ci3acdhdlbce2ad0neTab 4907 d38ke4 = 16001 57207 1800255000, 1800250150, 1500342042, BRGORASTAD think_ismplste=dedaut, ASPSESS| CHIDWOBATCTE =ENHDINPMEAR MGCAEBEHNLCR,
Am_lpst_SC3acdbalbde2a20esTabl 4087 @204 = 1600305254 . ASPEESSIONDIABRTATO=LONNNHNEMMHCONF CHLEARTIK] . ADMMEESSIDNIDCSTRCSDE=LEMLMBCCHPF MOANFGLFCFBT,
\SPSESS|ONIDAAURCERT ~EQELFDIBFPECLMER DCKOHCHS, PHPSESSID=niqoBLIShbic el rIngd
Ipgrade-insacura-Raquasts 1
iserrame= 12456808 saword=roateen fy=23586
d
@ I« |+ H = || Type a search term 0 maiches

Sinished

MEMERFREHGER.

BurpL H 2 Repeaterf&iik

Burp RepeaterfE ABurp Suite —#KF LIRFHTTPH B MK T B, #% T 2 RERGEER m A F TBEE0E RE S NESUs
of Al 2545 v 6] 2 (4 9 JE 4347

Repeaterff] i Hi
EBENRL RS, RAITEEFHRepeatersRiTE R 5B HE BIAENHT, HhnEsiE RSH, BIEMAKRRE; B50E
RSH, WIEBHEBH; NEEPEIRFEE, MRRENE 115 RE BT ERER.

Burp Repeaterfti ¥ /£ 5 W F B FTR:



[T Pron | s | comr | owir | Bapm | secwmce | Oncose | orpens | esmnor | otons | aws |

el ]

Go Cancel ir.| | 2ir Target: hitps:/www_baidu.com L'f_!lll

Request Response
mm|m|m _ Emm|u- HTML | Renowr |

[ OST f HTTR/1.1 & HTTP/1.1 302 Mowed Temporarily .
fccept: Image/Jpeq. application/«-ms-application, image,/gif, applcation/zam+wmi, i Server: bfe/1.0.8.14 1
mage/pipeq application/x-ms-xbap, application/vnd.ms-excel, applicationfvndms-powerpoing Diate: Tue, 03 May 2016 01:228:01 GMT wiig
spplication/msword, =™ | Cantent-Type: text/htmil i
i cept-Language: zh-CN Content-Length: 215
ser-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/6.0; SLOC2: NET CLR Connection: keep- alive
050727; NET CLR 3530729 NET CLR 3.0.3072% Media Center PC 6.0; InfoPath.2: Location: httpsy/fwww baidu.com/search/errorhiml
NET4.0C: NET4.0E) X-UA-Compatible: [E=Edge chrome=1
fccept-Encoding: gaip, deflate BOPAGETYPE: 3
Host: wenwbaidu.com Set-Coolkie: BDSVRTM =0; path=/
NT: 1
onnection: Keep-Alve <htmil>
ookie: BAIDUID=D0B4CEDSFT 166 1E12ATTR120CEF G ] <head> < tithe > 302 Found < /title > < fhead>
entent-Type: application/w-www-form-uriencoded <body bgcolor= "whits">
ontent-Length: O <center»<h1»>302 Found </hl> < /center>
<hre<center>pr-nginx_1-0-268_BRANCH Branch
i Time : Wed Apr 27 21:10:17 CST 20016</center>
KFHRE < foody>
| «<mimi>
EEN A .
]

BRI B X ONE b R IEHERE B #4E S, Burp Repeater B —MEREM T &R 5, LBRATEE RRmIG M7 LW
HiZ G, ALMBRIERNA T, XRATHEESMERY B, MEERK DI,

ERSHETTT, A4 [GOY &4, HBATSERKHBHMBT LG, v R AR TE RS R % 4 .
JiR 5585 (417 SR I T A FEtargethb #4722k, w0 L EIFTR .

RLEH B X %S BRI B R [GOY #4J5, MESamMRBEE . B BEiERHE B KSECREN 2 rE R NEH B2
RIEIZE S, BESELF B Bh AT 04T R G T REAEAE KU

TERAE FHBurp Repeatertf, @# <45&Burpi A TR —&MH, tnProxyM FisEidxk, ScannerfHHf#icxk. Targetyuk
AMELS, Bl HAT R ERATSE, 4T [Sendto Repeater] , Bi#E|Repeateri® £, R4 RxHERHE BB L
KERER BT SRR,

i B (Options)
5BurpHAth TR EARFE, Repeaterft) ] 55 B3 A T AR IR LL S, WER:



Burp Suite Professional v2.1 - Temporary Project - licensed to surferxyz — O

§ Burp Project IntruderWindow Help
J Dashboard I Target r + Update Content-Length W Decoder ]Cumparar I Extender [ Project options ] User options
| I] +Unpack gzip / deflate
Follow redirections 4
Go Cancel Process cookies in redirections Target: http://59.63.200.79:8003
View »
Request e ) Response

M Params [ Headers | Hex | Raw

FOST fdami_zhifu'dami_baopa/@dmin php?s=/Fublic/chacklogin HTTRM 1

Host: 59.63 200, 7% 8003

User-Agent: Mozilla/S. 0 (Windows NT 1000, Wingd, 64, re:80.0) Gecko20100101 Firefox/80.0
Accept textiml spplicationsdtmi+xml spplicationsami;q=0 .9 image/mebp */* =0 8
Accept-Language: zh-CN zh;q=0.8 zh-TwW,q=0.7 zh-H q=0 5 en-LU5,q=0.3 en,g=0.2
Accapt-Enceding: gup, defiate

Contant-Type. apphcal onds-waww-Torm-urlancodad

Contant-Length: 45

Origin: hitp:/*59.63.200 728003

Connection: close

, |Referer: hittp /59 63 200 79:3003/dami_zhifu'dami_baopa/Admin. php?s=/Public/login

Cookie: U_distinctid=173e20bb56f188-02besdfSbbddT9-4c302273-1 11600- 17 2629bb5T0259;
CMZZDATA125713T=crnzz_eid%302142695135- 159972293 57-% 26N me % 3018600359281,
Hm_ht_S33ac4balbdaza0es Tab 14987 d360e4=15001573497 1600255030 1600258159 1600242032

HE*GOpasSTAC thirk_template=dafaull, ASPSESSIONIDALBATCTO=ENHDNPMEABIMGCAKEBEHNLCP
Hm_Ipvt_932acdbdibdela?leeTab1488Td26fe4=1600205254,

T

e

Pl I

ASPSESSIONIDOABRTATO=KLONNNMNEMMHOOHPORKLBARDE]

ADMINSESSIONIDCSTRCSDO=L BMLMBCCHPFINOANFGLPCFBC,
ASPSESSIONIDAACROBRO=EOGLFDOBFPGOLNEBFOCKOKCHA, PHPSESSID=njhdqo8bidShrblc3odum 2nds
Upgrade-Insecure-Requests: 1

=

usamame=HDUIED&password=EIEDOPWEvenfy=23506

ki E (Options)

5BurpHAth TEMEE R, Repeaterf I LIk B AL T A FEIE KBS, W BFR:
HEBFTEQFEUTHE:

¥ ¥iContent-Length, XA T2 H]Burp2 7% B 3h B #115 K E B L+ K Content-Length.
fREFESE (Unpack gzip / deflate ) iXANEIN 3 T %IBurp 2 5 B 3 #f H 5 48 Al 5528 Ui W6 B K P9 25

Bk# 2] (Follow redirections) XMW 3 Z A THEH|Burp £ % B S ERFEAR 55 23 i /E 18 RBE#E, Hoin ik gs ok EDR A0S 4
302, &G ERE RN Z B 2)302%8 H Murlis it .

BHEANET, 25EKRBE (Never) , 3HBEE (On-siteonly) . HirEABEE (In- scope only) . & B
(Always) , FHHKABkEE . a4 B LEF BAE, BBk 18 UnTME —us S A Bk B iniBki: £igtarget scopeFEL E
B3R AT DAk #% .

B kb H Cookie (Process cookies inredirections ) XAMET IR F, WIEBHE T & BRI Cookiefl B, Hopiwm 2Bk
HIAFURLTTE, 7 CABFTIRZS .

MBS (View) XAMEDIRZ ki H|RepeaterfI L B H -
HAb#4E (Action) EE-F3RET A, F8MBurpfHfh T HEAM .
BurpT H 2 Targetfitk

Burp Target AfF X EA & GHE . HIREK. Target TR=2HM, MhATHBIESENRAN ZE L T ## B AR KB AR
Biy ZHHTH LIRS RRLE B AR 20 i m] BEAFE I I T 5515 B

¥ b ¥ Site Map



XA G AT, BATBENAR, I % B A P S D RAE P B RIS 2R

Burp Suite Professional v2.1 - Temporary Project - licensed to surfergyz - O X

Burp Project Intruder Repeater Window Help
Dashboard | Target | Proxy | Intruder | Repeater | Sequencer Decoder | Comparer | Extender | Project options | User options |

Isne map | Scope | Issue definitions

Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders @
Dp-’ [: Contents Issues
* | dami_zhifu Host |Method  URL |Params | Session token in L
OhUp://59.63.200.79:80041 | 11p.1/50 63.200.79:8004 GET  /Aboutus.asp £ (b Unencrypted comt
&'f hitp://59.63.200.79:8004 GET /Aboutus.asp?Title= 8EE... v i Cross-domain Ref
-§ Aboutus.asp http://59.63.200.79:8004 GET  /Aboutus.asp?Title=A®lul.. i Frameable respon
0 COTENOC N http://59.63.200.79:8004  GET /CompHonor.asp HTML uses unrecc
% Compiiaudizg.gap hito://59.63.200.79:8004__ GET /CompVisualize.asp il |
Feedback.asp - | e —
.B% Img Request Respcnse} | . Response i
- NewsClass.asp 1 Jﬂm] F’aramslHeaders]Hex| | MI Roquest |
D Product.asp GET sAboutus, asp?Title =48I OAC HTTRI,1 O j
i Host: 55 63 20079
[) index.asp sl o ' Sessio
D |ndex_05.jpg Accept-Languags; en &

Connection: close

D index_20.jpg
] index_23 jpg
[ index_24.jpg

Issue: Sess|
Severity: Medi
Confidence: Firm

[ index_25.jpg _ - . " Host: http:/|
Tt [ _Inan aif p— @. |i| | Type a search term 0 matches e

MEFEATTLLEH, Site Map £ 05 I FURL, 3% BMuEKERMIERE, WEREREAR RS R4/ B A3 url
B

AL ERERFE— Ao s W KSR, SRR, ERMMNEANBT DR RML 4, BEEEENER. ETELRNE
50, AT LAEFEREA S, X8 I B AR BEAT 13 /AT UL

B, FATHA PO A B # A Target ScopeH
- Burp Project Intruder Repeater Window Help
| Dashboard | Target | Proxy [Intruder | Repeater | Sequencer | Decoder | Comparer |Extender | Project options | User options |
js&:m ] Scope I Issue definitions |

‘Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders ‘@

kY [: Contents Issues
+ 75 dami_zhifu Host Method  URL ‘Params | Session token in L
| [Dhitp://59.63.200.79:8004 | .50 63 200.79.8004 GET  /Aboutus.asp . () Unencrypted coms
hY hitp://59.63.200.79:8004 GET  /Aboutus.asp?Title=6EE.. v 1 Cross-domain Ref
+ & Aboutus.asp http://59.63.200.79:8004 GET utus.asp?Title=A%lyl... i Frameable respon

R Comptionersp Py (A HTML uses unrecc
D CompVisualize.asp ompHonor.asp

v [ —]
[) Feedback.asp :
[0 Img Response
i @8 NewsClass.asp 1 |Rav Send to Intruder | Advisory | Request
[) Product.asp ety Sendto Repeater Ctri+R g .
([ index.asp = Send to Sequencer ' Sessioj
; “P send to Comparer
D index_05.jpg Azcept - S
[ index_20.jpg corned  Request in browser . | —
ssue: sS
[) index_23.jpg . Engagement tools . :
: : Compare site maps Severity: Medi
[) index_24.jpg B e
- : Add comment | cindence. rm
[) index_25.jpg I e - " Host: http:
; . ighlig » S ) i
) Ingo aif - @ | sl 0 matches - L

& T M ATarget Scopest, M EEHRAILTUER], T EKDE, WTLOERFEMRITERIE, FHFHHTu K58,



H#3% & B Target Scope

Target Scope ™ fE A E R B2, IBH KU, ZJEATSEANF ST S ER RN, 7 UUEE 84 B VL ERBIEBA
A, X B4 B ENLA R AT A

RN BRI E AR L, tin, RRBEBloginE FTHFAER, XNBABATUALE B, iy, (FRSHER
o

SRSk, Target Scope X E T Tl LAz E .

PR ) 3 b PR A Proxy 73 52 H 1 B 45 SR

5 UFBurp Proxy $2 A8 281 5k

Burp SpiderdlUEUme Lk py 7%

Burp Scanner B 33 #i B8 L4/ FH 1) 2 & IR TR

TEBurp IntruderMBurp Repeater H135 & URL

Bt Target Scope BA1Ge 7 E iz H|Burp B Vo E . BIEXN SR, WAL E . 78 Target Scope Mk B H, FEAEHIL
SrTNRE: SVFRLIAD 2 BRI .

Burp Suite Professional v2.1 - Temporary Project - licensed to surferxyz = O X
Burp Project Intruder Repeater Window Help

| Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |

|’ Site map I’Snope] Issue definitions 1

URL paths

control

Include in scope

: Prefix

Edit

Re .
P (2

Load ...

Heo R A 2 Eg, BaEELRNFIRPRRERT. B
USRS T8, WERE B E S MNFIR PSR BN, 5RE B ILEERIIRP BB

BN EZ P MABPHEE. SwE . SXHZANRIER, X EWREBRATT UM, AP, SO, SCfEz40
o BT Pt R LT B IUAE f FERE BREE 5K

BT E T Target Scope  (BRINETARY) , M FBurp Proxy 3T ARFRFLAR, 7RI 5 b i 3 Yo 28 42 3 i 2
B, Burp= B NNEEBIER TR, 88— MERMNENFAER, REFEETargetsl fiiEH.

e {5 i Target T &
F TIRE S A
HBRATF TIRES i Hh B, FEEEUL T EREDE:

1.8 B 38R EABurp ProxyfQH .
2.5 HBurp ProxyfI#2£ 8 h 8¢ .
SFEIHWME, XK, Targets HahieFul AHEIE R

AT G AR TRATAT LURYE B I B4, 8 EMBHTRNE, LREE D B,
{ELR OB R EE B S AU b 75 2 S K A [ AT BB AR, XHEEA R AT H R (B A 0 AR K o



o R B
XA BurpfR BB EANKN R ok md TSRS, RAVEHBIK SR HEEEREE.

LARMNEMENMA RS, FRAARANKS, KSEBENHREFERT T AEKRR, BAKSHreedimrsigesik. naE.
SHEMBARHEFEN, oA R e, BRI BIEENRA R X2 1K,

—RAE =M R:

Fl—MKS, BAERRKMR, HBERRIERERNESR,
PNAFREKS, BAERRRR, LERERIERSERNZESR
PNARKKS, BAHERKRR, LERKIERERNER.

A x l REAT LA

1 EARMNAREIT R DL b AT, WBERLRIRE, fERBENT .

W Burp Suite Professional v2.1 - Temporary Project - licensed to surferxyz - [m| by
Burp Project Intruder Repeater Window Help
Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |

Site mnpl Scope | Issue deﬂnlﬁom]

lFiIter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders ®

* | ohttp://59.63.200.79:8004 N Contents Issues
Y Host Metho
+ @ Aboutus.asp http://59.63.200.79:8004  GET
[ CompHonor.asp http://59.63.200.79:8004  GET
[} CompVisualize.asp || | nttp://59.63.200.79:8004  GET
[ Feel @ http:1159.63.200.79:8004/NewsClass.asp 1//59.63.200.79:8004  GET i
@l 1mg ™24 1 scope 1//59.63.200.79:8004  GET
@ New Scan
D Prod  send to Intruder Ctri+l
D) indel  send to Repeater Ctri+R

[ inde Send to Sequencer
[ inde Send to Comparer

[ ince Request in browser N, v

Ko [ S est | Response | | Advisory | !

D inde Compare site maps iiHeaderf.]Hex] k

D logo_ |lewsClass. asp HTTP/ .1 :‘

) m1j Expand requested items 1 63 200 79 .

[ m15  pelete item (< |*||> Typ 0matches J
B con URLs n s rancr P —

2. BTk R L BRI R B 2 [A)EAT 9, BT CAIRAIAE BC B 72 Hh 7 EE 43 51 48 5€ Site Map 1#1Site Map2.

BHEEM T, Site Map 1 AT A LRTSE.
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B Compare site maps = O 4

@ Site Map 1

Select the source to use for this site map.

| ® Use current site map

U Load from Burp project file
 Load from Burp state file

\

| Szl b
=

- —

3. XM BATHASite Map 1 BE T, WRZEEU S HBRBATEREE — I, WRUEELBRBATE S HIThEE, WEFEE — .

WA, A [Next] .

Rk R L, BAVEINE AR, BATAT LA ik R iR L AT

W Compare site maps - o *

@ Site Map 1

Specify the items to include in this site map. If you want to re-request the site map in a different session context, you should restrict to in-scope items and
—alio-aneuiatbat-the-dafinad-seopg excludes any requests that modify that context, including login and |ogout,

® Use all items with responses

Lodo o b |.

L
T

LlInclude in-scope items only

i Regle | Maxt
4.8 T RELR2Site Map 2 FIECE, X FSite Map 2BATRBEEFF TR, H—MEZ RN EEHATE T REIBurp Suite 35 &id
F, BOMRER R A —RIERMEASIte Map2 X B, RATEESE M5 R.
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B! Compare site maps

@ Site Map 2

Select the source to use for this site map.

 Load from Burp project file

T CIT S rEe I

® Reguest map 1 again in a different session context (configured in Optlions / Sessions)

 Baei: ﬂ
54nF E—BkBFETHE MR, WHEANEREEBRERT,

FERXAN T, BATFEENEBE KA RERES. RGE RS &= 88 B .

B Compare site maps

@ Site Map 2

Specify the options for re-requesting the site map. Ensure you have configured suitable session handling rules for the target tool, in Options / Sessions.
These rules will be applied to requests when re-requesting the site map.

Number of threads: 5
Number of retries on network failure: 3

Pause before retry (milliseconds): 2000

:Baicki'lectl
= J 4

6.% B 5 Site Map 1 #ISite Map 22 )5, ¥HENERIH BICE % & .




T, RATATUBEURLCH B HipHR A, HRBE Rk, HRBody RAILR A 7 8.
B Compare site maps ae m] ¥

@ Request Matching

Select the iterms on the basis of which Burp will match individual requests in one site map with requests in the other site map. The default settings will work
effectively for most situations.

& URL file path (required)

# HTTP method

# URL query string
o Match parameter names only
L lgnore these parameters:

# Request body
& Match parameter names only
o Ignore these parameters:

| Request headears

# lgnore these headers

cuﬁkie, referer, user-agent Edit

Back, | | hext

7 BEERILE KA, HERANNE LB E S .
FERXANFE L, FATAT DL B R AR B AT 2 T B AT LB

MNTERMATUE S, FEAmMNL. formBHEE. Ttk MIME 8. & [Next] .

W Compare site maps - il 3

@ Request Matching

Select the items on the basis of which Burp will match individual requests in one site map with requests in the other site map. The default settings will work
effectively for most situations.

i URL file path (required)
B HTTP method
# URL query string
M Match parameter names only
[Ilgnore these parameters:
| Edit
# Request body
# Match parameter names only
i Ignore these parameters:
target, __ eventvalidation, _ viewstate | Edit
[ Reguest headers
@ ignare these headers

cmm referer, user-agent - Edit

| Bagk | hexr .

8. WIRIANZ BT RN & v AT LB, B REFHEH &AL —IKMENSite Map2 752, T 5N B2 & AME SR IR EHE in#k
W, WRY RINEEIEROERE D, MRREN A .

WTHE.



B Compare site maps

Map 2

* hittp://59.63.200.79:8004
+ | hitpu/idetectportal firefox.com
[ hittp: /e thsougquan.com

= | 4
(@) [Fitter: Showing all items () Key: |Wiodified) [D8IEHEE| Aoded w Sync selection
Map 1
| hittp://69.63.200.79:8004 ' Host Method  URL i | Response
» | hittp://detectportal firefox.com |nttp://59.63.200.79:8004 GET /lefibg.gif Params | Headers | Hex |
+ 1 hittp:/hwanw thsouguan.com hitp://59.63.200.79.:8004  GET fline2 jpg R e
hitp:if69.63.200.79:8004  GET fmenu2_04.jpg Host: 50,63 200,79 6004
| hitp://59.63.200.79:8004  GET fny_024.jpg e e
hitp://59.63.200.79:8004  GET fny_03.jpg Accest. imagetvetp.
ArcEpHLanguage
hitp:/f59.63.200.79.:8004 fny_07 jpg NPT gR0 8,2 TW.ge0, 7 Z0-HI =0, 5, an-US, g=0. 3
hittp:/f59.63.200.79:8004 fshownews.asp anq=0.2

Arram-Facednn azn_dnfnin Li

3 @ £ |L| |i| Type a se: 0 highlights

|Host |Method | URL 8 L E Response ;
http://59.63.200.79:8004 GET imenu2_04. jpg 3 Params I Headers iH“]

| hitp://59.63.200.79:8004  GET fny_024.|pg 7| 80,0 Gecka 20100101 Firslowsn D .
http:/f59.63.200.79:8004  GET fmy_03.jpg Accept. Imageiwebp,'r”

hitp://59.63.200,79:8004  GET fny_07.jpg | ettt SO
gt 1180 22 A 70009 - 7 @) (=] #]| 2] Type a se: 0nighiights

| Changs options | | Glosy |

O M EEEATATLUE R, o mtEK S I EA AR IE 384, THBEA. F. A=RHEMR.

L RVE R EERFIR, JiEASite Map 1 #Site Map 278 B2k, HILAHEEHAER.

LRAVEFESite Map 13EKH BiL T, BRilE B3hikESite Map 2523 RiffiETk, XREA AN [FEDEE] AEHEES]
#, R, EAUKEEEMAXE, 2 H3)ERSite Map 15Site Map 2BEHEMNZESR, SEERBEENNEHEE, FEER

3t 77 FH R B bR H R

B Compare site maps

= O w

@ (Filter: Showing all items

|® Key: [Nodified |BEEIEE| Added  Sync selection |

Map 1

| hitp://59.63.200.79:8004

+ 7| http://detectportal firefox.com
+ 1 hitp: i thsougquan.com

TR I

Map 2

| http://59.63.200.79:8004
» || hitp://detectportal firefox.com
= | hitp:/fwww_thsougquan.com

W 1 23

| Host Method  |URL *||Request|Response |
g - | .
htip:/59.63.200.79:8004  GET flefibg gif rmm— e
hitp://50.63.200.79:8004  GET fline2.jpg TR K 5
http://59.63.200.79:8004 GET fmenu2_04.jpg Hast: 59 63 200 758004 |
. . . Liser-Agant Mozdla’® O [Windows HT 10.0; Wandd, «64
b i e e /ny_024.jpg rv:80 ) Gacke/20100101 Firefaxa0. 0
hitp:/(50.63.200.79:8004  GET fny_03.jpg Aot imagamets, T
http://69.63.200.79:8004  GET iny_07 jeg s

Zh-CH zhig =06 Th-TW,g=0 7, zh-Hi q=0 5 an-LESig=0 3,

http://69.63.200.79:8004 [shownews.asp =02
Aceeel-Frandng arin deliabs L
@ [ =) * /= Type a se 0 highlights
HRICRXIE iR Xt
Host | Method |LlRL 4l E Response
hitp://56.63.200.79:8004  GET /menu2_04 jpg 3 E—]Pmm T
http://59.63.200.79:8004  GET Iny_024.jpg e q
http://59.63.200.79:8004 GET Iny_03 jpg Accept. imagafeetn, ' f
Actept-Language
hitp://59.63.200.79:8004  GET iny_0T.jpg SEONEE N e s e s
im (ER 2 AR TRANOL oo 2 = @ 15| || = | Type a se¢ O highlights

[ Change options | | Close




BAKRE — T Analyze Targetf I : 1. 55, BATELH A&, #TFF Analyze Target.

B Burp Suite Professional v2.1 - Temporary Project - licensed to surfertyz - ] »
Burp Project Intruder Repeater Window Help
{Dashbnard m Proxﬂlntrudeﬂ RepeaterTSequencerI DecoderTComparerT Extender IF'rojeet options iUser options 1

‘?J_ﬁm_mmdl Scope [Issue definitions '
1 Fitter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders @
R~ hitp://69.63.200.79:8004 A Contents Issues
Y 7, http://59.63.200.79:8004/ — =
~ i Aboutl Ak Ih NeDpe hittp://59.63.200.79:8004  GET

D Comp Scan

httn /59 A2 200.79:8004 GET

Engagement tools Search

GET
[) Feedb Compare site maps Find comments GET
[ Img Expand branch Find scripts / GET
22 News Expand requested items Find references
[+ D Produ CO”EPSE branch Analy_._‘-'g targﬁﬂ
§ [ index. Delete host Discover content
[ index|  Copy URLs in this host Schedule task
[ index_ Copy links in this host Simulate manual testing
[ index | Save selected items =

[*%—F —
D | | el [paon

0O Iogo.é Show new site map window IRHI Headers | Hex |
1 O mjp Site map documentation EE:: M:-;sf:sns;sp HTTRA 1 E
1 D m135.jpg - @ u” + ||i] Typr 0 matches

2AEBBK RIS, RAIGEFEZMA. 3185URL. HEURL. SH4NMILE.

[ Targel analyzer | bitpo 5963200 752004/ = O
| Dynamic URLS | Static URLS | Parameters |

@ Number of dynamic URLs: 3
MNumber of static URLs: 32
Total number of parameters; 3

Number of unigue parameter names: 3

Note: This analysis is based on the cumrent contents of the site map, and no new requests have been made. Only parameters within the query string and
request body are included in the analysis. URLs identified as "static" are those which do not take any parameters, though their responses may still be
dynamically generated.

| Save report |

MMM E LB RS LT REAISURLEE . BSURLEE. SHNEE. W—KNSHLHE, BEXEER, AT AT
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4 FFURLE R T E S SHURLIERMNEHE, BEMK TARRE, JREhE—FEEN, TheErtkHE B s

B

! Target analyzer | httpy//59.63.200.7%:8004/

| Summary | Dynamie URLS | Static URLs | Parameters |

Host « URL |Method |Params
http://59.63.200.79:8004 /Aboutus.asp 1
http://59.63.200.79:8004 NewsClass.asp 1
hitp://59.63.200.79:8004 fshownews.asp GET 1

| Request| Response | Parameters |

H Params ] Headers m

GET /MawsClass asp?BigClass=Eo0uBATA HTTRM 1

Hast 5353200766004

Accap-Encoding: gzip, deflate

Acoapl "

Accapt-Languaga: en

Ligar-Agent Mozilla's 0 (compalible; MSIE 9.0, Windows NT 6 1, Wirdd, sfd TrdentS D)
Connacion: clogs

@ L=\ * || = | Type a search term

5. 8B URLILE R KB .

6.SHUEE EH T =AM, LHASHENSEHLATX, IR0 LUEE S 56 RS T 8, XHER RS 80T
ot HEASES TRMERBRSIR, BN TRSEE - ROERILS; TEAR - REMRSES, HRHEEMMEHEBK

HHER.

W Target analyzer | hitp://59.63. 200756004/

| Summary | Dynamic URLs | Static URLs | Parameters |

Name « Number of URLs

BigClass 1

Title 1

id 1

|Hm|1 iz URL |Method |Params |Value [Title]
|http://59 63.200.79:8004 IAboutus.asp 1 BEEM0%e
[ELS =

|Request|Response | Paramsters

M Params l Headers |E|

GET tAboutus asp T Tites aESadies HTTRM 1

Host: 59 62 200 76 B004

Accept-Encoding geip, deflate

Accept: 't

Accepl-Lenguage. en

User-Agent Mazilla’s. 0 {competible;, MSIE 5.0, Windows NT 6.1, Windd, «54. TridertS.0)
Cannechon: clse

'@ |i||i_ =] Type a search term

M RBE T IIRER, TEER, IR R X mit B o fERURLET 4, WRFELURLRAE LR, WASHD
PrEl. R, ERREAT, FERASAERAES, WRERKNURLFANHEESH, WA LEXH, R aeaMEESURL

R
REZEOHEE, AlRR%
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