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BugScaner: http://whatweb.bugscaner.com/look/

= R/IWL: hitp://www.yunsee.cn/finger.html

WhatWeb: https://whatweb.net/

WAF

wafth i web Sz F B ki, il it — & 5160 hitp/https Y] 22 42 SRS SR & 7 aweb S A S S R4 B — 3K dh . waffi 3R — R &4 2
w%, BIA—BB B waff s —BiEM R S B E#. ..
W 75 ¥

# nmap
root@kali:~# nmap -p 80,443 --script=http-waf-detect 14.215.177.38
root@kali:~# nmap -p 80,443 --script=http-waf-fingerprint 14.215.177.38

# wafOOwrER il waf
root@kali:~# wafwO0f -a www.baidu.com
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# nmap -p 80,443 --script=http-waf-detect 14.215.177.38
Starting Nmap 7.80 ( https://nmap.org ) at 2020-02-20 13:48 CST
Nmap scan report for 14.215.177.38
Host is up (0.094s latency).

PORT STATE SERVICE
8o/tcp open http
| http-waf-detect: IDS/IPS/WAF detected:
| 14.215.177.38:80/7p4yled4d3=<script=alert(document.cookie)</script=
443/tcp open https
| http-waf-detect: IDS/IPS/WAF detected:
| 14.215.177.38:443/7p4yle4d3=<script=alert(document. cookie)</script=
Nmap done: 1 IP address (1 host up) scanned in 5.42 seconds
# nmap -p 80,443 --script=http-waf-fingerprint 14.215.177.38
Starting Nmap 7.80 ( https://nmap.org ) at 20206-02-20 13:49 CST
Nmap scan report for 14.215.177.38
Hos up (0.0865 latency).
PORT STATE SERVICE
80/tcp open http
443/tcp open https ttps:/iblog.csdn.net/whoim_

# wafwodf -a www.baidu.com

404 Hack Not Found

405 Not Allowed
403 Forbidden
502 Bad Gateway 500 Internal Error

~ WAFWOOF : v2.1.0 -
The Web Application Firewall Fingerprinting Toolkit

[*¥] Checking https://www.baidu.com
; Detection results:
[¥] The site https://www.baidu.com seems to be behind a WAF or some sort of securi
ty solution
The server h rent when an attack istgetsctetdn.
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