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FRLR: CTE_Writeup X EARSE: &2

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/qq_43431158/article/details/109514249

FERAL

-

CTF_Writeu BN APALE

32 fXE 4TI
BB

Hl &
SRFRERIEDL, ARBEN, LFT%=, FrRus@isrs, REERHMSCET .
MISC

0x00: passwd(50pt)

#R: we need sha1(password)!!!

v 1.00 GB (1,073,741,824 579)
i FEZS(E]: 1.00 GB (1,073,741,824 579)
EaKR, SERAMENFIIET

RE-THBRER

volatility -f WIN-BU6IJ7FI9RU-20190927-152050.raw imageinfo



https://blog.csdn.net/qq_43431158
https://blog.csdn.net/qq_43431158/category_8863421.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_43431158/article/details/109514249
https://blog.csdn.net/qq_43431158/category_8863421.html

root@lemon: /home/lemon/% B # volatility -f WIN-BUGIJ7FI9RU-20190927-152050.raw imageinfo
Volatility Foundation Volatility Framework 2.6
INFO : volatility.debug : Determining profile based on KDBG search ...
Suggested Profile(s) : Win75P1=86_23418, Win7SP@=86, Win7SP1=86_24000, Win7SP1x86
AS Layerl : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (/home/lemon/$% & /WIN-BUGIJ7FI9RU-28190927-152058.raw)
PAE type : PAE
DTB : ©x=185000L
KDBG : @=x83f61c28L
Number of Processors : 2
Image Type (Service Pack) : 1
KPCR for CPU @ : @x83f62ce@eL
KPCR for CPU 1 : @xBB7ca@d@elL
KUSER_SHARED_DATA : @xffdfeeeaL
Image date and time : 2019-09-27 15:20:52 UTC+0000
Image local date and time : 2019-09-27 23:20:52 +0800 ; » , - A A
root@lemon: /home/lemon/= & # | https:/fblog.csdn.netigg_43431158

HIE—-THPREBEER

volatility -f WIN-BU6IJ7FI9RU-20190927-152050.raw --profile=Win7SP1x86 printkey -K

root@lemon: /home/lemon/ % & # volatility -f WIN-BU6IJ7FI9RU-20190927-152050.raw —profile=Win75P1x86 printkey -K "SA
M\Domains\Account\Users\Names"

Volatility Foundation Volatility Framework 2.6

Legend: (S) = Stable (V) = Volatile

Registry: \SystemRoot\System32\Config\SAM
Key name: Names (S)
Last updated: 2019-89-19 ©2:36:21 UTC+0000

Subkeys:
(S) Administrator
(S) CTF
(S) Guest

Values: T ; Y LYPT
Rgefzoug : hitps://blog.csdn.netlgq_43431158

RME—ANCTFRAF, BETRKR—TCTFHFKWBEAE

RRUK . wvolLd 1 -
root@lemon: /home/le tility -f WIN-BUBIJ7FI9RU-20198927-152850.raw —profile=Win75P1x86 hashdump
Volatility Foundation Veolatility Framework 2.6
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7eBc@89cB 2 ::
Guest:501:aad3b435b51404eeaad3bs35b51404ee:31d6cfeBd16ae931b73c59d7e@cBB9cO 2 :
CTF:1000:aad3b435b51404eeaad3b435b51404ee:0a640404b5c386ab12092587 fel9cdB2 1 ::

FELWFE— TR AT

Oabeeca0f4060a9bf3423d0asf1a91a0 123.Qaz

91825e53a882b3877aee86c9397fb719 Airport2

| hitpsidblog.cedn.net/qq_43431158
o)

Entrez un mo our générer un NTHash ici

0x01: fE L2 [H]




o EEEEAh 2R PEMRIE CRC32 BRRA—FARE

l

Dﬂagtxt * 90 m 2019/10/1 0:42 CFE41AZB
E mingwen - BllZ txt * 1,217 801 3 2019/10/1 0:17 CB155F54
E mingwen.txt * 1,217 813 STESTY 2019/10/1 0:17 CB155F54

RTZAT P LB SRR B Bl A SO, ROy, FHFMZME RSzt RSO T, R S i R AR, Ao
I SO BN AR — AT RERIXANR B L AT IS K, M FRflag. bt B AT

BRI AN 123%asd!0 , ZJEITHHflag bSO R I INE, keylE N5, fWts— FHATLAT .

0x02: i 72
R BOUFEflagieE T, fREEEEG

ST —MRER, S ThitpRHE—T

(M [bee B ] R
Ho. Tine Source Destination Protocol Length Info L
119:01:39.978138 192.168.32.129 101.75.247.141 HTTP 608 GET /edgedl/release2/chrome/AKTHSmMTDVBaGx8-HIukcAVM 80.0.3987.163/80.0.3987.163_80.0.3987.149_c..
99 10:01:40.128470 161.75.247.141 192.168.32.129 HTTP 1248 HTTP/1.1 206 Partial Content

110 19:01:40.431335 192,168,32.129 192.168.31.51 HTTP 5@5 GET / HTTP/1.1

113 19:01:40.432241 192.168.31.51 192.168.32.129 HTTP 1459 HTTP/1.1 200 OK (text/html)

115 19:01:40.515141 192.168.32.129 192.168.31.51 HTTP 420 GET /assets/css/main.css HTTP/1.1

117 19:01:40.515648 192.168.32.129 192.168.31.51 HTTP 439 GET /images/banner.jpg HTTP/1.1
+- 216 19:01:40.526045 192.168.31.51 192.168.32.129 HTTP 248 HTTP/1.1 200 OK (JPEG JFIF image)

233 19:01:40.595360 192,168.32.129 192.168.31.51 HTTP 409 GET /assets/js/jquery.min.js HTTP/1.1

23519:01:46.595719 192.168.32.129 192.168.31.51 HTTP 418 GET /assets/js/jquery.scrollex.min.js HTTP/1.1

250 19:01:40.596481 192,168.32.129 192.168.31.51 HTTP 417 GET /assets/js/jquery.scrolly.min.js HTTP/1.1

259 19:01:40.596708 192.168.31.51 192.168.32.129 HTTP 1103 HTTP/1.1 200 OK (application/javascript)

294 19:01:40.597536 192.168.31.51 192.168.32.129 HTTP 1136 HTTP/1.1 200 OK (application/javascript)

310 19:01:40.598760 192.168.32.129 192.168.31.51 HTTP 444 GET /images/spotlightel.jpg HTTP/1.1

345 19:01:40.,599892 192,168.31.51 192.168.32.129 HTTP 632 HTTP/1.1 200 OK (JPEG JFIF image)

412 19:01:40.755963 192.168.31.51 192.168.32.129 HTTP 1482 HTTP/1.1 208 OK (application/javascript)

453 19:01:40.764794 192.168.31.51 192.168.32.129 HTTP 1372 HTTP/1.1 200 OK (text/css)

FEFERARTE, HiEkhtpSHERERH 4



M Wireshark - & - HTTP ¥#&51%= — O X

HE ENE PSR KN STPEE, Z
99  r2---sn-bvnOo-jgxl.gvti.com application/octet-stream 95 kB 80.0.3987.163 80.0.398
113 192.168.31.51 text/html 16 kB Y

216 192.168.31.51 image/jpeg 34 kB banner.jpg

259 192.168.31.51 applicationfjavascript 2257 bytes jquery.scrollex.min.js
294 192.168.31.51 applicationfjavascript 831 bytes jquery.scrolly.min.js

345 192.168.31.51 image/jpeg 30kB spotlight01.jpg

412 192.168.31.51 applicationfjavascript 88 kB jquery.min.js

453 192.168.31.51 text/css 189 kB main.css

468 192.168.31.51 applicationfjavascript 1851 bytes browser.min.js

471 192.168.31.51 applicationfjavascript 2439 bytes breakpoints.min.js

485 192.168.31.51 applicationfjavascript 12 kB util.js

494 192.168.31.51 applicationfjavascript 7568 bytes main.js

544 192.168.31.51 image/jpeg 40 kB spotlight02.jpg

562 192.168.31.51 image/jpeg 35kB spotlight03.jpg

618 192.168.31.51 text/css 55 kB fontawesome-all.min.cs
627 192.168.31.51 image/jpeg 3196 bytes 01.jpg

634 192.168.31.51 image/jpeg 3948 bytes 02.jpg v

SHE, B—Aindex-demo.htmizCf:, ITH RILA BIRAF—Ebase644mi

<h1>5tory</h1>

<p class="major >HERERKLflagBHAXFTET (¢ L' 0SSR B H</p>

PR S S SV O VLY VD VD VLY VLG VD SVB VYBp>

<ul class— act J.cms qta k d"»

k0+90e+9pekTgo+9pSnvvonvvp7116hTaxagCm==

KO+80F /vWKA7KSJvvKBf77yg0yko77ygX++80DspCr==

KCtfKyk/KOOAgj7vuL88KV/0OuCjjgII+771i/PClfzrgk

bygq77+j4pa977+jKinjg5bjgpwK

77yCT7YTI77y+77yNTTy+77y 17 7yeKOKVr+KuveKVsCAp5aW96aazfnak

AA09KOKCVH++N+KWVe++nynjga4077yg77y+77yQ77y+KQp=

KF5e44Kezqgo77+j401A77+jKc60KuKYhSzCsCo6LuKYhijvvePilr3vveMpLyQ6Ki7CsOKYhSoga4CCCp==
flwodomn4pag4ommKS9+byhedpagXilvkKMKs4oC/wquwpKCriiafvulbiiaYpKSjvvePilr3vveMqICnjgp7ilLPilIHilLMo4phvA4oC14pahdoCyKeKVr++4teKUu+KUgeKUuwp=
ApSzApSB4pSzIO0D]igga4KclLeOCN0ODjingsqBf4LKgCn==

ALKgX+CyoCjila/iglXilqHigLIp4pWv54K45by577yB40Ci40Ci40CiKu+9NUKX]jyjCrF/CrCApCp==

KOODjuOBuO+/0+0AgS1vKO+/0+KUsO+/ oyop44Ke4pWwKOiJueeav+iJuSAp77yI7712Xu+4tu+8iSgqlo+/o++4v++/oyko77+jzruoT++/oykK
KO++n9CU776fKinvvonilat877+jfF8gPTM04400772A01Qp4400K0KASTCOT772AZ4MpZAMO7 7+1771/ZKvMy++/0uKYhinvvZ4044CAVOODrVQpzAMBKCDigLXilgHigl IpPuKUgOKUgAo=
KMKsX8KsIiko77+j77mP77+]j77ybKSjila/CsOKWoCKw77yJ4pWv7711I0KUu+KUgeKUu+0DvSjjgpzilr3jgpz jgIAp77yNQzwolzvil4c7KS9+K00DMO+9pV/ vvalpa40Y4pSz4pSB4pSzCu==
ALKgX+CyoCjila/iglXilqHigLIpapWv54K45by577yB40oCidoCi40CiKu+9nuKXjyjCrF/CrCApCo==

Z R EA it base64Fa T (s, ERMUIEALDT) , M EFERMA, HEEBHBRATUT

XY K E T SNOWRRE, BN H—TSNOWRE

HEFEREHERS THRR
<NL>>TOry</ni>

<p class="major >WEREHICfLlagB A FTET (o'’

" BB
PP B VS VVY VO VVY VS VS @

¢nl rlass="artinns starked">»

BB </p>
3

3
TP VOD VO SVS VBB

Github#— T LR, BEIK lorrie Mzl 2% H

SNOW.EXE -p lorrie -f index-demo.html shy.txt

5 Flflag
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EXFHEAEERANE, FLLERELE—PRE, REWMBR, Bt E B %l

b R I R P e [ R U A B E I L L P I Y )

7B33E39B5105FB4AZ953A0CETIC3378 MHpSTIDIoS NABYIN_A983 ”

w445 %lflag
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