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def num2str(i):
return ("%02x"%i).encode()

def postfix_str(postfix,iv,index):
res_ =b"™
for i in range(int(len(postfix)/2)):
res_ = num2str(int(postfix{len(postfix) - (i+1)*2:len(postfix)-i*2],16)"int(iv[32-(i+1)*2:32-i*2],16)"index) + res_
return res

def brute_one(IV,encryp_text,client,index,postfix):
for i in range(256):

if index ==

if i == IV[-1]:

continue

if i ==

print("[*] append:",postfix_str(postfix,IV,index))
iv = b"41"(16-index) + num2str(i) + postfix_str(postfix,[V,index)
data_to_send =iv + encryp_text + b"\n'
client.send(data_to_send)
data_respond = client.recv(1024)
# print(i,int(iv[32-index*2:32-index*2+2],16)Aint(IV[32-index*2:32-index*2+2],16),data_respond)
if b"padding error" in data_respond:

continue




se:
return num2str(iNint(IV[32-index*2:32-index2+2],16)Andex)

if _name__ =="_main__ "
client = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
client.connect(('183.129.189.62', 13706))
data = client.recv(1024)
print(data)
¢ = data.decode().split("\n")[0].replace("Hey, new! Your passport is ","")[:64]
IV= ¢[:32].encode()
encryp_text = c[32:].encode()
print("[*] IV:",IV)
print(type(IV))
postfix = b""
for index in range(0,16):
one = brute_one(IV,encryp_text,client,index+1,postfix)
postfix = one + postfix
print("[*] postfix:",postfix)

payload = b""
admin = b"Admin"
for i in range(5):
payload += num2str(admin[i] * int(postfix[i*2:i*2+2],16) ~ int(IV[i*2:i*2+2],16))
foriin range(5,16):
payload += num2str(11 2 int(postfix[i*2:i*2+2],16) ~ int(IV[i*2:i*2+2],16))
print(type(payload))
print(payload)
print(len(payload))
payload += encryp_text + b'\n'

client.send(payload)
print(client.recv(1024))
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rom Crypto.Util.number import *

lag = open("flag.txt","rb").read()
m=Ilibnum.s2n(flag)
p=getPrime(1024)
g=getPrime(1024)
n=p*q

e=65537
c=pow(m,e,n)
phi=(p-1)*(a-1)
d=gmpy2.invert(e,phi)
dp=d%(p-1)

print dp,n,e,c

#843730692101736900476292268786861440170521293539310111128808923793610354925160661593941154822892910259329157870
7763399979100284618900440804368598685635981223022223316549364507445976574890189851811538408425814348350882307911
5319711227124403284267559950883054402576935436305927705016459382628196407373896831725 22000596569856085362623019
5739952401437208903806785812994112136888575846129530141228799958088168722210328057341513434589217193343601940248
9037707552168039967853365511426100071610687061008335647862144554184012444745994332257774026840721795008121713005
5057926816065068275999620502766866379465521042298370686053823448099778572878765782711260673185703889168702746195
7792503736425053757259252137968484955188784907860353630940865202570200215478270737685986001519287874341530036750
9625479224501421704460744089069419098916231884610438531164612334379514948994625122177403048442458184684114181960
1874562109228016707364220840611 65537 148742710646699185811780660472074955515704215752602981160388638774244995006
2692085586326119426416985067820660414431431817182936757568872659332386314566424118916782099660156138915981987373
4368810449011761054668595565217970516125181240869998009561140277444653698278073509852288720276008438965069627886
9728391461991024978748184734549320123742519328641187840650648859874164081423625773229060633207262413132521723825
1979369151336090979664502835325731704408670811416331332895283037806734216467505519542872833522224209429073129211
3709866489975077052604333805889421889967835433026770417624703011718120347415460385182429795735

AT P IRE — (5 2.

m = flag # mH ()8 =2 flag ¥ B ¢ 5

n=p*q# XMRHEMH FiTRSAR 1% IEfE

e = 65537 # iR T, 65537 /NMAK, BAIFERERASRRILHE

¢ =pow(m,e,n) # X B H R MAKRSAINZE T, WREHd, FLUEET m = pow(c,d,n)@HBASC, HH, (e,n)2A4%H, d2FH.

phi = (p-1)*(q-1) # X B HE Tl RA RS, BE—T, RNRBERNT ANEEZLEHEFNE, R KAREEZE B S m—, MM
ASRBARTRAIEL, B R RRFE BR B0 A P AR B B — AR 3

d = gmpy2.invert(e,phi) # X Bl 2K FERphi T S5e BRI, BaFMEHI

dp =d % (p-1) # Bt dX} (p-1)3KR &

ﬁﬁﬂ%“jtz

e,c,nEL 4, dp=d % (p-1)E41, Km

AT S B — AR

WNFEREFa. b (FRERRE ,

N i B
4 T b

TRAIFIE, dfefE FRphi T REER), Fril:



dx
F i,
(dp* ., 1\—%7%(0-1)3@{%&; E.Dx%%#(o l_'lzﬁﬂ, ﬁéﬁ]l%ﬂiﬁ_‘, I FWLIR R 1 error

UL k

fE AT«

f#enconding:utf-8
@Author: bOring
@MySite: https://unnamebao.github.io/
@Date: 2019-11-10 12:36:18
@Version: 1.0.0

import Crypto.Util.number as number
def fastpow(Co, CoCo, CoCoCo):
CoCoCoCo =1
while CoCo !=0:
if (CoCo & 1) ==1:
CoCoCoCo = (CoCoCoCo * Co) % CoCoCo
CoCo >>= 1
Co = (Co * Co) % CoCoCo
return CoCoCoCo

def gcd(num_1,num_2):
p,g=max(num_1,num_2),min(num_1,num_2)
if g==0:
return p
r=p%q
return ged(q,r)

def EX_ GCD(a,b,arr): #3 REX JLE S
if b==0:
arr[0] =1
arr[1]1=0
return a
g = EX_GCD(b, a % b, arr)
t = arr[0]
arr[0] = arr[1]
arr[1] =t - int(a // b) * arr[1]
return g

def ModReverse(a,n):
arr =[0,1,]
gcd = EX _GCD(a,n,arr)

return (arr[0] % n +n) % n
else:
return -1

dp = 843730692101736900476292268786861440170521293539310111128808923793610354925160661593941154822892910259329157
8707763399979100284618900440804368598685635981223022223316549364507445976574890189851811538408425814348350882307
9115319711227124403284267559950883054402576935436305927705016459382628196407373896831725

n =2200059656985608536262301957399524014372089038067858129941121368885758461295301412287999580881687222103280573




4151343458921719334360194024890377075521680399678533655114261000716106870610083356478621445541840124447459943322
5777402684072179500812171300550579268160650682759996205027668663794655210422983706860538234480997785728787657827
1126067318570388916870274619577925037364250537572592521379684849551887849078603536309408652025702002154782707376
8598600151928787434153003675096254792245014217044607440890694190989162318846104385311646123343795149489946251221
774030484424581846841141819601874562109228016707364220840611

e = 65537

c = 1487427106466991858117806604720749555157042157526029811603886387742449950062692085586326119426416985067820660
4144314318171829367575688726593323863145664241189167820996601561389159819873734368810449011761054668595565217970
5161251812408699980095611402774446536982780735098522887202760084389650696278869728391461991024978748184734549320
1237425193286411878406506488598741640814236257732290606332072624131325217238251979369151336090979664502835325731
7044086708114163313328952830378067342164675055195428728335222242094290731292113709866489975077052604333805889421
889967835433026770417624703011718120347415460385182429795735

# tmp1 = (dp *e) -1

or i in range(65537)[::-1]:
if (dp*e-1)%i == 0 and number.isPrime((dp*e-1)//i + 1):

p = (dp*e-1)/li + 1
break

q=n//p

phi = (p-1)*(g-1)

d = ModReverse(e,phi)

m = fastpow(c,d,n)

print(number.long_to_bytes(m))
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import Crypto.Util.number as number
def fastpow(Co, CoCo, CoCoCo):
CoCoCoCo =1
while CoCo !=0:
if (CoCo & 1) ==1:
CoCoCoCo = (CoCoCoCo * Co) % CoCoCo
CoCo >>=1
Co = (Co * Co) % CoCoCo
return CoCoCoCo

def gcd(num_1,num_2):
p,g=max(num_1,num_2),min(num_1,num_2)
if g ==0:
return p




return gcd(q,r)

def EX GCD(a,b,arr): # JRBXJL .15
if b ==0:
arr[0] =1
arr[11=0
return a
g = EX_GCD(b, a % b, arr)
t = arr[0]
arr[0] = arr[1]
arr[1] =t - int(a // b) * arr[1]
return g

def ModReverse(a,n):
arr =[0,1,]
ged = EX_GCD(a,n,arr)
if gcd == 1:
return (arr[0] % n +n) % n

else:
return -1

dp = 843730692101736900476292268786861440170521293539310111128808923793610354925160661593941154822892910259329157
8707763399979100284618900440804368598685635981223022223316549364507445976574890189851811538408425814348350882307
91156319711227124403284267559950883054402576935436305927705016459382628196407373896831725

n =2200059656985608536262301957399524014372089038067858129941121368885758461295301412287999580881687222103280573
4151343458921719334360194024890377075521680399678533655114261000716106870610083356478621445541840124447459943322,
5777402684072179500812171300550579268160650682759996205027668663794655210422983706860538234480997785728787657827
1126067318570388916870274619577925037364250537572592521379684849551887849078603536309408652025702002154782707376
8598600151928787434153003675096254792245014217044607440890694190989162318846104385311646123343795149489946251221
774030484424581846841141819601874562109228016707364220840611

e = 65537

c = 1487427106466991858117806604720749555157042157526029811603886387742449950062692085586326119426416985067820660
4144314318171829367575688726593323863145664241189167820996601561389159819873734368810449011761054668595565217970,
5161251812408699980095611402774446536982780735098522887202760084389650696278869728391461991024978748184734549320
1237425193286411878406506488598741640814236257732290606332072624131325217238251979369151336090979664502835325731
7044086708114163313328952830378067342164675055195428728335222242094290731292113709866489975077052604333805889421
889967835433026770417624703011718120347415460385182429795735

mp = fastpow(e,e*dp,n)-e

p = gcd(mp,n)

qg=n//p

phi = (p-1)*(a-1)

d = ModReverse(e,phi)

m = fastpow(c,d,n)
print(number.long_to_bytes(m))
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