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BRERBESZIFE:
WebGoatj i 2k > 15

https://github.com/WebGoat/WebGoat
https://github.com/WebGoat/WebGoat-Legacy

Damn Vulnerable Web Application(#§iiZ: > F &) https:/github.com/RandomStorm/DVWA

B NS P4 hitps://github.com/Audi-1/sqli-labs

Fnode4s 5 MIRFAZ > F 4, like OWASP Node Goat https:/github.com/crOhn/vulnerable-node
HRERE . 5O AR Nmap hitps://github.com/nmap/nmap

A 1 R % 394 88 https://github.com/SkyLined/LocalNetworkScanner

T4 1383 hitps://github.com/lijiejie/subDomainsBrute

JRIF B 433888 hitps://github.com/jh00nbr/Routerhunter-2.0

AR B BRI A https://github.com/lijiejie/BBScan

WafR B T B https:/github.com/EnableSecurity/wafw00f

EEMETHE  HTHHM, &EHKLlemail. phone. usernameffIiE M i BT A M3k K 515 B hitps:/github.com/n0tr00t/Sreg
Githubfs B84, FISERMRAMBEWgitRHT L 44H RERFEK 5 %5545 B https://github.com/sea-god/gitscan
github Repofg B4 T A https:/github.com/metacOrtex/GitHarvester

WEB: webshell k& %E https:/github.com/tennc/webshell

B3%E UL FwebXdi A https:/github.com/brianwrf/hackUtils

webiziE /N T B K&4 hitps://github.com/rootphantomer/hack_tools for me

XSSHiEEWF & https://github.com/firesunCN/BlueLotus_ XSSReceiver

XSSECSRFI A hitps://github.com/evilcos/xssor

Short for command injection exploiter, web [ fiy &¥E AN T & https:/github.com/stasinopoulos/commix
38 FEyE N\ T B https://github.com/sqlmapproject/sqimap

WebfRH, Eidhn#Esqlmap apii#tirsqliSzi Ml https:/github.com/zt2/sqli-hunter

HhR HF B 3% 7 hitps://github.com/Chora10/Cknife

gitit EFIFHEXP https:/github.com/lijiejie/GitHack

P AR BT HELE hitps://github.com/beefproject/beef
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B stk 8t WAF A hitps://github.com/khalilbijou/MVAFNinja

httpfr 4T % P 5, 7] AN A 4T i B 3% & FihttpiE SR (ZRLIFCurl)  hitps://github.com/jkbrzt/httpie
55 8% R 88 hitps://github.com/firebug/firebug

— I IEWAF https://github.com/SpiderLabs/ModSecurity

windowsi%i5iE T H: windowsiBiE# 8 hitps://github.com/gentilkiwi/mimikatz
Powershellizi% i & 4£ https://github.com/PowerShellMafia/PowerSploit

Powershell tools &4 https://github.com/clymb3r/PowerShell

Fuzz: WebIFuzzT. & https://github.com/xmendez/wfuzz

HTTP& iR, #EEZTH A https://github.com/lijiejie/ntpwdScan

IR R BEHHESE:  msf hitps://github.com/rapid7/metasploit-framework

Poci FIHE4E, W jn#Pocsuite,Tangscan, Beebeeto% https:/github.com/erevus-cn/pocscan
Pocstite https://github.com/knownsec/Pocsuite

Beebeeto https://github.com/n0trO0t/Beebeeto-framework

JRIAPOC&EXP: ExploitDBE 7 githR 4 https:/github.com/offensive-security/exploit-database
phpIR AR 4 #7 hitps://github.com/80vul/phpcodz

Simple test for CVE-2016-2107 https://github.com/FiloSottile/CVE-2016-2107
CVE-2015-7547 POC https://github.com/fiserna/CVE-2015-7547

JAVA K FFHLPOCAH & T B https:/github.com/frohoff/ysoserial

JAVAR F5IHLEXP https://github.com/foxglovesec/JavaUnserializeExploits

Jenkins CommonCollections EXP https://github.com/CaledoniaProject/jenkins-cli-exploit
CVE-2015-2426 EXP (windows N #$2£4%) https:/github.com/viad902/hacking-team-windows-kernel-lpe

use docker to show web attack(php s {443, & 45 & phpinfo getshell BA K& ssrf4 & curl 15 F i 7R)
https://github.com/hxer/vulnapp

php7 217 5K iADemo &M< T B
https://github.com/GoSecure/php7-opcache-override

XcodeGhostR B A hitps:/github.com/XcodeGhostSource/Xcode Ghost

) N g vha) A HE SR
https://github.com/secretsquirrel/the-backdoor-factory
https://github.com/secretsquirrel/BDFProxy
https://github.com/byt3bI33d3r/MITMf

Inject code, jam wifi, and spy on wifi users https:/github.com/DanMclnerney/LANs.py
ATy R+ E ACE TR hitps:/github.com/intrepidusgroup/mallory

wifi & https://github.com/sophron/wifiphisher
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EOWMF: FOBE TR htps:/github.com/shinnok/johnny

2 HLAF % 1 B SR B RGHR BRI 88 https:/github.com/AlessandroZ/LaZagne

i AR TR 3 24 TR https:/github.com/devitys0/binwalk

RS, ATIREFNERRFREMMAKBRR, BHESEE hitps://github.com/quarkslab/binmap
Windows Exploit Development T & https:/github.com/lillypad/badger

ZHEHIEAS O TE (python) https:/github.com/bdcht/amoco

Python Exploit Development Assistance for GDB https://github.com/longld/peda

Xt BillGates Linux Botnet & A %3 1 M #% T B hitps://github.com/ValdikSS/billgates-botnet-tracker
AGEE S HIR T A hitps:/github.com/kevthehermi/RATDecoders

Shellphish4i 5 ) — i #1447 THE (CTFRH) hitps:/github.com/angr/angr

& X pythonf B ARG 4 HT T A https://github.com/yinwang0/pysonar2

— MBI (sheld 734 TR, Fskés &Ml

https://github.com/koalaman/shellcheck

FFASTH# i 5 Javascript 1B ¥ 48 Bh T & https://github.com/ChiChou/etacsufbo
EXPHREELLTHE: “HHEXPHS LA https:/github.com/t00sh/rop-tool

CTF Pwn 25/ H A 4% B HELE hitps://github.com/Gallopsled/pwntools

an easy-to-use io library for pwning development https://github.com/zTrix/zio

BFEENTER (Inject JavaScript to explore native apps on Windows, Mac, Linux, iOS and Android.)
https://github.com/frida/frida

5. FREKNTIE htps:/github.com/abeluck/stegdetect

ZRZEER: BB EHIE https:/github.com/I3mOn/pentest_study

python security# 8 (& S8 Ehttp://www.primalsecurity.net/tutorials/python-tutorials/)  hitps:/github.com/smartFlash/pySecurity
data_hacking &£ https://github.com/ClickSecurity/data_hacking

mobile-security-wiki https:/github.com/exploitprotocol/mobile-security-wiki

F54& (reverse-engineering-for-beginners) https:/github.com/veficos/reverse-engineering-for-beginners
— 5 B R e R ARE hitps://github.com/luyg24/IT_security

APTHIZR2E 1L hitps://github.com/kbandla/APTnotes

Kcon# %} https://github.com/knownsec/KCon

ctf &k BE BIRE4E hitps://github.com/bt3gl/My-Gray-Hacker-Resources

ctifl % £ T B K &4 https://github.com/zardus/ctf-tools

{DO NOT FUCK WITH A HACKERY https://github.com/citypw/DNFWAH
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FRCTFEIR K £Ectf writeup K4

https://github.com/ctfs/write-ups-2016
https://github.com/ctfs/write-ups-2015
https://github.com/ctfs/write-ups-2014

fbctf3% 32 F 4 Demo https://github.com/facebook/fbetf

ctf Resources https://github.com/ctfs/resources

BRWIERE: KALE (HHA#E) hitps://github.com/bayandin/awesome-awesomeness

bash-handbook https://github.com/denysdovhan/bash-handbook

python# ¥ K4 https:/github.com/jobbole/awesome-python-cn

git¥ S %k} https://github.com/xirong/my-git

Z BEIFFEARBMNT https://github.com/android-cn/android-open-project-analysis

pythonfE2g, FE, ®IE KA hitps:/github.comivinta/awesome-python

JS IEMFIENXE (ATFRAHMER#MISIENRER) hitps:/github.com/VerbalExpressions/JSVerbalExpressions

Python: python IEMRIEXE (T &4 i4iE E Z K pythonE W & ik XD
https://github.com/VerbalExpressions/PythonVerbalExpressions

pythonfE 458 H PA & i & AT FE hitps://github.com/pyinvoke/invoke

python exeFTHJE https://github.com/pyinstaller/pyinstaller

py3 TEHHELE hitps:/github.com/orflcyborg

— MR 2 3 DR A R FE AT I 4% B S R B pythonE hitps://github.com/CoreSecurity/impacket
python requests FE hitps://github.com/kennethreitz/requests

python s2F T B &4 https://github.com/mahmoud/boltons

pythonl€ | R 45 https://github.com/binux/pyspider

ctfil python T B4 https://github.com/P 1kachu/NOlt
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