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WebGoatiiF 4k > 3115

https://github.com/WebGoat/\WWebGoat
https://github.com/WebGoat/WWebGoat-Legacy

Damn Vulnerable WebApplication (A% F &)
https://github.com/RandomStorm/DVWA

B FEENG P&

https://github.com/Audi-1/sqli-labs

Finode% 5 IETH% > F &, like OWASP Node Goat
https://github.com/crOhn/vulnerable-node

Hita
i A # 2:Nmap

https://github.com/nmap/nmap
2 Hiy ) 4 451 3 2%
https://github.com/SkyLined/LocalNetworkScanner

THA RS
https://github.coml/lijiejie/subDomainsBrute
TR ES R R 8
https://github.com/jh00nbr/Routerhunter-2.0
R B B IR A
https://github.coml/lijiejie/BBScan
WAF R A6 TR

https://github.com/EnableSecurity/wafw00f


https://blog.csdn.net/qq_37751425
https://blog.csdn.net/qq_37751425/category_9483300.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_37751425/article/details/106118801
https://blog.csdn.net/qq_37751425/category_9483300.html

FERBETHR
#THEM, AT lemail. phone. usernamefvEM K BT A Mk K 515 5

https://github.com/n0tr00t/Sreg

Githubfs B84, FISERMRMBE W gitRHT L 15H RIRFEIK 5 %15 E L
https://github.com/sea-god/gitscan

github Repofs B & T A
https://github.com/metacOrtex/GitHarvester

WEBT.A

Webshell K &4

https://github.com/tennc/webshell

B U K Web I i i 4
https://github.com/brianwrf/hackUtils
WebiziE/NLAKEHE
https://github.com/rootphantomer/hacktoolsfor_me
XSSHITHWF &
https://github.com/firesunCN/BlueLotus_ XSSReceiver
XSSECSRFLA

https://github.com/evilcos/xssor

Short for command injectionexploiter, web [ 74V E AR T E
https://github.com/stasinopoulos/commix
BUEEEANTR
https://github.com/sqlmapproject/sqlmap

WebfRH, @idin#sqlmap apiitiTsqli Szl
https://github.com/zt2/sqli-hunter

HhR H E 3 7]

https://github.com/Chora10/Cknife

Gitit & I FHEXP

https://github.coml/lijiejie/GitHack

5T AR T A HE SR

https://github.com/beefproject/beef

A 34k Zaid WAF i 4



https://github.com/khalilbijjou/WWAFNinja
Httpfir 47 % P, 7 DA A 4T HIE R IE & FhttpiE R (RELTFCurD
https://github.com/jkbrzt/httpie

W BE 2% A A
https://github.com/firebug/firebug

— K IFEWAF
https://github.com/SpiderLabs/ModSecurity
Windowsi#i£1% T. &

Windows 3% # 2%
https://github.com/gentilkiwi/mimikatz
Powershellizif & & 4
https://github.com/PowerShellMafia/PowerSploit
Powershell tools &4
https://github.com/clymb3r/PowerShell

Fuzz

Web[AFuzzT &
https://github.com/xmendez/wfuzz
HTTP 2 i, P Bk 4
https://github.com/lijiejie/htpwdScan

RIAF A K& HES

Msf
https://github.com/rapid7/metasploit-framework
Pocifi FI#E4E, T jn#Pocsuite,Tangscan, Beebeeto%%
https://github.com/erevus-cn/pocscan

Pocsuite

https://github.com/knownsec/Pocstuite

Beebeeto
https://github.com/n0trO0t/Beebeeto-framework
RIAPOC&EXP

ExploitDB & 77 githii 4«

https://github.com/offensive-security/exploit-database



PHP IR A 7 #r

https://github.com/80vul/phpcodz

Simple test for CVE-2016-2107
https://github.com/FiloSottile/CVE-2016-2107
CVE-2015-7547 POC
https://github.com/fiserna/CVE-2015-7547
JAVAR 5 POCH: i T B
https://github.com/frohoff/ysoserial

JAVAR FFFIHLEXP
https://github.com/foxglovesec/JavaUnserializeExploits
Jenkins CommonCollections EXP
https://github.com/CaledoniaProject/jenkins-cli-exploit
CVE-2015-2426 EXP (windows P % &40
https://github.com/viad902/hacking-team-windows-kernel-lpe
Use docker to show web attack (phpZsh S {88 45 & phpinfo getshell BA K ssrf4h&-curl 9 7F F )
https://github.com/hxer/vulnapp

PHP7Z 7% 5 R IFDemo & AHX T A
https://github.com/GoSecure/php7-opcache-override
XcodeGhostk &k 4

https://github.com/Xcode GhostSource/XcodeGhost
) N 86

o 1) N Bt HE R
https://github.com/secretsquirrel/the-backdoor-factory
https://github.com/secretsquirrel/BDFProxy
https://github.com/byt3bl33d3r/MITMf

Inject code, jam wifi, andspy on wifi users
https://github.com/DanMclnerney/LANs.py

Ay RE R ARETR
https://github.com/intrepidusgroup/mallory

WiFig

https://github.com/sophron/wifiphisher



TR

R TR

https://github.com/shinnok/johnny

A HAF fik B 5 SR TR 4R B 2%

https://github.com/AlessandroZ/LaZagne

Z k] ARG TR

i i TR

https://github.com/devttysO/binwalk

REAMaS, AT IREFNERBUEMBININKBRR, EREER
https://github.com/quarkslab/binmap

rp++ is a full-cpp writtentool that aims to find ROP sequences in PE/Elf/Mach-O (doesn’t support the FATbinaries) x86/x64
binaries.

https://github.com/OverclOk/rp

Windows Exploit DevelopmentT &
https://github.com/lillypad/badger

ZthlERS T TR (python)
https://github.com/bdcht/amoco

Python Exploit DevelopmentAssistance for GDB
https://github.com/longld/peda

XIBillGates Linux Botnet & A & 3 i) s # T A
https://github.com/ValdikSS/billgates-botnet-tracker
ARGEESHIRNTHE
https://github.com/kevthehermit/RATDecoders
Shellphish#s 5 i — kil 20 Hr TR (CTFE)
https://github.com/angr/angr
#tXfpythoni B A 4 TR
https://github.com/yinwangO/pysonar2
—NEZMEEIA (sheld 7047 TR, FR4 HVE &AW
https://github.com/koalaman/shellcheck
HFASTASHe ¥ {8 5 Javascript R J& ¥ #H B T B
https://github.com/ChiChou/etacsufbo

EXPHREEREK T A



ZHHIEXPHE TR
https://github.com/t00sh/rop-tool

CTF Pwn K8 H [ A4 S5 HE4E
https://github.com/Gallopsled/pwntools

an easy-to-use io library forpwning development
https://github.com/zTrix/zio

P EENTLTE (Inject JavaScript to explore nativeapps on Windows, Mac, Linux, iOS and Android.)
https://github.com/frida/frida

REMXTA

RSk T A

https://github.com/abeluck/stegdetect

HRZETR

https://github.com/I3mOn/pentest_study

Python security#(f2 (& SC8% #2http://www. primalsecurity.net/tutorials/python-tutorials/)
https://github.com/smartFlash/pySecurity

Data_hacking &4
https://github.com/ClickSecurity/data_hacking

Mobile-security-wiki
https://github.com/exploitprotocol/mobile-security-wiki

54 (reverse-engineering-for-beginners)
https://github.com/veficos/reverse-engineering-for-beginners

—BERZeRELRERE
https://github.com/luyg24/IT_security

APTHEXR %D
https://github.com/kbandla/AP Tnotes

Kcon#t £}
https://github.com/knownsec/KCon

CTFRBEREGE
https://github.com/bt3gl/My-Gray-Hacker-Resources

CTFMZ&TRRAE
https://github.com/zardus/ctf-tools

{DO NOT FUCK WITH A HACKERY

https://github.com/citypw/DNFWAH



HHCTF B

I ctf writeup K4
https://github.com/ctfs/write-ups-2016
https://github.com/ctfs/write-ups-2015
https://github.com/ctfs/write-ups-2014

FBCTF3%%-F&Demo
https://github.com/facebook/fbctf

ctf Resources
https://github.com/ctfs/resources

CTF¥E&
http://www.shiyanbar.com/

http://oj.xctf.org.cn/

http://ctf.bugku.com/

http://rookiehacker.org/

HRGIE TR

KALE (FH2#H)D
https://github.com/bayandin/awesome-awesomeness

Bash-handbook
https://github.com/denysdovhan/bash-handbook

Python# i K4
https://github.com/jobbole/awesome-python-cn
Git2= > Bkl

https://github.com/xirong/my-git

7 B IR A

https://github.com/android-cn/android-open-project-analysis

PythonE2®, FE, RIFKAEE

https://github.com/vinta/awesome-python

JS IENZREAE (HTRHESRHISIENRERD
https://github.com/VerbalExpressions/JSVerbalExpressions



	漏洞及练习平台

