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Apaches2.4.38 (Debian) Server at challenge-9211146dd3131134.sandbox.ctfhub.com Port 10800
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——PHPINFO
FIEEHE, E£RATF4THkAag

e L T LW VAl UL apaL T
$_ENV['LANG'] C
$_ENV['APACHE_RUN_USER'] www-data
$_ENV['APACHE_RUN_GROUP'] www-data
$ ENV['APACHE LOG DIR'] fvarflog/apache2
$ ENV['PWD'] !
$_ENV['FLAG'] ctfhub{df496d1011bcf040602c7a00}
—HEHBXETE
1, PR
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FE B THRE (EHI E 5837 FFBurp Suite, 7EProxy FIntercept R Intercept is onF s FFOpen browser)

Burp Project Intruder Repeater Window Help Burp Suite Community Edition v2022.2.4 - Temporary Project

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Lagger Extender Project options User options Learn

Intercept HTTP history WebSockets history Options

Forward Drop Intercept is on Action Open Browser

o

Intercept is on

Requests sent by Burp's browser will be held here so that you
can analyze and modify them before forwarding them to the
target server.
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Burp Suite X + U . . .
C @ nttp://challenge-70461563ffd4de11.sandbox.ctfhub.com:10800 » 2 O 2
Keep up with the latest Familiarize yourself with
vulnerabilities Burp Suite

Web Security Learn about Burp Suite and its main
Academv_'{l tools with our videos, guides and

documentation.

Register for free to advance your
skills with interactive challenges
from our leading researchers.

Video tutorials =

Burp documentation >

Get started >




Upgrade to Burp Suite
Professional

Unlock your potential.

Access the industry trusted Burp
Scanner, unthrottled Burp Intruder,
and more

Upgrade now - 2
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Burp Project Intruder Repeater Window Help Burp Suite Community Edition v2022.2.4 - Temporary Project

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender
Intercept HTTP history WebSockets history Options

/ Request to http://challenge-70461563ffd4de11.sandbox.ctfhub.com:10800 [47.98.148.7]

Forward Drop Action Open Browser
Pretty Hex i =

1 GET / HTTP/L1.1 Scan

2 Host: challenge-704615¢ |

Z Upgrade-Insecure-Reques Send to Intruder Ctrl+l

4 User—Agent: Mozilla/5.C Send to Repeater Ctrl+R 1leWebKit/537.36 (KHTHML, like Gecko)

Chroms/99.0.4844.74 Saf
5 Accept: Send to Seauencer
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Project options
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Reques
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text/html, application/x

n/signed-exchange;v=h3;
& Accept-Encoding: gzip,
Accept-Language: zh-CH,
2 Connection: close

Send to Comparer
Send to Decoder

Request in browser

e/ avit, image/ webp, image/ apng, */ *;q=0.8,applicatio

>

Engagement tools [Pro version only] >

Change request method
Change body encoding
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Don't intercept requests
Do intercept

Convert selection
URL-encode as you type
Cut

Copy

Paste

>

>
Ctrl+X
Ctrl+C
Ctrl+V

Message editor documentation

Proxy interception documentation

HEIH: AFHERintruder GEHEIIA)

Burp Project Intruder
Dashboard

1 = 2 = 3 x

Repeater

.

Target Pre
4 =

Positions Payloads
@ Choose an attack type
Attack type: | Sniper

Sniper

position, and so on.

Window Help

Intruder

Resource Pool

Burp Suite

Repeater Sequencer

Options

Reques

Reques

Reques

0 matches

Community Edition v2022.2.4 - Temporary Project

Decoder Comparer Logger Extender

CSDN @m0O_89003246

Project options User options Learn

@ Payload Ps This attack uses a single set of payloads and one or more payload positions. It places each payload into the first position, then each payload into the second

Configure th
Battering ram
This uses a single set of payloads. It iterates through the payloads, and places the same payload into all of the defined payload positions at once. Add §
Targe
Pitchfork Clear §
- EETE’_/ ! This attack uses multiple payload sets. There is a different payload set for each defined position (up to a maximum of 20). The attack iterates through all payload Auto §
3 U:Zr:ad: sets simultaneously, so it uses the first payload from each set, then the second payload from each set, and so on.
4 |User—Ag Refresh
5 Accept | Cluster bomb s=hb
e igg:lzz: This attack uses multiple payload sets. There is a different payload set for each defined position (up to a maximum of 20). The attack iterates through each
Cunnlecl payload set in turn, so that all permutations of payload combinations are tested.
0 matches Clear
0 payload positions Length: 464
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Burp Project Intruder Repeater
Dashboard Target Proxy
4 =

1 = 2 = 3 =

Positions Payloads Resource Pool

@ Choose an attack type

Window Help

Intruder

Repeater Sequencer

Options

Burp Suite Community Edition v2022.2.4 - Temporary Project

Decoder Comparer Logger Extender

Project options User options Learn



Attack type: | Sniper

@ Payload Positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

Add §
Target: | http://challenge-70461563ffd4de1.sandbox.ctfhub.com: 10800 Update Host header to match target
Clear §
1 GET /§§§§|HTTP/1.1
Z Host: challenge-704€1563ffd4dell.sandbox.ccfthub.com: 10800 Auto &
Upgrade-Insecure-Regquests: 1
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x£4) AppleWebKit/537.3f (KHTML, like Gecko) Chrome/S99.0.4844.74 Safari/537.36 Refresh

Accept-Encoding: gzip, deflate
Accept-Language: zh-CHN, zh;q=0.9
2 Connection: close

Ao W

SIS L P S PR B S 24, B INSEZ R ik Fadd B K5 =AY, AT

Payload set: | 1 ~ Payload count: 7

Payload type: Simple list w Request count: 14

Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloat

Paste web
Load . website
backup
Remove back »
Clear
wwwroot ) .
Deduplicate | | temp Lsh [BI002E
FHIIUEU L}T'J'U Ol T UL AT 1 WSS \‘Iﬂ}l’:-
Payload set: ~ Payload count: 4
Payload type: # Simple list w Request count: 28

Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloa

Paste tar
tar.gz
Load ... . 9
zip
Remove rar [
Clear CSDM 39

Aceepr: text/html,application/xhtml+xml, applicacion/®ml;q=0.9, imags/avit, image/ webp, imags/ apng, */ *;q=0.8, applicacion/signed-exchangs;v=h
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challenge-4e45%21c2082828c.sandbox.ctfhub.com: 10800/ www.zip |

challenge-4e459a1c2082828c.sandbox.ctfhub.com: 10800/ www.zip

U oe 24 (D) > 5% > www (3) v | O L EFwww (3)"
A =R = s EhRn
* Q50 Microsoft Edge HTML ... 1KB B
flag 197241989 A 1A =
i index Microsoft Edge HTML ... 1KBE &
< . A AT-E=EF | Cnallenge-4e4>Ya | CAUGL0L0C5aNADOX. CTINUD.COME [VSUUTIag_ 12/ 24 15, !
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http://challenge-a0512dc044f70f81.sandbox.ctfhub.com: 10800

00:28:40

BARBRAE D IR
#—: i AIndex.php.bak

| @ challenge-a0512dc044f70f81.sandbox.ctfhub.com:10800/index.php.bak
p—l ) challenge-a0512dc044f70f81.sandbox.ctfhub.com:10800/index.php.bak

), challenge-a0512dc044f70f81.sandbox.ctfhub.com: 10800/index.php.bak - #4157 185
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flEau =
:body=
?php

/ FLAG: ctfhub{9c¢5fd63c9ebec3610acdalde}

3. VimZ#rF
FE/EHE -

FEEM: 30 HEVE: 28 EEERAERD: =50 £330

http://challenge-531bee8cc321b12f.sandbox.ctfhub.com: 10800

.
00:29:48 CSDN @m0_69002898
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BARBRAEDIR:
F—3P: EMULETEE N/ .index.php.swp

) challenge-531beedcc321b12f.sandbox.ctfhub.com:10800/index.php.swp
) challenge-531bee8cc321b12f.sandbox.ctfhub.com:10800/index.php.swp

2 challenge-531bee8ce321b12fsandbox.ctfhub.com: 10800/ index.php.swp - 45T 185
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ly=  <p=flag §E?index.php IEEES?/p> <br/>

<hl=EHEEE
Brslctthub{e841160cc8ce8483060398ba)

<?php

4. .DS_Store
FFEREHE:

FE2T: 20

BARBRAE D IR
F—F: FEMULETHRIN/.DS_Store

@ challenge-d96324760c6418bf.sandbox.ctfhub.com:10800/D5_Store
1 @ challenge-d96324760c6418bf.sandbox.ctfhub.com:10800/DS_Store

O challenge-d96324760c6418bf.sandbox.ctfhub.com:10800/DS_Store - 44T 1€
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i 13/29 9:46 VMware {
e 1329 10:03 VMware f
s i3/29 9:46 VMware
. 411 8:23 RIFEER
A FEREAR A /4711 8:18 fEEE
/3/25 4:43 MREs
/3/25 4:43 MEEE
faE r10/2 23:59 IR
V3/25 4:44 XML 37
(5] drvinst6d 2021/3/25 4:36 RIFRER
[ D5 _Store 2022/4/5 11:55 i
() [ ] DS Store (1) 2022/4/15 9:46 it
Dy elevated.dll 2021/3/25 4:42 RIFfEREY
£ (E) = environments 2021/3/25 4:45 XML 3RS
EULAjp 2021/3/25 417 RTF 37it
rk v Cabedtibalind “Gy6a245

B0 RIS Nflagh) i B

O
FeaddS5deszZbTAcad943880438ddc37T7Te0. txthoteustry
flag here!

FUUP: 7EMHLE T\ 4 /eadd5d682b76ca3943660438ddc377e0.txt

@ ge-d96324760c6418bf.sandbox.ctfhub.com:10800/2add5d682b76ca3943660438ddc377e0.tx
@ challenge-d96324760c6418bf.sandbox.ctfhub.com:10800/eadd5d682b76ca394366043...

o} challenge-d95324760c6418bf.sandbox.ctfhub.com:10800/eadd5d682b76ca3943660438ddc3...

nginx/1.16.1

BB W AMtlagi7E B

< & A == | challenge-d96324760¢6418bf.sand
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