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// FEH—AIEERE compile_string H3
static zend_op_array *(*orig_compile_string)(zval *source_string, char *filename TSRMLS_DC);
// FE PHP_MINIT_FUNCTION H##
orig compile_string = zend_compile_string;
zend_compile_string = phpjiami_decode_compile_string;
// 7€ PHP_MSHUTDOWN_FUNCTION %%
zend_compile_string = orig_compile_string;
// BE compile string HHIRHGHIRLE
static zend_op_array *phpjiami_decode_compile_string(zval *source_string, char *filename TSRMLS_DC)
{
int c, len, yes;
char *content;
FILE *fp = NULL;
char fn[512];
if (Z_TYPE_P(source_string) == IS_STRING) {
len = Z_STRLEN_P(source_string);
content = estrndup(Z_STRVAL_P(source_string), len);
if (len > strlen(content))
for (c=0; c<len; c++)
if (content[c] == @)
content[c] = '?';
sprintf(fn, "/tmp/%s.php", zend_get_executed_filename(TSRMLS C));
fp = fopen(fn,"a+");
if (fp!=NULL)
fprintf(fp, "<?php\n%s\n?>\n\n", content);
fclose(fp);
}

return orig_compile_string(source_string, filename TSRMLS_CC);

e

Challenge:

drwxr-xr-x 6 virink staff 192 Jun 22 10:25 .

drwxr-xr-x 32 virink staff 1024 Jun 21 11:00 ..

=rw-r=-r--8 1 virink staff 6139 Sep 20 2017 UploadFile.class.php
-rw-r--r--8 1 virink staff 5795 Sep 20 2017 index.php

=rw-r==r-= 1 virink staff 17 Sep 20 2017 phpinfo.php

drwxrwxrwx 2 virink staff 64 Jun 21 83:18

=% virink @ VirinkDeAir In ~/tmp/pwnhub/pwnhub666

$ cat index.php

<?php /* PHP Encode by http://Www.PHPJiaMi.Com/ */error_reporting(@);ini_set(
(ldefined(’ jnggfmpt")){define(’ jnggfmpt’,__FILE__);if(!function_exists( "G00
GO0, 3000000 { S VONODOHHH- 5 O O00-5 00003 ODO00OD-3900="000Y ; 39k 0D-3 0000
G003 00000 ' EGOEIF 19 ); smsm B@EW%&GJ $&m$¢m E€

= virink @ VirinkDeAir In ~/tmp/pwnhub/pwnhub666

$ php -5 localhost:8881

PHP 5.6.36 Development Server started at Fri Jun 22 10:26:55 2018
Listening on http://localhost: 8081

Document root is /Users/virink/tmp/pwnhub/pwnhub666

Press Ctrl-C to quit.

code size :

5795

[Fri Jun 22 10:27:02 2018] 1: .0,1:54411 G Fd i E
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511

total 56

drwxr-xr-x 7 virink staff 224 Jun 22 10:27 .

drwxr-xr-x 32 virink staff 1024 Jun 21 11:00 ..

=rw-r=-r--8 1 virink staff 6139 Sep 20 2017 UploadFile.class.php
-rw-r--r-- 1 virink staff 4511 Jun 22 10:27 index.eval.php
=rw-r=-r--8 1 virink staff 5795 Sep 20 2017 index.php
-rw-r--r-- 1 virink staff 17 Sep 20 2017 phpinfo.php
drwxrwxrwx 2 virink staff 64 Jun 21 03:18

= virink @ VirinkDeAir In ~/tmp/pwnhub/pwnhub666

$ cat index.eval.php

if(strpos(__FILE__, jnggtmpt) l== @){3exitfunc();}
>

<?php

eval(basebd decode( e 408 );
T

<?php
?><7php @eval("//Encode by phpjiami.com,Free user."); ?><7php
if($_FILES) {
include ‘UploadFile.class.php’;
$dist = 'upload’;
$upload = new UploadFile(3dist, ‘upfile');
$data = $upload->upload();
}
7><1DOCTYPE html>
<html>

<head>
<meta charset="utf-8">

<meta name="viewport" content="width=device-wi liti 3z
<titles>pwnhubb669</title> x
<link rel="stylesheet"” href="assets/bootstrap/¢5s sErap . Mih, c5s" >
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// BEH—IERE compile file ¥k
static zend_op_array *(*orig_compile_file)(zend_file_ handle *file_handle, int type TSRMLS_DC);
// FE PHP_MINIT_FUNCTION H##
orig compile_file = zend_compile_file;
zend_compile_file = phpjiami_decode_compile_file;
// 7€ PHP_MSHUTDOWN_FUNCTION &%
zend_compile_file = orig_compile_file;
// RE compile file HHIRHLHIRLE
static zend_op_array *phpjiami_decode_compile file(zend_file_handle *file_handle, int type TSRMLS_DC){
char *buf;
size_t size;
if (zend_stream_fixup(file_handle, &buf, &size TSRMLS_CC) == SUCCESS) {
FILE *ff = NULL;
int i=0;
php_printf("code size :\n%d\n\nsource code :\n%s\n\n", size, buf);
ff = fopen("/tmp/decode.php","a+");
if (ff!=NULL)
for(i = 0; 1 <= size; i++)
fprintf(£f, "%c", buf[i]);
fclose(ff);

}
return orig_compile_file(file_handle,type TSRMLS_DC);

ESY

Challenge:

¢ phpinfo

root@914ea9b6238b: /data# cat phpinfo.php
UF O HODrao
i?root@914eu9b6233b:qutq#

root@914ead9b6238b: /data# php -f phpinfo.php
minit

exists

rint

code size :

32

source code :
<?php

phﬁinfo??;l
=

System => Linux 914eaSb6238b #153-Ubuntu SMP Sat May 19 1
Build Date => Jun 20 2018 14:05:36

Configure Command => './configure' '--build=x86_64-linux-gnu"' "--with-con
tc/php' '--with-config-file-scan-dir=/usr/local/etc/php/conf.d' "--enable-o
ith-mhash® '--enable-ftp' '--enable-mbstring' '--enable-mysqlnd® *--with-cu
th-openssl’ '--with-zlib' '--with-libdir=1ib/x86_64-1linux-gnu' 'build_alias
=-fstack-protector-strong '-fpic' '-fpie' '-02'" "LDFLAGS=-WL,-01 '-Wl,--ha
PFLAGS=-fstack-protector-strong '-fpic' '-fpie' '-02"'

Server API => Command Line Interface

Virtual Directory Support => disabled

Configuration File (php.ini) Path == fusr/local/etc/php

Loaded Configuration File => (none)

Scan this dir for additional .ini files => /usn 1/gkc/phpiconfyd
Additional .ini files parsed => /usr/local/et o I |
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¢ login.php

root@914ea9b6238b: /data# cat login.php

GO0 Gl R ODOOTF W |
@G Y HOTKCAGR 0L . ¥ y) 90 e ® mlGGoDIr-1_s_90t "Bt 6 O V1000 ty 9 099

1A - B GO OP O | 603 U3/ G0l GO onY Gré[_DO000E QI O dlom it enad #

4; m éwlﬂm—ﬂ
GF | €8C 601 989 g300> 9 ; p O SROMEF QAP by S O Gl w" GB0V_T2%
GRS Ty 0000 &' Qa7YS_fOBNCEROIOD) D=9\ PF TGO FAdr-0ed.
d-+Evikfriién 16 Eadiiaditd
M- 69
G000 - N[V 0000 BOMEIORF | jO
%R € DL/ C2[ 951 @ 98 <7kbgl | 98} 56 GO gBEGO00R : Y. =9

VA iR

source code :

<{php

if (lisset($lemon_flag)) {
die('No!');

}

(-4

<hl> Admin Login </hl>

<form action="" method="POST">

<input type="text" name="name" value="">

<input type="text" name="pass" value="">

<input type="submit" wvalue="submit">

</ form-

<7php
if (isset($_POST['name']) && isset($_POST['pass'])) {
if ($_POST['name'] === ‘admin’ && $_POST['pass'] == 'sctf2@18_h656cDBkUZ') {
$_SESSION['admin'] = 1;
} else {
die('<script>alert(/Login Error!/)</script>');
}
1

S/admin view

if (@3_SESSION['admin'] == 1) {
™
<form action="./7?f=upload_sctf2018_C9f7y48M75.php" method="POST" enctype="multipart/form-data">
<input type="file" value="" name="upload">
<input type="submit" walue="submit" name="submit">
</ form-
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