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B Save the World! pd

“ou have just gained access to a server containing a program capable of setting
off a chain reaction of nuclear devices across the whole world. Now, this program
is scheduled to be sent to Dr. Evil in 1 Month!

Now, your first response would be to delete the file from existence, but you only
have modification access on the server, you can't delete the program.

Here is your mission, if you choose to accept it:

You must reverse the program by making this screen you see now into a password
protection screen, whereby only a correct password will let you use this deadly
program.

You can do anything you want, just make sure it is password protected. And don't
worry, Dr. Evil is too stupid to Crack the protection you produce.

S0, come on and save the World. You are the only hope. You have One Month!
Don't let us down!!

Continue to the Program
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% save the world
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Nuke the World!!! Exit the Program
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tools:
ida pro
od

i Nidad

¥ IDA - reverseme. exe F\asus\SSE\PEDIY_BOOK4_v2\PEDIV_BOOKA v2\chap03\3.5 B TR M AEN FH\ReverseMe\R:
XHE SED Y #FE ARy ESsE EmO) BO0W) B
HH e GG S ) o @O EOE dddP-FuaX fEH > OO XELS
11

m_santmat\reverseme.exe

IR AHE N ol o

E | I I 9
J Feh M A W ES 1 %z W ORED O ShEES
JEallich o= O & x DA View—h 8 @ TAH T [x] Bl B B e a8
[E— = B Copyright (c) 2017 Hex-Rays, <support@hex-rays.com> |
= Sl License info: 48-3FBD-7F@4-2C |
7] start . text . . :
(7] sub_40101F T toxd 5 Jiang Ying, Personal license |
|7 sub_401107 text S T ooooooooooooooooooooooooooooooooooooooooooooooooo *
[7] sub_401464 - text 5
[7] ExitProcess - Oy ; Input SHA256 : SAACEDS6FF836482E@E6C1BB215554ABE63A0ERS81FASCAD37ABD26D7DODID1E
7] cetNodul eandl ea jpess ; Input MD5  : @2F3356F96E7EFEC795B518C23B59945
{7 1strcapa tex ; Input CRC32 : CCACCOIC
7| create¥indovEza . tex
z Def¥indowProch - tex ; File Name  : F:\asus\ [ \PEDTY_BOOK4_v2\PEDIY_BOOKA_v2\chap@3\3.5 #S#A #ifEA MM LB\ H\ReverseMe \ReverseMe\rm_santmat\reverseme . exe
7] Destroy¥indow _tex ; Format : Portable executable for 88386 (PE)
|| pispatchlessaged - tex ; Imagebase : 400000
|| cetmessages - tex ; Timestamp : 38BBF195 (Tue Feb 29 16:19:33 2000)
|7 | Get¥indowTexta -tex ; Section 1. (virtual address 00001000)
|f|LoadCursora - tex ; virtual size : 00000582 (  1458.)
|£] LoadTconA o 5 Section size in file : 00000600 (  1536.)
L£| NessageBoxA e ; Offset to raw data for section: 00000400
|£]| PostOuitNessage = B ; Flags 60000020: Text Executable Readable
LKEg)stErClassExn . tex ; Alignment . default
f| Show¥indow . tex 2
[7] rranslatelessage - tex 636
7] Update¥indow . tex -086p
mmx
.model flat
; Segment type: Pure code
; Segment permissions: Read/Execute
.text segment para public 'CODE" use32
assume cs:.text
g 2 ;org 401600h
F1/21 assume es:nothing, ss:nothing, ds:.data, fs:nothing, gs:nothing
& BFREN =
; Attributes: noreturn
public start
start proc near
100. 004 (-139,83) (228, 466) 00000400 00401000: start
E mtEn o @ x

FUNCTION argumient INTormation Nas been propagated
The initial autoanalysis has been finished.

FPython ‘
AT: idle

AT i 2330

F-ATHRXER, Bk, RONERE, XRMARERF, XFEARH U Hcodeblockft 4 Kct+5 KK, B4, RITE
—TERHED, KINHRcreatewindowexaix k¥, HAKRKEE$api, MAMEEE, RATEME, FZHKHA L
B BEZMIAF-ANEFONTHES, BTN, RIEFLRHEEORIE MG, BEETHAREITHFRE-FZ/REE
H, #R#Bsave the world, %, AFRXANHTTHKIREA)

CreateWindowE xA bR %1

Mt %,
text:0040155E CreateWindowEXA proc near
XA TT o WX X S5

? ExitProcess . tex
? GetNodul eHandl eA . tex
TF lstrcaph . tex
f|Create¥indovExh I . tex
7 | Def¥indo¥Proch . tex
TF Destroy¥indow . tex
71 DianatchEnssasnk _tex

xrefs to CreateWindowExA

0101F +5
sub_401107+58
sub_401107+8E

CreateWindowExd
Create¥indowExd




=] Up p sub_401107+EE call CreateWindowExh
[@E Up p sub_401107+F4 call Create¥indowExd
[@ﬂ Up p sub 401107+124 call CreateW¥indowExd
[@E Up p sub_401107+160 call Create¥indowExd
[@ﬂ Up p sub 401107+19% call CreateW¥indowExd
[@E Up p sub_401107+1D1 call Create¥indowExd
[@ﬂ Up p  sub_ 401107+207 call CreateW¥indowExd
[@E Up p sub_401107+23D call Create¥indowExd
[@ﬂ Up p sub 401107+270 call CreateW¥indowExd
[@E Up p sub_401107+248 call Create¥indowExd
[@ﬂ Up p sub_401464+98 call CreateW¥indowExd
i By i HE EREN
T1/14
HE|THA LT A T XA R, #HEE A
DA View—h [x] e} TS EA e lal FralE L] frzs
.text:00401@9D push 21Fh ; nWidth
.text:004010A2 push 32h A
.text:004010A4 push 32h 3 X
.text:004010A6 push 880008h ; dwStyle
.text:004010AB push offset WindowName ; "Save
.text:00401080 push offset ClassName ; "SimplelWind
.text:004010B5 push %] ; dwExStyle
.text:004010B7 call CreateﬂindowExA
.text:004010BC mov [ebp+hlind], eax
.text:004010BF mov String, 1
.text:004010C6 push [ebp+nCmdShow] ; nCmdShow
.text:004010C9 push [ebp+hlind] ; hWnd
.text:004010CC call ShowWindow
.text:004010D1 push [ebp+hiind] ; huind
.text:004010D4 call UpdateWindow
.text:004010D9
.text:004010D9 loc 4810D9: ; CODE XREF: sub_40181F+DF{j
.text:004010D9 push 4] ; wMsgFilterMax
.text:004010DB push %] ; wMsgFilterMin
.text:0084010DD push %] ; hlnd
.text:00401@DF lea eax, [ebpHisg]
.text:004010E2 push eax ; lpMsg
.text:004010E3 call GetMessageA
.text:004010E8 or eax, eax
.text:004010EA jz short loc_401100
.text:004010EC lea eax, [ebp+isg]
.text:004010EF push eax ; lpMsg
.text:004010F0 call TranslateMessage
.text:004010F5 lea eax, [ebp+isg]
.text:004010F8 push eax ; lpMsg
.text:004010r9 call DispatchMessageA
.text:004010FE jmp short loc_4810D9

.text: 00401100
.text:00401108 loc_401160:

000004B7 004010E7: sub_40L01F+98
| <

text1004B1160 ; - - - - -

; CODE XREF: sub_A@101F+CB1j
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\CreateWindowEx

CreateWindow A

CreateWindowStation
Creating a Backup Application
Creating a Briefcase Reconciler

DWORD dwExStyle,

i LPCTSTR
Greng o hld window pkti
d LPCTSTR

IpWindowName,
DWORD dwStyle,
Creating a File Manager Extensio int x,

Creating a File View int v,

HWND CreateWindowEx(

// extended window style
// peinter to registered class

name

// pointer to window name

// window style
// horizontal position of window
/4 wertical nosition of window

Quick Info

Oveniew Group

The CreateWindowEx function creates an overlapped, pop-up, or child window with an extended style; otherwise, this function is identical to the CreateWindow function. For
more information about creating a window and for full descriptions of the other parameters of CreateWindowEx, see CreateWindow.




Creating a Header Control
Creating a Junction Point
Creating a Keyboard Interface for
Creating a List View Control
Creating a Logical Font

Creating a Mailslot

Creating a Main Window
Creating a Message Loop
Creating a Modal Dialog Box
Creating a Modeless Dialog Box
Creating a Printer Device Context
Creating a Property Sheet
Creating a Resource List
Creating a Screen Saver
Creating a Shortcut Menu
Creating a Shortcut to a File
Creating a Shortcut to a Nonfile (
Creating a Simple Combo Box
Creating a Simple List Box
Creating a Spell Dialog Box
Creating a Square Meal Dialog Bc
Creating a Tab Control

Creating a Tabbed Dialog Box
Creating a Template in Memory
Creating a Timer

Craatinn a Tanlhar

EZ0)

int nWidth,
int nHeight,
HWND hWndParent,

HMENU hMenu,
HINSTANCE
hInstance,
LPVOID /pParam
)i

Parameters
dwExStyle

// window widt
// window height

// handle to parent or owner
window

// handle to menu, or child-
window identifier

// handle to application instance

// pointer to window-creation
data

Specifies the extended style of the window. This parameter can be one of the following values:

Style
WS_EX_ACCEPTFILES
WS_EX_APPWINDOW
WS_EX_CLIENTEDGE
WS_EX_CONTEXTHELP

Meaning

Specifies that a window created with this style accepts drag-drop files.

Forces a top-level window onto the taskbar when the window is minimized.

Specifies that a window has a border with a sunken edge.

Includes a question mark in the title bar of the window. When the user clicks the question
mark, the cursor changes to a question mark with a pointer. If the user then clicks a child
window, the child receives a WM_HELP message. The child window should pass the

maceana tn tha narant windnw nraradiira which ehnild call tha WinUaln fiinctinn neinn

MR, FEBRRZNRESH
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riow o ety =1 AN MR L [LAT) =N N Le=1 (S ol
_text:00481140 push [ebp+hkindParent] ; hWndParent
_text:00401143 push 35h ; nHeight
_text:00401145 push 21Ch ; nWidth
-text:0040114A push 5 ;Y
.text:0040114C push 2} ; X
.text:0040114E push 50000804h ; dwStyle
.text:00401153 push offset aYouHavelustGai ; "You have just gained access to a serve
_text:00481158 push offset akdit ; Medit™
_text:0048115D push 5} ; dwExStyle
.text:0040115F call CreatellindowExA
_text:00401164 mov dword_4833F8, eax
-text:00401169 push 5} ; lpParam
.text:0040116B push hInstance ; hInstance
.text:00401171 push 5 ; hMenu
.text:00401173 push [ebp+hkindParent] ; hWndParent
_text:00481176 push 35h ; nHeight
_text:00481178 push 21Ch ; nWidth
_text:0040117D push 3Ah HA
_text:0040117F push 5} Hp
-text:00401181 push 50000804h ; dwStyle
.text:00401186 push offset aMowYourFirstRe ; "Now, vour first response would be to de”
.text:0040118B push offset aEdit ; Uedit™
.text:00401190 push %} ; dwExStyle
.text:00401192 call CreatellindowExA
_text:00481197 mov dword_4833FC, eax
_text:0040119C push 5} ; lpParam
_text:0040119F push hInstance ; hInstance
_text:004011A4 push 6 ; hMenu
-text:004011A6 push [ebp+hlindParent] ; hWindParent
.text:004011A9 push 14h ; nHeight
.text:004011AB push 21ch ; nWidth
_text:004811B0 push 6Eh HA
_text:004811B2 push 5} ; X
_text:004011B4 push 50000804h ; dwStyle
_text:004011B9 push offset String2 ; "Here is your , if you choose to "

O0000GETS 00401173: sub_401107+6C
I



RVRKIVZAMTT, #ZERAE, XA B8 I7 %

MLBAVE LB NG ?

U giEbox, MALL, (HRKRIXLAZKE Dexa#fr] Ledit, F&LE, #ATLledit
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BE—T, B, ¥WAZEEget, FIRANAREE O Higet, KRBT EHEN, BEBERORICH

154 200,
155 5@,

156 hwndParent,

157 (HMENU)1,

158 hInstance,

159 0);

160 }

161 break;

162 case Ox111u:

163 v4d = wParam;

164 if ( (_WORD)wParam == 1 )

165

166 vd = wParam >> 16;

167 if ( !'HIWORD(wParam) )

168

169 GetWindowTextA(hWnd, &String, 512);
170 1strcmpA(&String, String2);

171 DestroyWindow(hiindParent);

172 v4d = sub_40146A(hInstance, @, 0, 10);
173 }

174 }

175 if ( (_WORD)vA == 2 )

176

177 va >>= 16;

178 if ( 1(_WORD)vA )

179 v4d = MessageBoxA(@, Text, Caption, @);
180 }

181 if ( (_WORD)vA == 3 && IHIWORD(v4) )

182 ExitProcess(0);

183 break;

184 default:

185 return DefWindowProcA(hWndParent, Msg, wParam, 1Param);
186 }

187 return 0;

188(}

K Flget, Jebrdr b, AR BN Gw RS E
text:004013D2 shr eax, 10h

text:004013D5 or ax, ax

text:004013D8 jnz short loc_401417
text:004013DA push 200h ; nMaxCount
text:004013DF push offset String ; IpString
text:004013E4 push hwnd ; hwnd
text:004013EA call GetWindowTextA
text:004013EF push offset String2 ; "Here is your mission, if you choose to "...
text:004013F4 push offset String ; IpString1
text:004013F9 call IstrcmpA

.text:004013FE push [ebp+hWndParent] ; hWnd
text:00401401 call DestroyWindow
text:00401406 push OAh ; nCmdShow
text:00401408 push O ; int

text:0040140A push O ;int

.text:0040140C push hinstance ; hinstance
text:00401412 call sub_40146A

RIEX B AHIstrempA, FRBLIEFSLRIX AT, AN T, FreAIRATE B BIEERE "Here is your mission, if you choose to
"X —RERAMAER, RES—AEE, BiE, FEOBIERSBINAARES, BABEE Tstremp T, RAITEERHH
N> BREMA—AEG, B!

2RI fficreatifi 4, esciBB#AE

.text:004081176 push 35h ; nHeight
.text:00401178 push 21Ch ; nhidth
.text:0840117D push 3Ah H
.text:0040117F push 2} ;X

.text:08401181 push 50000804h dwStyle



“ |. text:00401186 push offset aNowYourFirstRe ; "Now, your first response would be to de"...
“ |.text:0040118B push offset aEdit 5 Medit”

“ |.text:00401190 push 2] ; dwExStyle
“ | text:00401192 call CreatelWindowExA

“ |.text:00401197 mov dword_4033FC, eax

“ |.text:ee40119C push 2} ; lpParam

“ |.text:0040119E push hInstance ; hInstance
“ . text:004011A4 push 6 ; hMenu

“ |.text:004011A6 push [ebp+hWndParent] ; hWndParent
“ | text:004011A9 push 14h ; nHeight

“ |.text:004011AB push 21Ch ; nWidth

“ |.text:004011B@ push 6Eh ;Y

“ |.text:004011B2 push 2} DX

“ |.text:004011B4 push 5000088084h ; dwStyle

“ |.text:004011B9 push offset String2 ; "Here is your mission, if you choose to "
“ |.text:004011BE push offset abEdit 5 Medit”

“ . text:004011C3 push 2} ; dwExStyle
“ |.text:@04011C5 call CreatelWindowExA

“ | text:004011CA mov hiind, eax

“ |.text:004011CF push 2} ; lpParam

" | text:004011D1 push hInstance ; hInstance
“ |.text:004011D7 push 7 ; hMenu

“ |.text:004011D9 push [ebp+hWndParent] ; hWndParent
“ |.text:0e4011DC push 35h ; nHeight

00000592 00401192: sub_401107+8E

XN, Here is your mission, if you choose to BATER B AR, E— Fcreatewindowexa (EE KNS, RXEMEERT)
S
T dwstyle H50000804hi% A : 50800000h e BT & v LR od B, R FHidaf B i AN E A 3. .

od B B 4% R Hh bk Bt 4 T

ok

WG

A Moffset string2 & A T, BATIEEZHpush 0

HAh B3~ H 7 R #push 0

RIETIEFE R, KIEFHD

C |-TeXTIivvdylsEd pusn nwna 5 hwna

7 |.text:004013EA call GetWindowTextA

| |.text:004013EF push offset String2 ; "Here is your mission, if you choose to "
| ° |.text:004013F4 ; ; 1pStringl
. ® |.text:004013F9 call 1strcmph

| © |.text:004013FE pus ebp+hinaParent] ; hkind

. ° |.text:00401401 call DestroyWindow

| © |.text: 00401406 push 8Ah ; nCmdShow
L ° |.text:00401408 push ] ; int

% |.text:0040140A push ] ; int

AT HREME, ZEn—AN, AESRMNMEZRBREERF, B4 el

Return Values

If the function succeeds and the string pointed to by IpString1 is less than the string pointed to by IpString2, the return value is negative; if the string pointed to by IpString1
is greater than the string pointed to by IpString2, it is positive. If the strings are equal, the return value is zero.

X RIstrempHREIME, FAVEE, FTOMRME, Frbl, FTO0FRHANT

7. text:
.text:
.text:00401401 DestroyWindow

.text:004081406 BAh nCmdShow

BBAR1 3H9 call 1strcmphA
@04813FE [ebp+hWindParent] ; hlind

text:00401488 %) int
text:0040140A a int
.text:0040140C hInstance hInstance
.text:00401412 sub_40146A

X — B ARAS 255K W IE A 4 7T BAIRAT
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.text:004011CA mov hiind, eax

.text:004011CF push (5 ; 1pParam
.text:004011D1 push hInstance 3 hInstance
.text:004011D7 push 7 ; hMenu
.text:004011D9 push [ebp+hWindParent] ; hWindParent
.text:004011DC push 35h ; nHeight
.text:004011DE push 21Ch ; nWidth
.text:004011E3 push 87h ;Y
.text:004011E8 push 0 ; X
.text:004011EA push 50000804h ; dwStyle
.text:004011EF push offset aYouMustReverse ; "You must reverse the program by making "...
.text:004011F4 push offset aEdit 3 Medit”
.text:004011F9 push (5 ; dwExStyle
.text:004011FB call CreatelWindowExA
.text:00401200 mov dword_483484, eax
.text:00401205 push 0 ; lpParam
.text:00401207 push hInstance ; hInstance
.text:0040120D push 8 ; hMenu
.text:0040120F push [ebp+hlWindParent] ; hWindParent
.text:00401212 push 35h ; nHeight
.text:00401214 push 21Ch ; nWidth
.text:00401219 push OBEh ;Y
.text:0040121E push 5} ; X

000005F4 004011F4: sub_401107+ED

BAHERAMGT T, BRI 777 8 J5 5 BB B A 8 2 iR, sAT DUB KRBT — &7, RJEX— &0 BT AR
A HTT, BT W

.text:004011CA hWnd, eax
.text:004011CF (%] ; lpParam

.text:004011D1 hInstance ; hInstance
.text:004011D7 7 ; hMenu

text:004011CA mov hWnd, eax
%R: jmp 40126¢
RIEXTT

:004013EF offset String2 ; "Here is your mission, if you choose to
:004013F4 offset String ; 1lpStringl

:004013F9 1strcmpA

:004013FE [ebp+hWndParent] ; hWnd

100401401 DestroyWindow

100401406 ©Ah ; hCmdShow
100401408 (%] ; int
:0040140A (%] ; int
:0040140C hInstance ; hInstance
100401412 sub_40146A

text:004013FE push [ebp+hWndParent] ; hWnd

GO

jmp 4011cf

RIEHE

A0MCfZ JE UM (AT, EEBHERF, XMEBREKT, W mEmEmisiss)



83F8 00 CMP EAX,©

75 19 JNZ SHORT reversem.004011ED

FF75 @8 PUSH DWORD PTR SS:[EBP+8]

E8 8E0Q30000 CALL <JMP.&USER32.DestroyWindow>
6A OA PUSH 0A

6A 00 PUSH ©

6A 00 PUSH ©

68 F4334000 PUSH reversem.004033F4

E8 7E020000 CALL reversem.0040146A

90 NOP

6A 00 PUSH ©

E8 58030000 CALL <JIMP.&KERNEL32.ExitProcess>

AN ER, WHEERRE
RIEHMALLT
B ARAT T
push offset String2 ; "Here is your mission, if you choose to
push offset String ; 1pStringl
call lstrcmpA

AT, stringZE RS20, ATbL, XA — w2 AX 1, A DAt Tei 3t ik
save the world
!

B | Save the World! 4

Continue to the Program

A, FAEEiE
AUERK. o« « BERKEMRAT, WHMEFELERR
RET—T, MiZBEEHHRE. HEAWT. . BAKT

B | Save the World! *

Please Enter Your Password:




Continue to the Program

Top Secret >

Password is incorrect
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