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#include “ntddk.h”

//Unload
VOID UnLoad (IN PDRIVER OBJECT DriverObject)

{
DbgPrint ("UnLoad Driver.\n”);

}

//EntryPoint.

NTSTATUS DriverEntry (IN PDRIVER_OBJECT DriverObject,
IN PUNICODE_STRING RegistryPath)

{

DriverObject—>DriverUnload = UnLoad;
//TODO

return STATUS_SUCCESS;

}
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typedef struct ServiceDescriptorEntry

{

unsigned int *ServiceTableBase;

unsigned int *ServiceCounterTableBase; //Used only in checked build
unsigned int NumberOfServices;

unsigned char *ParamTableBase;

} SSDTEntry;
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ZwTerminateProcess(
IN HANDLE ProcessHandle OPTIONAL,
IN NTSTATUS ExitStatus
)
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typedef NTSTATUS (*_ZwTerminateProcess) (
IN HANDLE ProcessHandle OPTIONAL,
IN NTSTATUS ExitStatus
)
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#tdefine GetSystemFunc (FuncName) KeServiceDescriptorTable. ServiceTableBasel[*
(PULONG) ((PUCHAR) FuncName+1)];
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RG:

PMDL MDLSystemCall;
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PVOID *MappedSCT;
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MDLSystemCall = MmCreateMdl (NULL, KeServiceDescriptorTable.ServiceTableBase,
KeServiceDescriptorTable. NumberOfServices*4) ;
if (!MDLSystemCall)
return STATUS_UNSUCCESSFUL;
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MmBuildMd1lForNonPagedPool (MDLSystemCall) ;
MDLSystemCall->Md1Flags = MDLSystemCall->Md1Flags | MDL_MAPPED TO_SYSTEM VA; //®]§

MappedSCT = MmMapLockedPages (MDLSystemCall, KernelMode) ;
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01d_ZwTerminateProcess = (_ZwTerminateProcess)



(GetSystemFunc (ZwTerminateProcess)) ;
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NTSTATUS NewZwTerminateProcess (
IN HANDLE ProcessHandle OPTIONAL,
IN NTSTATUS ExitStatus
)

{

//TODO

return STATUS_SUCCESS;
}
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ftdefine GetIndex( foo) *(PULONG) ((PUCHAR) foo+1)
#define HookOn( 01d, New) InterlockedExchange ((PLONG)&MappedSCT[GetIndex( 01d)] ,
(LONG) _New)
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MDLSystemCall = MmCreateMdl (NULL, KeServiceDescriptorTable.ServiceTableBase,
KeServiceDescriptorTable. NumberOfServices*4) ;
if (IMDLSystemCall)
return STATUS_UNSUCCESSFUL;
MmBuildMd1ForNonPagedPool (MDLSystemCall) ;
MDLSystemCall->Md1Flags = MDLSystemCall->Md1Flags | MDL_MAPPED_TO_SYSTEM VA; //®W[ 5§
MappedSCT = MmMapLockedPages (MDLSystemCall, KernelMode) ;
HookOn (ZwTerminateProcess, NewZwTerminateProcess) ;
return STATUS_SUCCESS;

SERAHD :
R1G:

11/

/// Copyright (c) 2008 - <company name here>

/// Original filename: NtHook.c
/// Project : NtHook

/// Date of creation : 2008-11-20
/// Author(s) : #&#d

/// Purpose : <description>
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#include “ntddk.h”

#pragma pack (1)

typedef struct ServiceDescriptorEntry

{

unsigned int *ServiceTableBase;

unsigned int *ServiceCounterTableBase; //Used only in checked build
unsigned int NumberOfServices;

unsigned char *ParamTableBase;

} SSDTEntry;

__declspec(dllimport) SSDTEntry KeServiceDescriptorTable;

#pragma pack ()

NTKERNELAPI NTSTATUS ZwTerminateProcess (
IN HANDLE ProcessHandle OPTIONAL,

IN NTSTATUS ExitStatus

)

typedef NTSTATUS (* ZwTerminateProcess) (
IN HANDLE ProcessHandle OPTIONAL,

IN NTSTATUS ExitStatus

)

_ZwTerminateProcess 01d_ZwTerminateProcess;

#define GetSystemFunc (FuncName) KeServiceDescriptorTable.ServiceTableBase[* (PULONG)
((PUCHAR) FuncName+1) ]

PMDL MDSystemCall;

PVOID *MappedSCT;

#define GetIndex( Function) *(PULONG) ((PUCHAR) Function+1)

#define HookOn( 01d, New) \
(PVOID) InterlockedExchange( (PLONG) &MappedSCT[GetIndex( 01d)], (LONG) _New)

#tdefine UnHook( 01d, New) \
InterlockedExchange ( (PLONG) &MappedSCT[GetIndex( 01d)], (LONG) _New)

NTSTATUS NewZwTerminateProcess (
IN HANDLE ProcessHandle OPTIONAL,
IN NTSTATUS ExitStatus

)

{

return STATUS_SUCCESS;

}

//Unload

VOID UnLoad (IN PDRIVER OBJECT DriverObject)
{

DbgPrint ("UnLoad Driver.\n”);

/ /% Hook

UnHook ( ZwTerminateProcess, 0l1d_ZwTerminateProcess);

//f@Bi. BEMMDL

if (MDSystemCall)

{

MmUnmapLockedPages (MappedSCT, MDSystemCall) ;
IoFreeMdl (MDSystemCall) ;

}

}

//EntryPoint.

NTSTATUS DriverEntry (IN PDRIVER OBJECT DriverObject,
IN PUNICODE_STRING RegistryPath)

{

DriverObject—>DriverUnload = UnLoad;
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01d_ZwTerminateProcess =(_ZwTerminateProcess) (GetSystemFunc (ZwTerminateProcess)) ;

MDSystemCall = MmCreateMdl (NULL, KeServiceDescriptorTable.ServiceTableBase,
KeServiceDescriptorTable. NumberOfServices*4) ;



if (IMDSystemCall)

return STATUS_UNSUCCESSFUL;

MmBuildMd1lForNonPagedPool (MDSystemCall) ;

MDSystemCall->Md1Flags = MDSystemCall->Md1Flags | MDL_MAPPED TO_SYSTEM VA;
MappedSCT = MmMapLockedPages (MDSystemCall, KernelMode) ;

// % $£H00K

HookOn ( ZwTerminateProcess, NewZwTerminateProcess) ;
return STATUS_SUCCESS;

}
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