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frida -U --no-pause -f com.tlamb96.spetsnazmessenger -1 hook.js
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java.lang.* #ln: Java.use("java.lang.System");
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EX:

public void onCreate(Bundle bundle) {
super.onCreate(bundle);
setContentView(R.layout.activity main);

String property = System.getProperty(“user.home"); b :
String str = System.getenv("USER"); ﬁﬂt%”%ﬁfﬁ
if (property == null || property.isEmpty() || !property.equals("Russia")) {

a("Integrity Error™, "This app can only run on Russian devices."); /
} else if (str == null || str.isEmpty() || !str.equals(getResources().getString(R.string.User))) {

a("Integrity Error”, "Must be on the user whitelist.");
} else {

g.a(this);
startActivity(new Intent(this, LoginActivity.class));
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function hook_java(){
Java.perform(function(){

var System = Java.use("java.lang.System");

console.log(System);

System.getProperty.overload('java.lang.String').implementation = function(key){
var result = this.getProperty(key);
result = "Russia";
console.log("System.getProperty:",key,result);
return result;

};

System.getenv.overload('java.lang.String').implementation = function(key){
var result = this.getenv(key);
result = "RkxBR3s1NOVSTDFOR180UKNIM1]9Cg=="
console.log("System.getenv:", key,result);
return result;
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