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RARIIE, RATEBEMRFESTUEM XA ET

bt HEX 204E RiCiR £
004019A3| 8BUS F4 HOU EAX,DWORD PTR SS:[EBP-8xC]
0B4O19AG| 895485 8C HOU DWORD PTR SS:[EBP+EAX*4-0x74],EDX
0eue19An |, EB 65 JHP SHORT cm.B840819B1
E8 FFFDFFFF caLl <cm_Fail> S
0B4O19B1| SBAUD F4 HOU ECX,DWORD PTR SS:[EBP-8xC]
0B4O19BL| 83C1 81 ADD ECX,8x1
0O4O19B7| 894D FY4 HOU DWORD PTR SS:[EBP-BxC],ECX ecx=ecx+1,index+1
0O4019BA |~ E9 YWOFFFFFF JHP cm.08461908 H J’EEIJ{EHE {7
8D55 8C LEA EDX,DWORD PTR SS:[EBP-8x74] 1, aE| £ e |Jjg
ppu@19c2| 52 PUSH EDX eux FE’]key
0O4019c3| E8 28FEFFFF CALL cm.80846817F0
0o4019Cc8|  83ch 04 ADD ESP,Bx4
BB4B19CB| SF POP EDI
BBue19cc| SE POP ESI
BB4O19CD| G5B POP EBX
BB4O19CE| 8BES HOU ESP.EBP

XEHFMHANCALL, FIEHMBEMEREER, SRAMEBMANkeyFREFFEMESHAE —ANCALL, HHEARMIEE, W2

FAFHIIE

e H¢: ASCIg-0x30
e A-Z: ASCIHg-0x1D
e a-z: ASCIIE-0x57
BEAMEFH DA, REFAASE _-ACALL

00401908 8B55 F8 MOV EDX,DWORD PTR SS:[EBP-0x8]

5 WikeyR#AH, FEF, Hiiikey#s IE| [ebp-0x74




0355 F4
OFBEO2
85C0O
OF84 A6000000
8B4D F8
034D F4
OFBE11
83FA 39
7F 23
8B45 F8
0345 F4
OFBE@8
83F9 30
7C 15
8B55 F8
0355 F4
OFBEQ@2
83E8 30
8B4D F4
89448D 8C
EB 67
8B55 F8
0355 F4
OFBEO@2
83F8 7A
7F 23
8B4D F8
034D F4
OFBE11
83FA 61
7C 15
8B45 F8
0345 F4
OFBEO8
83ES 57
8B55 F4
894C95 8C
EB 36
8B45 F8
0345 F4
OFBEO8
83F9 5A
7F 23
8B55 F8
0355 F4
OFBEO2
83F8 41
7C 15
8B4D F8
034D F4
OFBE11
83EA 1D
8B45 F4
895485 8C
EB 05
E8 FFFDFFFF
8B4D F4
83C1 o1
894D F4

ADD EDX,DWORD PTR SS:[EBP-0xC]
MOVSX EAX,BYTE PTR DS:[EDX]
TEST EAX,EAX

JE cm.004019BF

MOV ECX,DWORD PTR SS:[EBP-0x8]
ADD ECX,DWORD PTR SS:[EBP-0xC]
MOVSX EDX,BYTE PTR DS:[ECX]
CMP EDX,®x39

JG SHORT cm.0040194A

MOV EAX,DWORD PTR SS:[EBP-0x8]
ADD EAX,DWORD PTR SS:[EBP-0xC]
MOVSX ECX,BYTE PTR DS:[EAX]
CMP ECX,0x30

JL SHORT cm.0040194A

MOV EDX,DWORD PTR SS:[EBP-0x8]
ADD EDX,DWORD PTR SS:[EBP-0xC]
MOVSX EAX,BYTE PTR DS:[EDX]
SUB EAX,@x30

MOV ECX,DWORD PTR SS:[EBP-0xC]

MOV DWORD PTR SS:[EBP+ECX*4-0x74],EAX

JMP SHORT cm.004019B1

MOV EDX,DWORD PTR SS:[EBP-0x8]
ADD EDX,DWORD PTR SS:[EBP-0xC]
MOVSX EAX,BYTE PTR DS:[EDX]
CMP EAX,Ox7A

JG SHORT cm.0040197B

MOV ECX,DWORD PTR SS:[EBP-0x8]
ADD ECX,DWORD PTR SS:[EBP-0xC]
MOVSX EDX,BYTE PTR DS:[ECX]
CMP EDX,0x61

JL SHORT cm.0040197B

MOV EAX,DWORD PTR SS:[EBP-0x8]
ADD EAX,DWORD PTR SS:[EBP-0xC]
MOVSX ECX,BYTE PTR DS:[EAX]
SUB ECX,0x57

MOV EDX,DWORD PTR SS:[EBP-0xC]

MOV DWORD PTR SS:[EBP+EDX*4-0x74],ECX

JMP SHORT cm.004019B1

MOV EAX,DWORD PTR SS:[EBP-0x8]
ADD EAX,DWORD PTR SS:[EBP-0xC]
MOVSX ECX,BYTE PTR DS:[EAX]
CMP ECX,0x5A

JG SHORT cm.004019AC

MOV EDX,DWORD PTR SS:[EBP-0x8]
ADD EDX,DWORD PTR SS:[EBP-0xC]
MOVSX EAX,BYTE PTR DS:[EDX]
CMP EAX,0x41

JL SHORT cm.004019AC

MOV ECX,DWORD PTR SS:[EBP-0x8]
ADD ECX,DWORD PTR SS:[EBP-0xC]
MOVSX EDX,BYTE PTR DS:[ECX]
SUB EDX, 0x1D

MOV EAX,DWORD PTR SS:[EBP-0xC]

MOV DWORD PTR SS:[EBP+EAX*4-0x74],EDX

JMP SHORT cm.004019B1

CALL <cm.Fail>

MOV ECX,DWORD PTR SS:[EBP-0xC]
ADD ECX,0x1

SEE EIARE

key[0]>9?,keyR#¥, FEAM

key[@]<@?

; ebp-0x74[ecx]=key[0]




@04019BA ~ E9 49FFFFFF JMP cm.00401908

; TR, WEEIFIEHESRAE

EHES MRS BRIIGMAFRFEM T —ELH, BR—NHRHEH. 258 - ANCALL, U EE BlstrempF7F & L
B, ARSI A R BUR IR E, X BB stremp R B S 4L,

o S#—: KanXueCTF2019JustForhappy

o Z¥ . adfgsd (FEEEHK) : BT, BERITEERK

AILAHE T BRAR B 2R R AT T KanXueCTF2019JustForhappy

ges@1862|| . 5@ PUSH EAX 864835C0 KanXueCTF2819JustForhappy
oo401863|| . 8D4D DC LEA ECX,[LOCAL.9] [ecx=key¢f§$j§%§§uE@§Z$$a;

ges@18éa|| . 51 PUSH ECK 51

80481867 ES 84870000 |CALL <JMP.&HSUCRT.strcmp> strcmp

gosgisec|| . 83ch 68 ADD ESP,8x8

ges8186F|| . 85CH TEST EAX,EAX

oo4e1871|| ., 75 O7 JHZ SHORT cm.B8848187R H|prkey 2T FRRT

604681873|| . ES FSFEFFFF |CALL <cm.Success>

g0481878|| .. EB 05 JHP SHORT cm.B8e48187F

_ > E8 31FFFFFF |CALL <cm.Fail> Il
ARLAAOTL LL DOD _LCOT

F8 & — i FJ A& B B o e b T AR st 2 —ANMER, JF B BL T 38T 4%
abcdefghiABCDEFGHIJKLMNjkImn01234567890pqrstuvwxyzOPQRSTUVWXYZ

RaKIFEAHER, B2 MmERK, BT

| > /8B45 FC
| 884D @8
|833C81 3E
WOREL)

| 8855 FC
| 8B45 08
| 833C90 00
|7C 24
| 8B4D FC
| 8855 @8
| 8BO48A
| 884D FC
| 8895 SOFFFFFF
| 8A0402
| 88440D DC
| 8B4D FC
|83C1 01
. |894D FC
."\EB C4

ISER

/MOV EAX, [LOCAL.1]

MOV ECX, [ARG.1]

| CMP DWORD PTR DS:[ECX+EAX*4],0x3E
| IGE SHORT cm.00401857

MOV EDX, [LOCAL.1]

MOV EAX, [ARG.1]

|CMP DWORD PTR DS:[EAX+EDX*4],0x0
| JL SHORT cm.00401857

MOV ECX, [LOCAL.1]

MOV EDX, [ARG.1]

MOV EAX,DWORD PTR DS:[EDX+ECX*4]
MOV ECX, [LOCAL.1]

MOV EDX, [LOCAL.44]

MOV AL,BYTE PTR DS:[EDX+EAX]
MOV BYTE PTR SS:[EBP+ECX-0x24],AL
MOV ECX, [LOCAL.1]

| ADD ECX,0x1

MOV [LOCAL.1],ECX

\JMP SHORT cm.0040181B

HIEE 4, eax=1=0

ecx=key

ecx[i]
key[1]>=0x3E, Bl N% 745 5 $H K FE=0x3E, i H

key[i]
key[i]<othE¥GG
eax=key[i]
key=string

al=string[eax]
buff=[ebp-0x24],buff[i]=al
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bool check(char index,char

{

char tmp index ch;
if (tmp tmp ch==0x30)
{

return true;

}
else if (tmp

{

return true;

}
else if (tmp

{

return true;

}

return false;

}

int main()

{

string szBuff
string szString
char myKey[50]

int dwlen = szString.length();
int dwlenght szBuff.length();
char nIndex = 0;

for (int i=@;i<dwlen;i++)

{

nIndex = szBuff.find(szString[i]);

if (check(nIndex, 0x30))

{

myKey[1i] nIndex + 0x30;

bj

else if (check(nIndex, 0x1D))
{

myKey[1i] nIndex + Ox1D;

b
else if (check(nIndex, ©x57))
{

myKey[1i] nIndex + Ox57;

)i

}
cout myKey endl;

system( )
)

Fi. o seak




Good Luck!
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