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80481298 | push
88481206 | push

mysteriousletter?.
mysteriousletter2.
mysteriousletter?.
mysteriousletter?.
mysteriousletter?.

L1C6FB
L1C708
L1Cc7ec
41C714
Y1C71C

EASRINS s
Rst==LE
“errorin"
“errortin”
“successtin™

EfrerrorflisuccessF R EME, WA, RIUAREALZIBEK, A EENENZRFE K H T FF 8650
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E8 38010000

68 F8C64100
E8 6E010000
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68 08C74100
E8 20010000
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OF1F80 00000000
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68 0CC74100

Xor esi,esi
nysteriousletter? 41C6F8

call

lea eax, [
eax
nysteriousletter?. 41C708

call

add esp, 8xC

lea edx, Bx3C]

lea ecx, 0x1

8x3C ]

moy al,
inc edx
test al,al
sub edx,ecx
cmp edx,Bx7

nysteriousletter?.y1C70C
call

push mysteriousletter2.41C6F8

call ox401410

SFRE
edx=fFF S

FFAIS>-T 2

41C6F8: "IEHINFFIS : \n"

lea eax,dword ptr ss:[ebp-0x3C]

push eax

push mysteriousletter2.41C708

call ox4013D0
add esp,0xC

lea edx,dword ptr ss:[ebp-0x3C]
lea ecx,dword ptr ds:[edx+0x1]
nop dword ptr ds:[eax],eax

mov al,byte ptr ds:[edx]
inc edx

test al,al

jne 0x4012C0

sub edx,ecx

cmp edx, 0x7

jb ©x4012F9

push mysteriousletter2.41C70C

41C708:"%s"==L"J@"

edx=&FF%5
ecx:EntryPoint, edx+1:L"T'"

edx:EntryPoint
edx:EntryPoint

KK

edx:EntryPoint, ecx:EntryPoint
edx=FF35KE
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41C70C: "error\n"




004012D8 | 83C4 04
004012DB | 33C0
004012DD | 8B4D Fo
eadInitThunk@1l2+24
64:890D 00000000
59
5F
S5E
5B
8B4D E4
33CD
E8 49010000
8BES
5D
Cc3
807D C9 33
75 CF
807D C8 35
75 C9
807D C7 33
75 C3
OFB64D C4
OFB645 C5
03C8
OFB645 C6
03C8
81F9 95000000
75 AB
33C9
85D2
74 19
OF1F80 00000000
OFB6440D C4
ClE6 04
83C6 DO
03F0
41
3BCA
72 EE
C745 FC 00000000
85F6
74 10
50
E8 01000000
EB 58
83E8 00
2BFO
F7F6
58

ST RX, WABHEER: FIS AN,
BB T500353 (R %&4) EHIEIT,

00401349 | 85F6
0040134B | 74 10

esp, 0x4
eax,eax

ecx,dword ptr ss:[ebp-0x10]

mov dword ptr fs:[0],ecx

pop ecx

pop edi

pop esi

pop ebx

mov ecx,dword ptr ss:[ebp-0x1C]
xor ecx,ebp

call 0x40143E

mov esp,ebp

pop ebp

ret

cmp byte ptr ss:[ebp-0x37],0x33
jne ©x4012CE

cmp byte ptr ss:[ebp-0x38],0x35
jne ©x4012CE

cmp byte ptr ss:[ebp-0x39],0x33
jne ©x4012CE

movzx ecx,byte ptr ss:[ebp-0x3C]
movzx eax,byte ptr ss:[ebp-0x3B]
add ecx,eax

movzx eax,byte ptr ss:[ebp-0x3A]
add ecx,eax

cmp ecx,0x95

jne 0x4012CE

XOr ecx,ecx

test edx,edx

je 0x401342

nop dword ptr ds:[eax],eax

movzx eax,byte ptr ss:[ebp+ecx-0x3C]

shl esi,ox4

add esi,OxFFFFFFDO
add esi,eax

inc ecx

cmp ecx,edx

jb 0x401330

mov dword ptr ss:[ebp-0x4],0x0
test esi,esi

je 0x40135D

push eax

call ox401354

jmp ©x4013AD

sub eax,0x0

sub esi,eax

div esi

pop eax

A =ALASCIFSAHINZE F0x95, J&=1r/&353.

:EntryPoint, [ebp-10]:@BaseThn

:EntryPoint
:EntryPoint
i:EntryPoint
i:EntryPoint

:EntryPoint
:EntryPoint

ecx=k[@]+k[1]+k[2]
ecx:EntryPoint
PSR T

ecx=0
edx:EntryPoint
BN R R ?

eax=k[ecx]

esi:EntryPoint

esi:EntryPoint

esi=0xF%5

ecx:EntryPoint

ecx:EntryPoint, edx:EntryPoint

esi:EntryPoint

esi=0 HitE T

esi:EntryPoint
esi:EntryPoint

B FEF S A— bk esi=0x500353, BAEXERET

test esi,esi
je 0x40135D

| esi:EntryPoint
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C745 FC 00808088 | mov Bx4] ,0x0
85F6 test esi,esi

74 18 je]

e eax
E8 @1000000 call

58 eax

83E8 00 eax,0x0
2BF0@ esi,eax
BOLA135R F7Fa iv esi

58 eax
28
o8
28
paLA1368 on
o8
28
BOLB1263 on
68 14C74100 mysteriousletter2 . 410714
E8 A2000000 call

DIHITRESESE, MAXBEEERINEERBRBIPAT IR, 217047, CALL POPHLHiZeax=0x401353, X/MHERA
B, BERUEFIS MMAKTFISHR, AETOME T, STOME5IKBRORT

80481349 85F6 test esi,esi
00401348 74 18 j e

88401340 50 eax
g040134E ES @1880088 call
88401353

00401354 58

88481355 83E8 060
g84p81358 2BF 8
F7Fb
a848135C 58
88481350 98

FINITF 4% BB 20D, IR T K ERAEOD B 95, HLiX B A IDALLERE E AL 5 BT 7E, RBImainR i rILMRE ZE R —
T 46 BUEETE M 7 Ak 2 o 2

. TEXT 1 0u4u 1200
Ltext:004081260 ; _ unwind { ,’I’ I
LSext:ped4al2oe push ebp
Ltext: 00481261 mov ebp, esp
Lext:ped481263 push BFFFFFFFEh
Ltext: 08481265 push of fsepmatou 410003
Ltext: 80481264 push offse I
text:eadal2er Mo eax, large Ts:id
Ltext: 80481275 push eax
Ltext: 08481276 sub esp, 2Ch
Ltext: 80481279 mov eax, security cookie
Ltext:0848127E xor [ebp+ms_exc.registration.ScopeTable], eax
Ltext: 80481281 xor eax, ebp
Ltext: 08481283 mov [ebpt+var_1C], eax
Ltext: 80481286 push ebx
Ltext: 08481287 push esi
Ltext: 80481285 push edi
Ltext: 08481289 push eax
Ltext: 80481284 lea eax, [ebptms_exc.registration]
Ltext: 00481280 mov large fs:8, eax
Ltext: 80401293 mov [ebptms_exc.old esp], esp
Ltext:pedal2o6 xor esi, esi
.text:80481208 push offset asc_41C6F8 ; “"iEHiAFIS:
Ltext: 08481290 call sub_ 481418
Ltext:0a4a12A2 lea eax, [ebp+var_3C]
Ltext:ee4812A5 push eax
Ltext: 00481246 push offset as 5 "Es
Ltext:Be4812A8 call sub_4813D8
Ltext: 00401260 add esp, @Ch
= P, Lo = e i s s e P, -

push ebp

mov ebp, esp

sub esp, 1Ch
Ltext:pe482126 push ebx

mons shy. [ehn+TarcstFramel



push
push
mav
maov
lea
xor
push
push
mav
maov
mav
call
mav
push
call
maov
add
test
jnz

FF%15: 401353
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—o e
esi
edi
[ebptvar_1], @

eax, [ebx+8]

esi, [ebx+1@h]

eax, _  security_coockie
esi

eax

[ebptvar_C], 1
[ebpt+var_l1a], esi
[ebptvar_8], eax
_ValidatelocalCookies
edi, [ebptarg 8]

edi

nullsub 1

eax, [ebp+ExceptionRecord]
esp, BCh

byte ptr [eax+4], 66h
loc_48221D
[ebpt+var_1C], eax

eax, [ebptvar_1C]
[ebp+var_18], edi

edi, [ebx+2Ch]

[ebx-4], eax

edi, @FFFFFFFEh
loc_482241
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