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.text:084010%96 ~
_text:00461896 ; int _ stdcall WinMain{HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int nShowCmd}

Ltext:00461896 _WinMain@16 proc near ; CODE XREF: start+C9Lp

.text: 08401096
.text:004081096 WSaAData
.text:0848168%96 lisg

.text: 084816896 var_34

-text: 00481896 var_ 4
.text:084816896 hinstance
.text:08481896 hPrevinstance
.text:008461896 lpCmdLine
.text:084816896 nShowCnd
.text:0840168%6

WsabData ptr -1EBh
tagHsG ptr -56h
WHDCLASSEXA ptr -34h
dword ptr -4

dword ptr 8

dword ptr  BCh

dword ptr -18h

dword ptr 14h

.text: 00401096 push ebp
-text:aaL4a1897 mou ebp, esp

.text:004810899 sub esp, 1E6h

.text:o8401089F push ebx

.text:0084610a0 push esi

.text:o84816a1 lea eax, [ebp+WSAData] ~
.text:004618a7 push edi

-text:a84810a8 push eax ; lpWsaData

text:aa4818A9 push 282h ; wlersionRequested

.text:084018AE call WSAStartup

-text: 08401663 nov eax, [ebp+hInstance]

-text: 00401086 mnov edi, ds:LoadIconf

.text:004010BC xor esi, esi

-text:a4018BE push 65h ; lpIconName

-text:a048106C0 push eax ; hInstance

.text:o84816C1 mov [ebp+var_34.cbhSize], 36h

.text:084816C8 mov [ebp+var_34.style], esi

-text:o848106CE moy [ebp+var_34 . 1pfnindProc], offset sub_Léi180d

.text:o84816D02 mov [ebp+var_34.cbClsExtra], esi

.text:o84816D5 mov [ebp+var_34.cbUndExtra], esi

-text:aa4816D8 moy [ebp+var_34.hInstance], eax

.text:00408108DB call edi ; LoadIconf

.text:o848160D push ¥F@Bh ; 1pCursorHame

-text:oa4818E2 push esi ; hInstance

.text:o84818E3 mov [ebp+var_34.hIcon], eax

00001096 00401096: WinMainix,x,x,x) .

HbERLERE O EREEZL (WindowProcfiDialogProc) , #Esub_401000 (WindowProc) Ab¥%
F Registerid B H4b 3,
.text:004818808 ; int  stdcall sub 481866(HWHD hYnd, UINT HMsg, WPARAM wParam, LPARAM 1Param)
.text:00481080 sub 401000 proc near
.text:004010080
.text:00401080 h¥nd
-text:00481088 Msg
.text:00401008 wParam
.text:00401008 1Faram
.text:004010080

dword ptr 8

dword ptr BCh
dword ptr -18h
dword ptr 14h

-text:00461008 push ebp

-text:004081001 mou ebp, esp

.text:00461002 mou eax, [ebp+Hsqg]

.text: 00401086 dec eax

.text:004010487 dec eax

.text:00401008 jz short floc_46102E
.text:00401000 cub eax, BEh

.text:00461 006D jz short loc_481623
-text:0046100F push [ebp+1FParam] ; 1Param
.text:a0481012 push [ebp+wParam] ; wParam
-text:o0481015 push [ebp+Hsqg] ; Hsg
.text:00481018 push [ebp+hind] ; hind
.text:0040161B call ds:DefWindowProch
-text:00481021 jmp short loc_48163D

SEeRECBONEIB2E [
.text:004081023

text:00481023 loc_L4@1823: CODE XREF: sub_ 4818680+D7]j

.text:00481023 push [ebp+hind] ; hind

text:00481026 call ds:DestroyWindou

.text:o048102C jmp short loc_48163B

et BBMBIB2E ;
.text:00401062E

text:0040102E loc_48182E: ; CODE XREF: sub_ 4810800+87]
-text:0046102E call WSACleanup

text:004010833 push a : nExitCode

.text:004010835 call ds:PostQuitMessage

.text:084081082B

text:0840183E loc_L4@183B: ; CODE XREF: sub_481888+2CTj
.text:a8481083B xor eax, eax

-text:d8848183D

M #E DialogFuncit# EnableWindowfJR %, B R REHE HK, EnableWindowfIRTERXRIAR, 452
Registeriz 1 ZE MG H, 4 H FKkeykicompare i £t s 7EAb AT 2 5] .




.text:@0481841 ; BOOL _ stdcall DialogFunc{HWHD, UINT, WPARAM, LPARAHM)

.text:0804810841 DialogFunc proc near ;: DATA XREF: WinMain{(x,x,%,%)+C7 L0
text:00401041
-text:@e481041 hDlg
text:@e481081 arg 4
text:@e481041 arg B
.text:00481041 hind
text:00401041

dword ptr 8

dword ptr BCh
dword ptr -18h
dword ptr 14h

-text:00401041 push ebp

-text:o0461042 mou ebp, esp

-text:o040104Y cmp [ebp+arg 4], 118h
.text:0040104E jnz short loc_ 481664
-text:o046104D push 3E8h ; nIDD1gItem
.text:00481052 push [ebp+hD1g] ; hDlg
.text:o0461055 call ds:GetDlgItem

.text:00401056 push eax ; hund
.text:00401065C call ds:3etFocus

.text:00481062 jmp short loc_4B1698
Jtexto@BudIB6 ; -
text:00401064

text:00401064 loc 4B1864: : CODE XREF: DialogFunc+afj
-text:00401064 cmp [ebp+arg 4], 111h
.text:0040106B jnz short loc_461698
-text:d848186D cmp word pty [ebp+arg_8], 3EAh
-text:098481873 jnz short loc_481898

-text 884010875 push esi

.text:00481876 mou esi, ds:EnableWindow
-text:d848187C push i 2 ;s bEnable
-text:9848187E push [ebp+hind] 5 hind
.text:00401881 call esi ; EnableWindouw
.text:00401083 ——————mssssmls- call loc_4811FY

.text:08401088 push 1% 5 bEnab
-text:0848188AR push [ebp+hind] 5 hind -
.text:0048108D call esi ; EnableWindouw
.text:88401088F pop esi

-text:98481898
.text:00481898 loc_uB1898:
-text:98481898

00001053 00401083: DialogFunc+ds

mikloc_4011F44k, FHRE WMessageBoxHIEH, fEloc_4011F44HISERT 48 GetDIgtemText, T35
WMARISCA, BT HZcompare)idfE.

CODE XREF: DialogFunc+217j
DialogFunc+2ATj ...

text:08481289 mou [ebp-4], eax

.text:8848128C fidiv  dword ptr [ebp-4]
text:9848128F mousx eax, byte ptr [ebp-19h]
.text:a0481293 | sub eax, ecx

text:08481295 mou [ebp-4], eax

text:a80481298 fFsubp st{1), st

text:9848129A Fimul dword ptr [ebp-4]
-text:a048129D fmul ds:of1t_48711C
text:984812A3 Fstp dword ptr [ebp-4]
text:084812A6 jz short near ptr loc_4812AA+1
text:084812A8 jnz short near ptr loc_4812AA+1

text:084812AA
text:004812AA loc_u4B12AA:
text:084812AA

CODE XREF: .text:884812a67]
.text:884812A81]

.text:004812AA call near ptr ISR

text:a84812AF xor ax, 7

-text:984812B3 fld dword ptr [ebp-4]

text:084812B6 fcomp ds:f1t_487118

-text:@884812BC push a

text:984812BE push offset aCrackme2@17Ctf ; "Crackile 28717 CTF™
-text:084812C3 fnstsw  ax

-text:@84812C5 sahf

text:084812C6 jnz short loc_4812D6

.text:@84012C8 push offset aRegistrationSu ; "Registration successful **
-text:@84812CD jmp short loc_4812DB

SERREZBBUBIZEF 5
.text:B04812CF
.text:804812CF loc_4812CF:
.text:B04812CF

CODE XREF: .text:0648122907j
.text:@e4@1235%] ...

text:004812CF push a

text:804812D1 push offset acrackme2@17C_8 ; "CrackHe 2817 CTF w2"
text: 00461206

text:004012D6 loc 4B12D6: H

text:004012D6 push offset aError H

-text:004612DE

.text:004812DE loc_4812DB: ; CODE XREF: .text:@884812CDTj
.text:004812DE push hind

text:004812E1 call ds:MessageBoxA
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2. compareftiRB| T, BRITREBBEWMHERE L. HBAKHBFSRE, AIEHIFAF

text:004011F4 loc 4B11FL4: : CODE XREF: DialogFunc+427p
text:004811FY push ebp

text:004811F5 mou ebp, esp

text:00u011F7 cub esp, ‘ICh

text:004811FA lea eax, [ebp-1Ch]

text:004811FD push 15h

text:004811FF push eax

text:00481200 push 3E%h

text:o04812085% push hD1g

text:0048120E call ds:GetDlgItemTextA
text:80481211 push 1F4h

text:a0481216 call ds:Sleep

.text:a@84pi21C

.text:apua121F \ ¥arning 3
text:004812208

_text:@0481225 ﬂ Pleaze position the cwr=or within a function
.text:004p1228 L

.text:@8481229

text:a848122F

text:00401231 [JDon’ + display this message again (for this session only)
text:@8481232

text:08481235 jz loc_4812CF

-text:09848123B cmp [ebp-1Bh], cl

text:0848123E jz loc_4812CF

text:08481244 cmp [ebp-1Ah], cl

text:08481247 jz loc_4812CF

text:@848124D cmp [ebp-19h], cl

text:08481258 jz short loc_4812CF
text:088481252 (W 11] bute ptr lebo-1Ch1. 31h f%

il —jmp i SNBhiE — ek, B THEMBSREIFENIER. Bidk0ox401262F10x4012AALE K84 nopH,
FERmERD. TP (Create Function) J5E#F5RHF1%.

SEexti@BUOIIFS [
-text:004011F4

text:@84811F 7, e 5 CODE XREF: DialugFunc+u2Tp
_text:0ouo11F] B4 Benme " bp

text:004811F" Junp te address. .. G bp, esp

text:a84811F; Mark position. .. A1 t+HM 5P, 1Ch

text:004811F¢

-text:004811FI . 5h
text:00u811Ff < g_;d::r o ax
-text:a0u8120( . E9h
text-poupizgr BT Add brespoint F2 Dlg
~Cext:B0AB1208 B yrofe zraph to. .. s:GetDlgltemTexthA
-text:a048121- TGN Frefs graph from. .. F 4h
text:@8481214 s:Sleep
-text:@848121C lea eax, [ebp-1Ch]
text:@848121F push eax
text:08481228 call _strlen
tepxt:-ARLATZ2G rmn pax.

int sub_4811Fu()

i

i| double w@; // st7E8

|| double vwi1; /f stolEs

| const CHAR =u3; // [sp-Ch] [bp-28h]@%
|| const CHAR =uk4; // [sp-8h] [bp-Z4h]@8
‘| CHAR String; #/ [sp+@h] [bp-1Ch]@1

| char wé; /7 [sp+in] [bp-1Bh]E3

| char w75 fF [sp+2h] [bp-1Ah]EL

I| char v8&; // [sp=3h] [bp-1%h]E5

int v9; /7 [sp+i18h] [bp-4h]E8

| GetDlgltemTextA{hDlg, 1881, &String, 21);
|| Sleep(Bx1F4u};

| if ( strlen(&String) t= 4 || String == 48 || u6 == 48 || v7 == 48 || v8 == 48 || String %= 49 || ué *= 53 )
|

' vl = Caption;

! goto LABEL_11;

ok

Il w® = u7 - 48;
vl = (double)ud;
u9 = String - 48;
vl = {(double)ud;

ooud = wg - W8

| ®={float *)&u9 = (vl - vl § {double}5) = (double)v? = 16.8;
| uh = aCrackme2B817Ctf;

| if { ={float =)&u9 %= 3B4.D )

A

ILABEL_11:

I u3i = Text;

return HMessageBoxA(hWnd, v3, uvl, 8);

I

| w3 = aRegistrationSu;

| return MessageBozA(hWnd, v3, vi, 8);
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