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if { *flag *= 182 )
goto LABEL_22;

if { flag[1]
&& flag[2]
&& flag[3]
&& flag[4]
&& flag[G]
&& flag[o]
&& flag[7]
&& flag[8]
&& flag[?]
&& flag[1@]
&& flag[i11]
&& flag[i12]
&& flag[i13]
&& flag[14]
&& flag[i15]
&& flag[i6]
&& flag[17]
&& flag[18]
&& flag[1?]

168
97
163
123
115
65
108
162
95
162
68
162
167
168
95
70
108
162
125 )

_printf{"yes,this is a flag");
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if { =flag *= “f" )}
goto LABEL_22;
if { flag[1] :
&& flag[2]
&& flag[3]
& flag[a]
&& flag[5]
&& flag[n]
&& flag[7]
&& flag[8]
&& flag[?]
&& flag[16]
&& flag[11]
&& flag[12]
&& flag[13]
& flag[14]
& flag[15]
&& flag[16]
&& flag[17]
&& flag[18]
&& flag[19]
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)

_printf{"yes,this is a flag");

¥ A~ flag: whichisflag.exe

BEMEBHIDA, £FE—THAREZE, WMAKlagELE/NT25, RiGHTHMBTHE, tHfag5=Y, Hflag[8]=
flag[11], flag[16]="flag[18], _LMHMIESILIL T B iTwhich_is_flagix M %, BATBHEE—T.

_printf{aFlag)};
_gets s{flag, 6x164u};
if { strlen{flag) < 25 }
{
if { flag[5] *= 'Y' || flag[8] t= flag[11] || flag[16] *= flag[18] )
_printf{"flag is wrong")};
else
which_is flag{flag};
_getchar();
result = @;
¥
else
{
_printf{"flag is too long")};
result = @;
¥

return result;
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vl = flag[5];
_printf{yes, this is a fFlag:in"};
switch ( vl )
¢ I
case 7:
_printf{flag{ieog_dfet_ggfd_gfg}");
result = B;
break;
case 8:

_printf{"flag{wRr53uSuDjYHOUUEKd}") ;
result = 8;
break;

case 9:
_printf{"flag{due¥Yi3ZkuF5CX2gigL}");
= — T

case B9:
_printf{"flag{WWtFal?kamtmi12qRUpFZ2U0U}"
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SET BASEG4:

YKE]j_djkf3_jEj_eUn| BASEGASE & WiwVtFalSkamtmM19gRWpfZViu

£ BASEGAETS

i B iR fts.exe

HiXiE s H st R R AODIF RN 283 — R xR, mRADAERSZEMRTUT, XEEEMADASE.

_printf{asc_ 4821EC);

={ DWORD =*)flag 2 = @x76707D77;
flag 2[4] = B=6A;

w3 = B;

do

{
flag 2[v3] "= Bxi1u;
_printf{"%c"”, flag_2[v3++]);

¥
while { v3 < & };
uh FindWindowW{@, L" [LCG] -exe'");
ut FindWindowW({8, :
if {( vh && uvS )
{
*(_ DWORD =)flag 2 Bx 45 ucuby ;
flag_2[4] = Bx58;
vo = B;
do
{ -~
flag 2[uw6] "= Bx22u;
_printf{"%c", flag_2[v6++]);
¥
while { vé < 5 });
CheckDebug();
fts Rdtsci);
the_end({);
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B F R (X BERERRO76707D77 R /N fF, BATEMNTTIFIHRER): flag{

={_DWORD =)flag_2 = B=76707D77;
flag_2[4] = B=6A;

vl = A;

do

1

flag_2[v3] "= 8x11u;
_printf("%c, flag_2[v3d++]);
H
while { w3 < 5 );
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*{_DWORD =)flag_2 = B=454C4D41;
flag_2[4] = Bz58;
vh = B;
do
{ -~
flag_2[v6] = B8222u;
_printf("%c, flag_2[v6++]);

¥

while { w6 €< 5 J);
CheckDebug();
fts_Rdtsc();
the_end();

*{_DUWORD =)flag_3 = Bx5F464752;
flag_3[4] = B252;
vl = a;
do
{ -~
flag_3[v3] = 8233u;
result = _printf("%c™, flag_3[v3++]);
H
while { v3 < 5 );

*( DUWORD =)flag 4 = 7087472688;
flag_4[4] = 55;
w3l = @;
1]
{ -~
flag 4[vw3] "= Bxibu;
_printf{"%c", flag_ 4[uvid++]);
¥
while { w3 < 5 );

#( DUWORD =)flag 5 = 658125578

#{_ DWORD #*)&flag S5[4] = 540683274

flag 5[8] = 48;

vl = @;

do

{ -~
flag 5[vwBA] "= B8x55u;
_printf{"%c", flag S[ubB++]); |

¥

while { v@ < 9 });

Frbiflagit &: flag{congratulations_for_you}
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C785 DBFDFFFF
FF15 18283981
85CA

. 74 4E

53

8B1D 14283981
1]

8B35 BL2A3081
8D9E 00000000
8D85 FUFDFFFF
68 48213961
58

FFD6

83C4 B8

85CA

.| 74 4G

8D85 F4FDFFFF
68 68213901
50

FFD&

eax
edi
mov dword ptr ss:[ebp-8x238],
call
test eax,eax
I short fts.e13910aA
ebx
mov ebx,
esi
mov esi,
lea ebx,
lea eax,dword ptr ss:[ebp-8x208C]
Fts.81392140
eax
call esi
add esp,
test eax,eax
@ short fts.013910D1
lea eax,dword ptr ss:[ebp-8x208C]
fFts.81392168
eax
call esi

fts.@1390000

kerneld2 _Process32Firsty

kernel3d2 .Process32Nextl

msucr118. wcsicmp

EEfERE[LCG] .exe

ida.exe
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.813921u48 FHARE[LCE] .exe

user32 . FindWindowl
.81392168 ida.exe

mov edi,eax
call esi user32 . FindWindowl
test edi,edi
edi
B short fts.@139137n
test eax,eax
B short fts.@139137n

mov dword ptr ss:[ebp-8xC],

mov byte ptr ss:[ebp-8z8],

%0r esi,esi user3? .FindWindowy
lea esp,dword ptr ss:[esp]

Xor byte ptr ss:[ebp+esi-B8xC],

movsx eax,byte ptr ss:[ebp+esi-BxC]

PRt EREETE, WLARIA T ZwQuerylinformationProcess#EAT I s D, AT LS B &3T Bl 275 5 5k

ES8 8BFDFFFF call fts_CheckDebug init cookienFilterter

FFDG call esi ntdll.ZwQueryInformationProcess
837D FB 88 cmp dword ptr ss:[ebp-8x18],
. 75 hB il short fts.B139117B
8B3D BO2B3981 |mov edi, msvck118.printf
C745 Fu 524746 mov dword ptr ss:[ebp-8zC],
C645 FB 52 byte ptr ss:[ebp-8x8],
esi,esi ntdll.ZwQueryInformationProcess

HH#ENT AR, EREALESdtscir <, XA TENERAERES, XERRETHEIRRIAR, RIOTTUEEE
THEKIpopad T W AR EFOE BT, REEIKE] T BB .

E8 ?BFEFFFF  |call fts.fts_RdtscnitupBasexceptionFilter .

60 [TEGEL |
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E8 BG6FEFFFF call Ft5.the:endtUnhandledExceptiunFilter

58 eax

FF15 ACZ283981 |call msucr118.gets =
8DBD ECFEFFFF |lea ecx,dword ptr ss:[ebp-8x114]
g3Ch4 18 add esp,

gDn51 9 lea edx,

gna mov al,

41 inc ecx

guca test al,al

75 F9 ME short fts.@1391276

2BCA cub ecx,edx

83F9? 1E cCmp ecx,

76 38 I3 short fts.e13912BC

short fts.B813912BC
esi

C745 FA BA333AImov dword ptr ss:[ebp-8x18],
C74% F4 BA2C3AImov dword ptr ss:[ebp-8xC],
C645 FB 2B mov byte ptr ss:[ebp-8z8],
33F6 %or esi,esi
8DAL4Z2Y OO000008) lea esp,dword ptr ss:i[esp]
887435 FB 55 ®%or byte ptr ss:[ebp+esi-@Bz18],
BFBE4L3S FBO mousx eax,byte ptr ss:[ebp+esi-Bx18]
58 eax
68 BB213061 fFts.B813921E8 %C
FFD? call edi msucri11@.printf
LT inc esi
g3CL4 08 add esp,
83FE B89 cmp esi,
7C ES short fts.B813912A08
SE esi
8B4D FC mov ecx,dword ptr ss:[ebp-8x4]

®or ecx,ebp

RIS suafa.exe
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1 char keyl1[65] = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz@123456789+/";
2 char key2[65] = "+/abcdefghijklmnopqrstuvwxyz0123456789ABCDEFGHIIKLMNOPQRSTUVWXYZ" ;
3 char key3[65] = "abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789+/";
4 char key4[65] = "0123456789+/ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz";
5

6 char key[27] = "QASWZXDECVFRBNGTHYJUMKIOLP";

7 int len = strlen(flag);

8 for(int i=0; i<len; i++)

9 {
10 if(int(flag[i]) <= 126 && int(flag[i]) >= 33)
11 {
12 if(flag[i]-key[i] > @)
13 {
14 int the_key = (flag[i]-key[i]) % 4;
15 switch (the_key)
16 {
17 case 0:
18 flag[i] = keyl[flag[i]-key[i]];
19 continue;
20 case 1:

21 flag[i] = key2[flag[i]-key[i]];

22 continue;

23 case 2:

24 flag[i] = key3[flag[i]-key[i]];

25 continue;

26 case 3:

27 flag[i] = key4[flag[i]-key[i]];

28 continue;

29 default:

30 continue;

31 }

32 }

33 else

34 {

35 printf("flag is wrong");

36 ExitProcess(9);

37 }

38 }

39 }

SRIGAE R I RHE AT IDAFT AR A# fedn ¥ ok, REHE — s/ A5 = v4 - vilkey-lagliX B, k455 ERIIR
iBint the_key = (flag[il-keylil)F M Z R, AW RE LGRS ] DL i 2



vl = flag;
strcpy{key1, "ABCDEFGHIJKLMHOPQRSTUUWXYZabcdefghijklmnopqrstuvw=yz@8123456789+/");
strcpyi{key2, "+/abcdefghijklmnopqrstuvwxyz@123456789ABCDEFGHIJKLHNOPQRSTUUWEYZ™ ) ;
strcpy{key3, "abcdefghijklmnopgrstuvwzyzABCDEFGHIJKLMNOPQRSTUUWRYZ2B123456789+/");
strcpyi{keyls, "B123456789+/ABCDEFGHI JELHHOPQRSTUUMKYZabcdefghl jklmnopqrstuvwzyz");
*( (QUWORD =)key = ={ QWORD =)alaswzxde;
®( (UWORD =)&key[8] = quword 4B224C;
={_ WORD =)&key[24] = 208556;
={_ QWORD =)&key[16] = quword_482254;
key[26] = 8;
vz strlen{flag);

8;

vz > B )

uhy = =ui;
if { =ul <= 126 && vl >= 33 )
{
vt = w4 - vi[key - flag];
if { v5 <= 8 )
{
_printf{"flag is wrong");
ExitProcess(8);

Hrsub eax, flaggt 2B ATHIVA - vi[key-flag], Tiva=flag[i], FTLAEE i kflag = vi[key-flag], AL+ flaghi{E Abyte ptr
[ebx+edx], XEKebxm AMNATHEE Bt key, MedxilHUTR5. AMERTLUIESFME—T,

RESTTERITLENHAE CHEK: flag{this_is_a_easy_suanfa}



1 #include "stdio.h"
2 #tinclude "Windows.h"

3

4 int main()

59

6 char keyl[] = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/";
7 char key2[] = "+/abcdefghijklmnopqgrstuvwxyz0123456789ABCDEFGHIJKLMNOPQRSTUVIWXYZ" ;
8 char key3[] = "abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVIWXYZ0123456789+/" ;
9 char key4[] = "0123456789+/ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz";
10
11 char key[] = "QASWZXDECVFRBNGTHYJUMKIOLP";
12
13 char flag 1[] = "tfoQ5ckkwhX51HYpxAjkMQYTAp5";
14
15 int yushu = 0;
16
17 for(int m=0; m<=26; m++)
18 {
19 for(int n=33; n<=126; n++)
20 {
21 yushu = n - int(key[m]);
22 yushu %= 4;
23 switch (yushu)
24 {
25 case 0:
26 if(keyl[n - int(key[m])] == flag_1[m])
27 {
28 printf("%c", n);

29 }

30 continue;

31 case 1:

32 if(key2[n - int(key[m])] == flag_1[m])
33 {

34 printf("%c", n);

35 }

36 continue;

37 case 2:

38 if(key3[n - int(key[m])] == flag_1[m])
39 {
40 printf("%c", n);
41 }
42 continue;
43 case 3:
44 if(key4[n - int(key[m])] == flag_1[m])
45 {
46 printf("%c", n);
47 }
48 continue;
49 default:

50 continue;

51 }

52 }

53 printf("\n");

54 }

55 }
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